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FlowDiEFR

NetFlow Version 5 sFlow Version 4 (RFC 3176, 20014F)

4 4

NetFlow Version 9 (RFC 3954, 2004£F)

1

NetFlow Version 10 = IPFIX (RFC 5655, 2009F)

sFlow Version 5 (2004%F)
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Thank You.

www.netscout.com
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bps (-In/+0ut)
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206G
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-100G
Nov 14 Nov 15 Nov 16 Nowv 17 Nowv 18 Nov 19 Nov 20

Showing 25 items

(4]

Legend Protocol Average (In) Average (Qut) Average (In + Out)

A- . tcp 6 39.31 Gbps 17.48 Gbps 56.79 Gbps

<<}

B- udp 17 12.10 Gbps 5.861 Gbps 17.96 Gbps 23.84%

a8
A

asp 50 254.8 Mbps 239.5 Mbps 4942 Mbps 0.66%

4]
o
.

gre 47 67.53 Mbps 3.516 Mbps 71.05 Mbps 0.09%

a8
m

icmp 1 8.142 Mbps 6.804 Mbps 14.95 Mbps 0.02%

4]
.

ah il 8.491 Mbps 1.684 Mbps 10.17 Mbps 0.01%

a
¢

ipvé a1 12.37 Kbps 151.2 Kbps 163.5 Kbps 0.00%

a8
T

12tp 115 36.67 Kbps 3.000 bps 36.67 Kbps 0.00%

8

ipvB-icmp 58 40,00 bps 378.0 bps 418.0 bps 0.00%

(4]

vITp 112 0.000 bps 355.0 bps 355.0 bps 0.00%
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O

Legend Protocol Number Average (In) Average (Out) Average (In + Out) % Total

tcp 6 39.31 Gbps 17.48 Gbps 56,79 Gbps 75,38%

udp 17 12.10 Gbps 5.861 Gbps 17.96 Gbps 23.84%
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o
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il
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ah 51 8.491 Mbps 1.684 Mbps 10.17 Mbps 0.01%

4
3

ipv6 41 12.37 Kbps 151.2 Kbps 163.5 Kbps 0.00%

(4]
e

12tp 115 36.67 Kbps 3.000 bps 36.67 Kbps 0.00%

(<)

ipvB-icmp 58 40,00 bps 378.0 bps 418.0 bps 0.00%

4

vrrp 112 0.000 bps 355.0 bps 355.0 bps 0.00%
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6180
5201
1094
2880
8080

Average (In)
27.95 Gbps
9.944 Gbps
154.1 Mbps
12.42 Mbps
148.2 Mbps
299.0 Mbps
70.76 Mbps

82.08 Mbps

Average (Out)
13.31 Gbps
2.197 Gbps
311.5 Mbps
368.0 Mbps
173.6 Mbps
19.93 Mbps
231.5 Mbps

207.1 Mbps

Average (In + Out)

41.26 Gbps |

12.14 Gbps |

465.6 Mbps
380.4 Mbps
321.8 Mbps
318.9 Mbps
302.3 Mbps

289.2 Mbps

% Total

| 72.15%

21.23%

0.81%

0.67%

0.56%

0.56%

0.53%

0.51%
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Mov 14 MNov 15 Mov 16 MNowv 17 Mov 18 MNov 19 Mov 20
Showi ng 74 items

(J Legend Packet Length Average (In) Average (Out)  Average (In + Out) % Total
T T e — 650?Gbps B ps 1198Gbp5 o
e- 1500 8.151 Gbps 3.636 Gbps 11.79 Gbps [N 19.45%
- 1448 4,555 Gbps 38.29 Mbps 4,594 Gbps [ 7.58%
o- | 1278 2.308 Gbps 890.6 Mbps 3.699 Gbps [ 6.10%
-0 1422 2.586 Gbps 374,3 Mbps 2.961 Gbps [ 4,89%
- 1400 2.310 Gbps 103.1 Mbps 2.913 Gbps 4.81%
H- 1280 1,894 Gbps 752.4 Mbps 2.747 Gbps [ 4,535
- B 1496 1.929 Gbps 97.45 Mbps 2.026 Gbps [ 3.34%



aJfR{ELR— b (IP7 RL X51)

Sat 11 01:00

23:00 Sat 11

02:00

01:00

02:00

03:00

04:00

05:00

05:00

06:00 07:00

06:00 07:00 08:00

Average Traffic pps (In/Out)

pps(-In/+ Out)
100K
0
-100K
-200K
-300K
-400 K
-500 K
-600 K
-700K
-800 K
-900 K
M
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00  20:00 21:00 22:00 23:00
06:00  07:00  08:00 0%00  10:00 11:00 1200 1300 1400 1500 1600 17:00 1800  19:00  20:00  21:00  22:00
Destination IPv4 Address
nl 2.185.85/32
L] 2.185.84/32
[ | 1.17.244/32
[ | 218732
O 6.146/32
| | 2.191.4/32
[ | 231.239/32
[ ] 8.204/32
[ | 1.192.53/32
] 2.220.2/32

185.3 k (185.3 k / 0.000)
179.9k (179.9 k / 0.000)
61.60 k (61.60 k /7 0.000)
57.77 k (538.0 / 57.23 k)
57.45 k (57.45 k / 0.000 )
44,37 k (44.37 k / 0.000)
41,79k (41.79 k / 0.000)
34.48 k (2.000 / 34.48 k)
31.53k(31.53 k 7 0.000)
31.04 k (31.04 k / 0.000)

bvD b—h—DRHN®, FEEDN
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aJfR{ELR— b (BT Ry hil)

pos (- In/ + Out)
100K
0
-100K
-200K
-300K
-A00 K
-500 K
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 Sat 11 01:00 02:00 03:00 04:00 05:00 06:00 07:.00 08:00
07:00 02:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 Sat 11 01:00 02:00 03:00 04:00 05:00 06:00 07:00 02:00

pestination 1Pva Address Source IPv4 Address Average Traffic pps (In/Out)

. 06.0/24 J10.0/24 67.37 k (0.000 / 67.37 k)

. L185.0/24 4.133.0/24 45.43 k (45.43 k7 0.000)

. L185.0/24 7.129.0/24 44,83 k (44.83 k / 0.000)

. 1.185.0/24 .156.0/24 41.41 k (41.41 k / 0.000)

. L185.0024 1610424 38.37 k(38.37 k/ 0.000)

. L186.0/24 A1.0024 36.95 k (36.95 k / 0.000)

. L185.0/24 4.55.0/24 34.74 k(34.74 k / 0.000)

. L185.0/24 4.54.0/24 34.64 k (34.64 k / 0.000 )

. L185.0/24 .9.0/24 33.24 k(33.24 k / 0.000)

. ... _2A185.0/24 . ...—.159.0/24 30.53 k (30.53 k 1 0.000)

HhisiX> Y — EXBAI TORIRIE
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Calculation Max PCT95 Total Graph Type QGG Line Bar Pie Direction In  Out

bps (-In/+0ut)

50M

0

-50M
-100M
-150M
-200M
-250M
-300M

-350M
-400 M
-450M

Qct18 Oct 19 Oct 20 Oct 21 Qct 22 Oct 23 O 24 Oct 25 Qcc 26 Oct 27 Qct 28 Oct 29

i

Legend Application Average (In) Average (Out) Average (In + Out % Total

a- B telnet 73.26 Mbps 9.367 Mbps 82.63 Mbps 100.00%

sum of selected items 73.26 Mbps 9.367 Mbps 82.63 Mbps

telnetDEFEDZEIE - /RY bRy MNEEIDFEL
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bps (-In/+0ut)

o]
-200 M
-400 M
-600 M
-800 M
-1.0G
-1.2G
-1.4G
-6 G
-1.8G
-20G
-22G

Ocr 24 Oct 25 Qcr 26 Qe 27

~

g

Oct 28

EatR

Oct 29 Qct 30 Ocr 31 Mo 1 MNov 2

Mow 3

Showing 1 items

Legend Application

Port

domain

Sum of selected items

33

Average (In) Average (Out)

Average (In + Out)

% Total

34,590 Mbps 26.10 Mbps

34.90 Mbps 26.10 Mbps

DNS;#E{SDZE(t - DDoSWEMDIH T (CEDON /=T HEE
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51.00 Mbps
61.00 Mbps

100.00%
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|
=

NetFlow x BGP = ASNBLE{EE

SrcPadd ‘nmr ‘ DetPadd | Protocol ‘ms‘rm Py | 5

i ost | Det | Dat Bytew |
pot | Purt‘ ‘ ‘"“‘”“p

0] 1000 | 00s2 | 22 | 5 24 15| 100n2 | 153 i

1
O [ 2650 | 15 | /25 [18 | 15 | /24 | 15 | 00082 | T8 HEN 3 4’| E
| L L =

24| 15 ] 10022 | 148 | 1485 3

Falf) | 175100212 | Fal0 | 1002712 1

Falf) | 17310032 | Fal0 | 1002712 ]

730202 | Fald | 1022 1

NetFIOW Fall | 17aio0s2 | R0 | tonamiz | s

| o= | x| =

O | 210 | 13 /30 |80 | 13[4 [ 15 ) 1022 | 104D | M3

Router_2500Hsh ip route . .
Codes: C = connected, § - static, I - IGRP, R - RIP, H - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IR - OSPF inter area
H1 - 0OSPF NSSA external tune 1. H2 - DSPF HSSA euternal tu e 2
El - 0SPF external type 1, E2 - OSPF_external type 2 E
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, = - cand:date defaul t
U - per-user static route, o - ODR

Gatenay of last resort is 172.15.4.1 to network 0.0.0.0

|
I8 MLt gerighly pleatind, € sinsiy, 2 e ASN XI55k
113.16:5:0/24 15 directly commected. Seriall a ﬁ

172.16.1.6/24 [1208/3] via 172.16.4.1, 00:00:02, Se-ial0

172.16.2.0/26 [1208/2) via 172.16.4.1, 00:00:02, Se-ial@

72.16.3.0/26 (120/1] via 1?2.16.‘4.1. 00:00:02, Se-ial@
0/24 1120/2) via 172.16.4 00:00:02, Seriald

192.168.6.0/26 is directly connected, "FastEthernetd

192.168.7.0/26 [120/1] via 172.16.5.2, 00:00:15, Seriall
192.166.1.0/24 [120/4] wia 172.16.4.1, 00:00:03, Serial0
192.163 2.8!2& [123!3] via 172.16.4. 1, 0B:00:03, Serial®
192.168 [120/1] wia 1?2 16.6.1, 00:00:03, Seriald

WDDBDIDIOTD/IDIDO
[
b=
=<
[
[=a]
=]
-

= 0.0.0. Bﬂ.’! llfﬂl via 172.16.4.1
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NS4 Y OINAD2 (ASHI)

pps (- In / + Out)

™

500K
-500K

1.3 M

05:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 18:00 20:00 21:00 22:00 23:00 Sat 11 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00

07:00 08:00 09:00 10:00 11:00 12:00 13:00 1400 13:00 16:00 17:00 18:00 1900 20:00 21:00 22:00 23:00 sat 1 01:00 02:00 0200 04:00 03:00 0&:00 07:.00 0&:00

Interface Origin ASN Average Traffic pps (In/Out)
. et-5/2/0.0 [router: sfld-cor-123net) AKAMAI-ASNT (20240) 767.0k (5721 k/194.9k)
. et-5/2/0.0 (router: sfld-cor-123net) FASTLY (54113) 458.8 k(343.9k/114.9k)
. et-5/2/0.0 (router: sfld-cor-123net) MICROSOFT-CORP-MSN-AS-BLOCK (8075) 2261 k(42.21 k/183.9k)
B =t-5/2/0.0 (router: sfld-cor-123net) AKAMAI (16625) 1352 k (103.8k/31.37 k)
. et-5/2/0.0 [router: sfld-cor-123net) BLUEARCHIVE-ZOME-1 (395717) 109.6 k (0.000 / 108.6 k)
. et-5/2/0.0 (router: sfld-cor-123net) CLOUDFLAREMET (13335) 89.69 k (61.19 k /7 28.50 k)
. et-5/2/0.0 (router: sfld-cor-123net) APPLE-AUSTIN (6185) 88.70k (74.89 k/13.81 k)
. et-5/2/0.0 (router: sfld-cor-123net) APPLE-ENGINEERING (714) 48.43 k(B.919k /3851 k)
. et-5/2/0.0 [router: sfld-cor-123net) MICROSOFT-CORP-MSN-AS-BLOCK (B068) 2713k(13.04 k/14.09 k)
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NetFlow X DNS

91@! 10.0.0.1 <=> 192.168.1.1  L3/L4(&IR

X

DNS
Query/Response

192.168.1.1 = L3/Domain|g#k
abc.netscout.com
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NetFlow X DNS

NetFlow|&#k (CDNSTEERSINIZ R A2 EA/AAAAL O— R Zfld 22 &
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NetFlow x DNS

bps {-In/+ Out)
4G
2G
a
-2G
4G
-6G
3G
-10G
12:00 15:00 18:00 21:00 Thu 09 03:00 06:00 02:00 12:00 15:00 18:00 21:00 Fri 10 03:00 06:00 02:00 12:00 15:00 18:00 21:00 Sat 11 03:00 06:00 02:00
—— LZ.00 l2.00 Thu 09 06:00 12:00 18:00 Fri10 06:00 12:00 18:00 Sat 11 06:00

Profile Average Traffic bps (In/Out)

Bl Facebook (1) 4.450 G (3.266 G /1.195 G)

YouTube 1.889 G (1.694 G/ 194.6 M)

. Zoom 650.6 M (354.2 M / 296.4 M)

. Skype for Business Online and Microsoft Teams 405.1 M {145.1 M / 260.0 M)

Metflix OCA 112.2 M (4.114 M 7 108.1 M)

. ESPN 36.10 M (7.256 M [/ 28.85 M)

. Telegram 28.00 M (17.59 M /10.41 M)

7IUr—>3> (U—ERXR) HAuTORRIL
T RANCDNOEY FROMRGE



NetFlow (C &2 DDoSHR#*

%Ie 10Gbps > 192.168.1.1
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NetFlow (C &2 DDoSHR#*

Malware

Malware

Malware

Malware

NetFlow

Malware
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NetFlow (C &2 DDoSHR#*

WERSE

Source Country

[ unit=a states

Bl Czech Republic
8 United Kingdom
Greece

Italy

India

Ireland
Germany
Indonesia
Portugal

Iran (Islamic Republic OFf}
France

China

Japan

Turkey

Vietnam

South Korea
Canada

WExIP7 RFL X WEBHL(T

Source IPv4 Address Destination Port

AR RN AR R RN R RN N R RRRNRRRRRARRRRARRRRYY

82.138/32

212.162/32
'9.121/32
5.71/32

225.144/32 443
105.180/32

82.79/32
3.21.4/32
98.138/32
5.42/32
81.212/32
58.78/32
7.65/32

232.98/32
2.43/32
J.208.82/32
86.67/32
105.184/32
3.165.176/32

3.184.232/32
97.56/32
1.176.47/32
3.248.33/32
40.119/32
3.51.155/32
125.85/32
3.133.118/32
123.35/32
1.81/32
13.204/32
56.32/32
150.62/32
1.63.28/32

DDoSIEDBIED N2 rJ4R1L
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Destination IPv4 Address

141.213.128.184/32
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/

gl —JL
(JOo—3aL2o%4)

NetFlow x SRRk C&CH—/\—
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RV T 7T IN\A ADFER

No. of Subscribers

gk
Tk |

|
6k J|

4k1|[.nlw F.
Wl
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goo  1geo | goe 1ge0 | goo

Avg. Malici

Tue 7 Wed8
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LW
.rN“ JIHJ I"h"'ii"

Malicious Subscribers Nov 2023

q -
| \‘l fﬁ ‘AI

“ﬂﬁﬁﬂjjfvuw

\ |

1goo | goo  1geo | goe 1800 | goo
Thu 9 Fri 10 Sat 11

Avg. Malicious Share of All Subscriber Traffic

-100 M

bps (- In / +0ut Malicious Subscriber Traffic Nov 2023
S0 M :

oM

=50 M

gos  1goo| goe  1moo| goe  1gon| gos  1goe| goe  1goo| goo
Tue 7 Wed?2 Thu 9 Fri 10 Sat 11

Avg. Malicious Traffic Mg T@tal Subscrlber Trafﬁc

3833

NIVOoIT 7

0.061%
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63.04 Mbps / 28.66 Kpps 103 53 Gbps /14. 42 Mpps
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Thank You.

www.netscout.com
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