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ssh [H&#Buserd |@[BAHBIP]

password:Intern3tiWeek@202e#!
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(Ubuntu) ssh user@l@[server IP]
(Cat8000V)ssh admin@[router IP]

password:iw23#!
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sudo apt install -y wget openssl rsync build-essential gcc git autoconf \
libtool automake libssl-dev libbsd-dev gawk libexpatl-dev libtlsh-dev \
zliblg z1iblg-dev
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cd ~
wget https://ftp.openbsd.org/pub/OpenBSD/LibreSSL/1libressl-3.8.2.tar.gz

tar -xzvf libressl-3.8.2.tar.gz && rm libressl-3.8.2.tar.gz




LibreTLSD A2 A—JL
® |libreTLS@) make

cd libretls-3.8.2
./configure --1libdir=/1ib/x86_64-1linux-gnu
make check

sudo make install
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cd ~
sudo groupadd _rpki-client

sudo useradd -g _rpki-client -s /sbin/nologin -d /noneexistent _rpki-client
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wget https://ftp.openbsd.org/pub/OpenBSD/rpki-client/rpki-client-8.6.tar.gz \
&& tar xzvf rpki* && rm rpki-client-8.6.tar.gz
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cd rpki-client-8.6
./configure
make

sudo make install
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sudo wget https://www.arin.net/resources/manage/rpki/arin.tal -0 \
/usr/local/etc/rpki/arin.tal
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sudo rpki-client
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which rpki-client (rpki-clientDIZFTHER

rpki-client -c -v ($&RZECSVTHA)

ls -lash /usr/local/var/db/rpki-client/

head /usr/local/var/db/rpki-client/csv

DefaultTIl&. JSON, OpenBGPD, BIRD, CSV and OpenMetriclZTH A
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root@iw23-saito-ubuntull: /usr/local /var/cache/reki-clientd pwd
fusr/local /var/cache/rpki-client
root@iw23-saito-ubuntull: /usr/local /var/cache/reki-clientd |s

0.sb r.magel lan. ipxo.com reki.folf.systems reki.sub.apnic.net

ica.nat .moe rov-measurements.nlnet labs.net ki . luys.cloud reki . tools.westconnect .ca
ca.rg.net reki-01.pdxnet .k reki.owl _net reki . xindi.eu
chloe.sobomost .net rpki.0il.eu rek i .pedjoeans. group reki . zappiehost . com
cloudie-repo. roki .app reki.admin.freerangecloud.com  rpki.gs.nu rsync.krill.cloud

dev.tw reki.afrinic.net reki . rand.apnic.net rsync.paas. reki . ripe.net
krill.accuristechnologies.ca rpki.akm.net reki-repo. registro.br rsync. roa.tohunet .com:3873
tkrill.ca-bc-01.ssmidge.xyz reki.apemet. io reki-repository.nic.ad. jp rsync. re.ki

krill. ravhaan.net reki.apnic.net reki . ripe.net rsync. reki . co
krill.stonham. info reki.arin.net reki . roa.net rsync. reki.tianhai. | ink
pub.krill.ausra.cloud rek i ca. mckay . com reki-rps.arin.net sakuya.nat .moe

ipub. roki .win rekica.twnic.tw rek i —rsync.mnihyc. com ta

repo.kagl .me reki.cc rek i -rsync. us-east -2 . amazonaws. com

repo-rpki . idnic.net reki.cnnic.cn reki.sailx.co

repository. lacnic.net reki . co reki.services.vm.nl. i.bm-x0.w420.net

root@iw23-saito-ubuntull: /usr/ local var/cache/reki-clientd |j
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rpki-client: all files parsed: generating output

Processing time 790 seconds (151 seconds user, 20 seconds system)
Skiplist entries: ©

Route Origin Authorizations: 178733 (17 failed parse, © invalid)
AS Provider Attestations: 77 (43 failed parse, © invalid)

BGPsec Router Certificates: 3

Certificates: 40423 (1 invalid)

Trust Anchor Locators: 5 (@ invalid)

Manifests: 40422 (91 failed parse, 0 stale)

Certificate revocation lists: 40331

Ghostbuster records: 3

Trust Anchor Keys: ©

Repositories: 89

Cleanup: removed 111 files, 58921 directories

Repository cleanup: kept 4528 and removed 334 superfluous files
VRP Entries: 492292 (480723 unique)

VAP Entries: 34 (34 unique)
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cd ~

sudo apt install -y golang-go
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git clone https://github.com/bgp/stayrtr.git



https://github.com/bgp/stayrtr.git

Stay-RTRD A2 A—JL
e StayRTR@ make

cd stayrtr
make build-stayrt

sudo cp -p dist/stayrtr-* /usr/local/bin/stayrtrr
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o stayrtrDICH)

stayrtr -bind :3323 -cache /usr/local/var/db/rpki-client/json &
(rpki-clientASjsonT7AILEERLTLNS)
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BED=-ORIBLTBIRIN TGS, T7AMILIZREFESINDS

$ pwd

/home/user@l/stayrtr

$ go run cmd/rtrdump/rtrdump.go -connect 127.0.0.1:3323
$ cat output.json | more
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$ ssh admin@IPv4 address
>
> enable

# conf t

(config) router bgp <MyAS-Number>

(config-router) bgp rpki server tcp <UbuntuIP> port 3323 refresh 3600

<:%nab1e-Password=Cisc0123:>
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(config-router) neighbor 172.24.10.154 remote-as 65041
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# show ip bgp rpki servers

iw23-goto-c8kvifishow ip bap rpki servers

BGP SOVC neighbor is 172.24.10.199/3323 connected to port 3323

Flags 64, Refresh time is 3600, Serial number is 68, Session ID is 49689
InQ has 0 messages, OutQ has 0 messages, formatted msg 23

Session [0 flags 3, Session flags 4008

Neighbor Statistics:

$(1E0>1-ROAKITE B ! Eoelies 35620/

Connect ion attempts: 1

Connection failures: 0
Errors sent: 0
Errors received: 0
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# show ip bgp rpki table

FIFEHRELS:
Fyat—/N—(Ubuntu)h s
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# show ip bgp
# show ip bgp | include ~V (&%)
BEAW=Valid. I"'Invalid. N"NotFound

iw23-goto-c8kvltishow ip bap

— BGP table version is 240302, local router ID is 172.24.10.196
dStIP(\J"TFLT\a—é Status codes: s suppressed, d damped, h history, ¥ valid, > best, i - internal,
NextHop‘VJ r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

RN x best-external, a additional-path, ¢ RIB-compressed,
ﬁgﬂ—d—éAS&&b t secondary path, L long-|ived-stale,
Eﬁﬁ’f%éo Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI wvalidation codes: ¥ wvalid, [ invalid, N Not found

65041(ZO—AHJLAS Network Next Hop Metric LocPrf Weizght Path

> — s X 61.0.0.0/16 172.24. 0 65041 146979 6939

@

146979‘3:&'_0)%&%& : x> 61.0.32.0/20 172.24 0 85041 146979 2497

0 65041 146979 2497

1

1

61.0.176.0/20  172.24. 1
0 65041 146979 2497 1299 55836 9829 i

1

1

1

61. IJ ”-10 0/20  172.24.
61.1 UQU 172.24.
61.1.32.0/20 172.24.
Bl 84 0/20 172.24.

0 65041 146979 2497 174 9829 ?
0 65041 146979 2497 174 9829 ?
0 65041 146979 2497 174 9829 ?
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route-map RPKI permit 1

match rpki invalid

set local-preference 50

|

route-map RPKI permit 20

match rpki not-found

set local-preference 100

|

route-map RPKI permit 30

match rpki valid

set local-preference 150

|
router bgp 650XX

bgp log-neighbor-changes

bgp rpki server tcp 172.24.10.100 port 3323 refresh 3600
neighbor 172.24.10.154 remote-as 65041
neighbor 172.24.10.154 route-map RPKI in




show ip bgp

TP |EE) HZES) IVRO-IUO) 21VE2W)  ALF(H)

BGP table version is 945663, local router ID is 172.24.10.190

Status codes: s suppressed, d damped, h history, ¥ valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI wvalidation codes: ¥V wvalid, I invalid, N Not found

Network Mext Hop Metric LocPrf Weight Path
Vx> 61.0.0.0/20 172.24.10.154 150 0 65041 146979 2497 9498 9829 2
V&> 61.0.0.0/18 172.24.10.154 150 0 65041 146979 2518 1299 9829 |
Vx> 61.0.0.0/16 172.24.10.154 150 0 65041 146979 6939 132602 9829
V> 61.0.16.0/20 172.24.10.154 150 0 65041 146979 2497 9498 9829 2
Vx> 61.0.32.0/20 172.24.10.154 150 0 65041 146979 2497 174 9829 ?

FRIRIFERDEEEDV 1 NIZEY LocPrf(A—AIILTYI7L U RE) HAZE -
TULY%, (Control PlaneMPollingE TE& THREINNIMNBEENHY,
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user@l@iw23-saito-ubuntu@l:/$ sudo du -s ./*/ --inodes
1080 ./bin/

311 ./boot/
442 ./dev/
1671 ./etc/
9637 ./home/
31922 ./1ib/
790 ./run/
402 ./sbin/
26192 ./snap/
1 ./srv/
54220 ./sys/
20 ./tmp/

479686 ./usr/ (/usr/local/var/IZRPKI{RTF)

4010 ./var/




stayrtr )tk

root@iw23-saito-ubuntu@l:/home/user@l# ps aux | grep stay

userol 16305 0.6 5.6 1608032 460684 ? S1  Novl3 14:30 stayrtr
-bind :3323 -cache /usr/local/var/db/rpki-client/json
root 19792 ©.0 0.0 6476 2484 pts/4 S+ 16:50 0:00 grep

--color=auto stay

root@iw23-saito-ubuntu@l:/home/user0l# kill -TERM 16305
root@iw23-saito-ubuntu@l:/home/user@l# ps aux | grep stay

root 19795 ©.0 0.0 6476 2376 pts/4 S+ 16:50 0:00 grep
--color=auto stay

root@iw23-saito-ubuntu@l:/home/userol#
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# conf t
(config) router bgp [MyAs-Number]
(config-router) bgp bestpath prefix-validate disable

# JTICRIEFIE
(config-router) no bgp bestpath prefix-validate disable
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