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Platform
W= kT i — =N orticat
Mﬁlﬁﬁ%%% -for‘tin?t.for‘tios‘Fortios_fir‘ewall_policy: ortiGate
ANEE state: e —

tate: t
gt—c.gé iiie:algizzﬂcy:

— policyid: "{{ policy_num }}"
7_9 name: "{{ policy_name }}"
srcintf:
- name: "{{ src_port }}" i
dstintf: Aneide Atomation
Www - name: "{{ dest_port }}"
srcaddr:
or - name: "{{ src_addr }}"
. API dstaddr:
— - name: "{{ dest_addr}}"
)L )L B IE% service:

- name: "{{ protocol }}"

— status: enable
T_a schedule: always

action: "{{ access_ctrl }}"

nat: enable

@ Excel lﬁ@ﬁ
(e |

% paloalto’

- paloaltonetworks.panos.panos_security_rule:
provider: "{{ device }}"
rule_name: "{{ rule_name }}"
WWW description: "{{ description | default('') }}"
source_zone: "{{ source_zone }}" i
or source_ip: "{{ source_ip }}" P
destination_zone: "{{ destination_zone }}" )
API destination_ip: "{{ destination_ip }}"
application: "{{ application }}"
action: "{{ rule_action }}"

26 - paloaltonetworks.panos.panos_commit_firewall:

provider: '{{ device }}"'
& RedHat
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I FIE W

.
YAML - fortinet.fortios.fortios_firewall_policy: FOf‘thatel
vdom: root
state: present
firewall_policy:
policyid: "{{ policy_num }}"
name: “{{ policy_name }}"

srcintf:
- name: "{{ src_port }}"

dstintf:
- name: "{{ dest_port }}" .

YAML srcaddr: FortiGate2

- name: "{{ src_addr }}"

dstaddr:
- name: "{{ dest_addr}}"

service:

- name: "{{ protocol }}"
status: enable
schedule: always
action: "{{ access_ctrl }}"

VAML nat: enable FOr‘tiGate3

FIR

- paloaltonetworks.panos.panos_security_rule:
YAML provider: "{{ device }}" PaloAltol
rule_name: "{{ rule_name }}"

description: "{{ description | default('') }}"
source_zone: "{{ source_zone }}"

source_ip: "{{ source_ip }}"

destination_zone: "{{ destination_zone }}"
destination_ip: "{{ destination_ip }}"
application: "{{ application }}"

action: "{{ rule_action }}"

! 4 4 4 4
SRR

YAML - paloaltonetworks.panos.panos_commit_firewall: PaloAltOZ

27 k provider: '{{ device }}' J
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Comprehensive Network Automation Testing with Molecule and Cisco CML

Organizations often lack dedicated network hardware in
their labs, causing resource contention for automation
developers

Lab environments commonly have near-production
networks to support application and server teams

Many organizations lack automated testing for network
changes
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Comprehensive Network Automation Testing with Molecule and Cisco CML

> TEOEBER
Github action
Development Workflow . CICD workflow

Using Molecule and CML as a component of a production Cl/CD workflow

Molecule
TANF)A

Cisco CML(IBVIRL)
TANERLE

»  TEOHE
- RyNIT—=HDAVT4T EERE (github)

FEEZN)H—IZ CICDM#EE
Molecule WMEITSNT A FAMNE
TEhb
CMLETTRRRYNT =D EESH
EEINRASIND,
BHETAERITESNDS,
BRULTI=15E DHAREZ R BR

& RedHat
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Automation Controller

TEMPLATES @ED
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2
3

( > FlezE

a—KIz
BEHZ5
—]
==

un]

@ AWS 1 V2% 2 AHIBk  Job Template

Q
AWS A V25 2 ZIAWHL  job Template

=

& XYRAFL DB /NI F7 w7 JobTemplate e
XYAFL DB_'JAKRF  jobTemplate

XYAT L WEBY—EXBEE) jobTemplate

+ 25 FrEREOS L APHE

a
Playbook

[
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
1
: <>
|
1
1
1
1
1
1
1
1
1
|
i - name: ApacheDAYRAr—/LEER)
! hosts: app

| become: yes

' tasks:

1
! - name: httpd QLY RkF—IL
! yum:

! name: httpd

i state: latest
i

1

\

& RedHat
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Thank you

Red Hat is the world's leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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