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change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this document is
provided only as an estimate of usage charges for AWS services based on certain
information that you have provided. Monthly charges will be based on your actual use of
AWS services, and may vary from the estimates provided.
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‘IPVGUJ')'UFE\ VPC. EC2. ELB. Network Firewall. CloudFront. WAF.

Route53. Global Acceratorh'IPv6 it

ﬁ AWS Cloud 10.0.0.0 /16
2001:db8:1234:1a00::/56 DNS64 .
172.16.0.0 [i72.16.00)
VPC ——— [7Z16.1.0] . Amazon
_ _ gl Private subnet [721620] Nga . Firewall [iggl] Public subnet [i721629] CloudFront
Site-to-Site 10.0.2.0/24 subnet 10.0.1.0/24 Amazon
VPN 2001:db8:1234:1a01::/64 2001:db8:1234:1a00::/64 Route 53
Application/Netwark
r] Load Balancer
A~ N Amazon
N AN
@ ~Ea
Y —
EC2/ECS Network WEB Internet
FHI74 X Direct Lightsail Firewall NAT64 \ y. ‘ gateway
5 —4 Connect Bastion { \)
25— ®
- 1 NAT Gateway Egress-only
Ba|:r\:\é:aeyr oad ‘ Internet Gateway

AWS loT

AWS Global
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https://aws.amazon.com/jp/blogs/news/new-ipvb-support-for-ecZ-instances-in-virtual-private-clouds/
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a7 b : IPv6 in Amazon VPC
e IPVAN T 7 Ik, IPV6 IZHA T A1 >,

VPC :
o IPV4 D H
e T aAJIAK Y

7%y b

e T AJIAK Y
o IPV4 D A

o IPVED A4

HEELD VPC (2) 158 C 7/
Q
Name A VPCID v IPv4 CIDR v IPv6 CIDR v
\ Defualt VPC vpc-66042901 172.31.0.0/16 -
IPv6 Demo-vpc vpc-051a77767380b425c¢ 192.0.2.0/24 2406:da14:583:8000::/56
HIRY b (6) &% C 733
Q
Name A HITXxXv ~ID v IPvACIDR ¥ IPv6 CIDR v
Dual-Stack Subnet subnet-0f5205edd0fee12d3 192.0.2.0/28 2406:da14:583:8000::/64

IPv4-only Subnet
IPv6-only Subnet

subnet-0e5af15f00731c361

subnet-0Occ88fbdf481cc9bc

192.0.2.16/28

2406:da14:583:8001::/64
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>tk : IPv6 in Amazon VPC/Subnet

o IPV6ZAT b L. BMEULIEZEICIE. VPCEBARIET 2 77)I LRSIV D
« FFB5IAATZIPVEY? I\l/7\’55F|J =3, (BYOIPV6)
« BEHICIEUT, IPV6DHFDB IRy hZVED C EHBR]EE

vpc 10.0.0.0/16  2001:db8:1::/56

2001 db8 1:1::/64

Instance/Container

Instance/Container

Subnet 2001:db8:1:2::/64

1 10.0.3.3-54.0.03

2001:db8:1:1::3

2001:db8:1:2::3
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8% : F AP IRV OIRIBETODiIpIVY > RETH

IPv4 Address IPvo Address

[ssm—user@ip—l92-0-2-9 ~]$ 1p pddress show dev ethO
2: ethO: <BRJADCAST,MULTICASTJUP, LOWER UP> mtu 5001 gdisc mg s
link/ethyr 06:ac:c9:£3:35f6d brd ff:ff:ff:ff:£ff:£ff
brd 193.0.2.15 scope global dynamic ethO
valid 1lft 2716sec pregerred 1lft 2716sec
inet6 2406:dal4:583:8000:cl19d:ed54:2abb6:6e12/128] scope glo
valid 1ft 410sec preferred 1ft 100sec
inet6 feB0::4ac:c9ff:fef3:356d/64 scope link
valid 1ft forever preferred 1ft forever

dWS
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&% 1 IPv6 OnlyIRIETDipdVY > RETHI

IPv4 Address IPvo Address

(Link Local)

[ssm—user@1-0a§95398c621af394 f]1$ ip address show dev ethO
2: ethO: <BROARCAST,MULTICAST JUP, LOWER UP> mtu 5001 gdisc mqg s
link/ethervy6:8a:£f6:a2:51fbd brd ff:ff:ff:ff:ff:ff
sgope global dynamic ethO
valid 1ft 2128sec pregerred lft 2128sec
inet6 2406:dal4:583:8001:8bf6:5041:f2ed:33c3/128] scope glc
valid 1ft 407sec preferred 1lft 97sec
inet6 feB80::48a:f6ff:fea2:51bd/64 scope link
valid 1ft forever preferred 1lft forever

© 2023, Amazon Web Services, Inc. or its Affiliates. aWS



DNS64/NAT64#31T

Amazon VPC
IPV6(DFH subnet
IPv4-only subnet 2001:db8:1234:1a00::/64
Lilll 7 1111l 7 —
10.0.0.4 Perre
IPV6(D EC2 EIGW/IGW tPva
2001:db8:1234:1a00::ec2
( DNS64 + NAT64
o
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DNS640DEN =

N

DNS64 ) IPv6 77 RL X %= HUE

23y Amazon VPC
o TERVZE Well-
Amazon Route | known pI"EﬁX
IPV6( subnet >3 Regolver 64:ff9b::/96 (C

ZHIERRZ ~
Liiil EEIED LA / LJIPV6 TIQI/Z&

TTTT1 4 64:ff9b::c000:1401 btﬁﬁdﬁ*(::\@?

IPV6DF EC2 - GEIES
ap8:1234: x
DNS64 DEE

NS64 ZEZHE L T. Amazon VPC &) IPv6 BH

|

WA DNS64
DNS64 ZEIME 13k
Type Value Amazon Route 53 Resolver® R Y {E
Ipv4-only.example.com A 192.0.20.1 64:ff9b::c000:1401
© 2023, Amazon Web Services, Inc. or its Affiliates. aWS



NAT64DEIE

585 IP: 64:ff9b::c000:1401 (DNS64MD R Y {H)

(5215775 IP: 2001:db8:1234:1a00::ec2 }

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1

IPv6(DJ* subnet
2001:db8:1234:1a00::/64

,,D
1
I

&S5

- - NAT EIGW/IGW IPV4
2001:db8:1234:1a00::/56 Local = - Gateway 192.0.20.1
TTIT1 198.51.100.1
IPvedd+ EC2
2001:db8:1234:1a00::ec2
. 1={E5T IP; 198.51.100.1
DNS64
© 2023, Amazon Web Services, Inc. or its Affiliates. aWS
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Application Load Balancer (ALB)

1 — ﬁ\_& 4%1%& (https://aws.amazon.com/elasticloadbalancing/applicationloadbalancer/)
: c LAV—=701>27F72 MX—XT.
myLB-xxx.elb.amazonaws.cqm w 19—y NI — T L TI—F o

« A>FINR—RDOFTIVo—>23>0HR— K~
G AWS Cloud CED J
\ VPC \_/ALB

L ANV —T7T0OayT7Ty R—XODO— kN7 —

WebSocket, HTTP/2, IPv6, AWS WAF ZH7/R— ~
BEDTRAZEUFTAY—-2(CEBED T,
= LA LDMEE 4= E1R
ALBEANBEIN (CF v /S F o ZiE
IPv6 Target(C Xt

- « EC21 >R A= EFFEERIBE(C Updatel!
ECZ i1 EC2 || Ec2 i |fHlitEEFR

° I

R—=7y NI —=T | (https://aws.amazon.com/jp/elasticloadbalancing/applicationloadbalancer/pricing/)
_____________ J o e e e — —

FRASEY T4 v a FRASETUF 4 J—2 b o ALBDitc )T
- Load Balancer Capacity Units (LCU)OD{ER=

dWS
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Network Load Balancer (NLB)

L A NY—40 37 gy R—XODO— K/XT7H—

e =

myLB-xxx.elb.amazonaws.cqm w

— — — — — — — — — — — — — [ — — — — — ——

N — — — — — — —

Q] AWS Cloud Dég\ J
\ VPC \_"%NLB
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O3

/
4%1%& (https://aws.amazon.com/jp/elasticloadbalancing/network-load-balancer/)

« TCP. UDP(L4)D/\S > & U THEE

— TCPAHIPVEXTIE

BIEIPT RLZ: AZEB(C1D. BEICH > T BEIPEFIMAT]
AE

FAETTIPY? RL A DRYE: X-Forwarded-Fort®Proxy
Protocol " A&

B UICRBIR R/ A D (CHBX IS 0] EE

SSLATO— K~

« EC21A 2RI R B FEED]EE(C Update!!

1&*&%/‘% (https://aws.amazon.com/elasticloadbalancing/pricing/)
« NLBODiC ENHFfE]
. Load Balancer Capacity Units (LCU)D{ERZ
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Gateway Load Balancer (GWLB)

37— b7 x4 &40 — FNNT Y DOREBEZIRNEAT- Cﬁ
XA 708—k/NT7

/
!I:#{ﬂ (https://aws.amazon.com/jp/elasticloadbalancing/gateway-load-balancer/)

- Gateway Load BalancerL> R/R-1> GWLBE)(J\%
NS D4 wOZGWLBAEDXL. 77T 517> ANEET
BDEC2/\#r1X

Ry N NID—=DO ST v IICH U TCEEE
,,,,, H— R)C—F 4 =T TSA T > ADAZTLEICEE
- R RIETT/IEX(EELIPT RL XDAFE

\\\V\ Zisin ) A I B A] S

(©)

GWLBE encapsulation  Appliances

&
(&
§ N
Q
@m
g
\/
]
[ ]

o j 1&*84*% (https://aws.amazon.com/elasticloadbalancing/pricing/)

« GWLB®DtCENF
. Load Balancer Capacity Units (LCU)D{ERZ

- Gateway Load BalancerI> Rh-r> ~OFIAARIE LT
PrivateLinkOF|BHIAINE
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AWS Network Firewall (ANF)

VPCOY 7%y MBS AYX—2 N7 747 74—)b EEE

/
4%1%& (https://aws.amazon.com/jp/network-firewall/)

- X
=\

AWS Network

Firewall /

© 2023, Amazon Web Services, Inc. or its Affiliates.

« 100 GbpsEx TRT—I)LJ)7 T
° %]ngij" — R)L—=)LD, H— RIN\—Fa0 &)L—)LD
) a

 Stateless & Stateful)l—)LOOFHAFENDEICKID b T 1 W
D%l 9 B

« Domain ListlC&D I 1 ILFU> T ha]EE
« A—T>Y)—ZDSuricataBIFFERDIL— )L = FIFATBIEE

|1:§4*/% (https://aws.amazon.com/elasticloadbalancing/pricing/)

« Endpointditc &hiFfa
« Network FirewalldD5 —~LIEH]

o %AB\; Gateway(NGW) EHR UTEZE. NGWOFH AR Z




Amazon CloudFront

< 4 —3 KCDN(Content Delivery Network) % —E X

- {57550

axlaw

=]

- HHE(CH A1 hOERIEMNEIRTED EHI(C,
H— ) \OBEETBER
o FRRTMIRIRD 7O ZNIET B EHO]EE

FREA_EDPOP

1&*%{*% (http://aws.amazon.com/jp/cloudfront/pricing/)
« T —ERXE(0UT)
e HTTP/HTTPSU IR X

« (FIAH9 D155a)SSLURBEERE 73 &

© 2023, Amazon Web Services, Inc. or its Affiliates.
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AWS WAF(Web Application Firewall) s

/~—\

AWSHIREST A2 777U —> 3> 77477 +—)b

4
4%1%& (https://aws.amazon.com/jp/waf/)

o NRAGLIVL=IVICKD 7O A= E1R

i o SQL1> 21T 3 2 AOXSSIEETR ENAD
Web server Database ;(\:I-}":'\b\‘ I:IJ ﬁgo API;&%” § L/EE)JE/\J Td:) I/_) I/OD

ZEEHYR—b

CloudFront&~ALB(Application Load
Balancer). APIGWTHIFATZ3

1&*&%/‘% (https://aws.amazon.com/jp/waf/pricing/)
« T TIACLOEIEIL—)ILER
o DT RN
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AMmazon Route 53 AYZ & paeil)::

EWATRE LS RMEEIRMT 2 7% —2 R ERDNS

A B Ao BGRE
Routeb3 O)#_HEQEIJ &4‘7& i ff%ﬁ%l (http://aws.amazon.com/jp/route53/)

« SULVEJAM™ : Amazon Route53 (3R (CACE =N
, fcH—)\—(C LD T, IEFBICEL I HEZIRE.
Bxr— LY —NIARI S NHFREF| CN

o ZRRIGHELEE : BIETRA MW T ANILAF T WO

HERTE, BARTIVIVAALICELDST ROERE, E
e |P Anycagt $A7_d:7j IJb-_/E /@E %Hj.]‘/j-%*?& \EEI:'EO
e ALRF v /DNST A LA —/N— « 7 UG —2 3> MMWEDNS & U CEHIAEEE,

c BEANITT U FOE YV
e L {1 TV —R—Z)L—FT 4V 7“ '1 *n'ﬁ:% (http://aws.amazon.com/jp/route53/pricing/)
. ;/\AjA":g?4 f/lﬁ) . o JEE (RS IRD NN,
. Query in IPv N
. DNSSECU ’ « IRABNITDY—23BT=D 0.5USD/H
DNS64 « ZETTY: 1 08U UHIZN0.4USD
\ Resolver Endpoint Update!! /
dWS
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AWS Global Accelerator

IPv6 b7 4w %7 aT7ILRZ v 7 DApplication Load Balancer
T RRAY MIIV—T94 7

AWS Region 1

& A

; =g

Network load .

balancer @ A

H AWS Region 2

e Ly

b E

Network load '—_l

balancer [1.:} A

AWS Region 3

=)

: a0 i:} A
Network load '—_I

aaaaaaaa i A

/1l
fﬁﬁzﬁl (https://aws.amazon.com/jp/global-accelerator)

¢ J\IOA—T>RELE : AWDTO—)VUL=xRwY KDO—2
1> AU, I—Y—Dbrz3T710v2o0D)\
A —N>2A%Zig XN 60% | ETEBdRY NJ—F>
dH—EX,

« JIILFU—a 3000 ILFU—23 > 7T —
S a>mltd. (REUEEDDSD ST 1w
IW—Fa >,
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IPVGIRISZAWS L CHFIAHI B L TOEER

« IPV6 EIPVAITRIDTRY KD — Gixiﬁ,TEJ@%c_ct%‘:iEﬁﬂ“Z)o
Zjd);i?\y I\Ij D(L_jb\_c %n%nuﬂn y }:E EEE E/ b‘%\gcﬁfcké
- ERlDOCF1VTFsEENE. (Ta)LY U > E5)

* JL—bF—=2I)b. = I TA(FRIRRET D,
« FIC. BT — DT ADHEEEL. BHBMTEDKDBRFIHEINNENZIHR T D

o ZRIFBRICDVWTHEEREIT D,

« IPVALIPVEDT 1 VILASY I TH—-EXZRETDIHEE. EBE5DIPF KL
R7ZFATDON. &RN(CIE77 T ATRBICHKEFT D,
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tFxa2UF4INM—F, L—bFF—7I, NACL

« IPV6HIPVAL RIBRICERTE. BNMFT D

Example Security Group Rules

Example Route Table

Type Protocol PortRange Source
ALLUDP UDP (17) ALL sg-84b760ed
ALL Traffic ALL ALL 0.0.0.0/0
ALL Traffic ALL ALL /0

© 2023, Amazon Web Services, Inc. or its Affiliates.

RET
172.16.0.0/24
2406:da14:4d1:6800::/56

0.0.0.0/0

/0

B

local

local
igw-05d751013e99ca39e

Igw-05d751013e99ca39e

A7—H R

active

active

active

active

dWS
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Egress-only Internet Gateway

e IPVOIEHRTO T 7 /N7 FIZRRE
L7z A VX —%y N TR ADI-8HD

RRBT /N A R AE A
« IPVAREICEZZ 5 X1
e OX pEHELL

e N7 F—< VAR EHMEDHIR 17 U

Example Route Table

REET H—5wy
172.16.0.0/24 local
2406:da14:4d1:6800::/56 local

0.0.0.0/0 Igw-05d751013e99ca39e

/0 eigw-abcd123456789efg

© 2023, Amazon Web Services, Inc. or its Affiliates.

AF—HA

active

active

active

active

IPVEEEIET I\

DHE[EELTED
@EIGW
S sooree |
Instance

10.0.3.3 -54.0.0.3
2001:db8::3

_________________________________________________________________
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DNSUVY—X L J— r&Eix

B CHRX BT, IPv4, IPVEODT
2w T TBEEY RETE
e FAURRAMZDZEICIE. A Record&Quad A (AAAA) =4

Example Record

W27 72 A3E 5T, B LI

509 D

LO—F&

example.co.jp

example.co.jp

www.example.co.jp

www.example.co.jp

© 2023, Amazon Web Services, Inc. or its Affiliates.

B/ b4 Yv 00\ —7F+ 0%

ns-1536.awsdns-00.co.uk.
ns-0.awsdns-00.com.
ns-1024.awsdns-00.org.
ns-512.awsdns-00.net.

ns-1536.awsdns-00.co.uk. awsdns-hostmastel

192.168.20.100

2406:da14:d2:¢310:48ab:109a:65ba:9fae

. TRk
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o EfSBY(CIPVALIPVED EBSSZFIAL TR 9 dME. 77O ATRBE(CHTF
9D

- Happy Eyeballs ver.2 (RFC8305) TI(&. IPv6ZEL T dfttk. LM L. I
CORE - DT JSOUTCOBEDENWET DEIFESIRL,
=& .
Internet Week =3 —4—Xin [L B
HRTEDIPVAORESIL EIPVEDE A, & A TIEEDIPVOTIG(E?

=DA%

o HEUEDIHENE : Windows AD. Proxy. URLI « LS., JAILATFTVIE
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‘IPVGUJ')'UFE\ VPC. EC2. ELB. Network Firewall. CloudFront. WAF.

Route53. Global Acceratorh'IPv6 it

ﬁ AWS Cloud 10.0.0.0 /16
2001:db8:1234:1a00::/56 DNS64 .
172.16.0.0 [i72.16.00)
VPC ——— [7Z16.1.0] . Amazon
_ _ gl Private subnet [721620] Nga . Firewall [iggl] Public subnet [i721629] CloudFront
Site-to-Site 10.0.2.0/24 subnet 10.0.1.0/24 Amazon
VPN 2001:db8:1234:1a01::/64 2001:db8:1234:1a00::/64 Route 53
Application/Netwark
r] Load Balancer
A~ N Amazon
N AN
@ ~Ea
Y —
EC2/ECS Network WEB Internet
FHI74 X Direct Lightsail Firewall NAT64 \ y. ‘ gateway
5 —4 Connect Bastion { \)
25— ®
- 1 NAT Gateway Egress-only
Ba|:r\:\é:aeyr oad ‘ Internet Gateway

AWS loT

AWS Global
Accelerator

&

Intern

Egress-only Internet Gateway(EIGW) ZFIFE L T
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Cloud

q_H PR

Amazon VPC & (3?2
Amazon VPC OftE#
v BEWESE
IPv6 (DEEFIRRMA

» Amazon VPC IV —)LJ«
Y- RomE

VPC Ol
VPC EHTxRY b

F A VPC EF T NT
ESA

FaUFo

VPC Ry hD—F2J 2R~
=S

Amazon EC2 R hJ—F243>
A=k

v

v

v

v

v

Amazon Virtual Private X

PDF RSS

RORFvT]
BRI BTEIC

COBEBZETT

« IPv6 CIDR
VPC Z4ER
tDnE
F. 124
Fw hTY]

o FEDR
B RITHE

e IRy N
'ARS
SRR

Amazon VPC T® IPv6 DIEFRIE
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Dual-stack IPv6 architectures for AWS and hybrid

Huides | on 18 OCT 2021 | in Amazon VPC, Networking & Content Delivery, Technical Hov

Introduction

An increasing number of organizations are adopting IPv6 in their environments, driven b
exhaustion, private IPv4 scarcity, especially within large-scale networks, and the need to|
IPv6-only clients. An intermediary step in the path to fully supporting IPv6 are dual-stad
leverage both versions of the IP protocol in parallel.

> hrPEZHRUTHDET

THOZh~ YT 1>

tDJ—2% AWS Marketplace HRXHY—HR—F AR> > Q

IPV6 T TV —a>DRT— )V 2ERT S

AWS Privatelink #f IPv6 OH7R—b
k-

m bV TR S 2 6% Y Amazon VPC BE Hm-  N&  BRAE  UY-R  <HIEN

IPv6 DERFELBMUTE D, Z<OFHFLVRY FD—IBRTT IAIL RTRDDDHBDET. IPv6 DU—F—CRBTE
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https://docs.aws.amazon.com/ja_jp/vpc/latest/userguide/get-started-ipv6.html
https://aws.amazon.com/jp/blogs/networking-and-content-delivery/dual-stack-ipv6-architectures-for-aws-and-hybrid-networks/
https://aws.amazon.com/jp/blogs/networking-and-content-delivery/dual-stack-ipv6-architectures-for-aws-and-hybrid-networks/
https://aws.amazon.com/jp/vpc/ipv6/
https://d1.awsstatic.com/whitepapers/IPv6-on-AWS.pdf
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