Internet Week 2024 / C7
A8TE TR BS RS 50% 10:00~11:30

IIJ Internet Initiative Japan
20244EDA—)LiEMR & DMARC (Hi)

2024/11/26(X)

KRSt >F—RY hMZ2 775 T (11J)
2V RNID—=OKE 7T U5—>23>H—EXE A—)LD—-—EXEER
RE OE 5

Ongoing Innovation

-



Ho®EN

g 5E 2 (Isamu Koga)

BRREHA >F—RY 22775« T (11J)
2w ND—=OKE 7T V-3 H—EXES
A=)l —EXEER - &R

Power Automate T/\>>1T UX ~ (B#1) TEHEMEIFIER]

©lIntemet Initiative Japan Inc.

EABA—JEELUT 1 H— EZDER
SecureMM >

DEIIWEL R A — )L SR Sandbox

XA R XA 2585

BAEYR— b

WEES) - NEER - T>>2777J070 - £k

WIDE

FROJEET

WIDE Project

Ms

MessaGING MALWARE MOBILE
ANTI-ABUSE WoRKING GROUP

M3AAWG

openSUSE (k)

openSUSE




AE(CADHIIC

PARITLAD

©lIntemet Initiative Japan Inc.



BFA—=/)LDT7 O I TEEDEWND?

RFC9000 QUIC: A UDP-Based Multiplexed and Secure

Transport
https://datatracker.ietf.org/doc/html/rfc9000
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https://datatracker.ietf.org/doc/html/rfc9000
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20214 RFC9000 QUIC: A UDP-Based Multiplexed and Secure [ Windows 11 ]

Transport
https://datatracker.ietf.org/doc/html/rfc9000
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https://datatracker.ietf.org/doc/html/rfc9000
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20154 RFC7540 Hypertext Transfer Protocol Version 2 (HTTP/2) [ Windows 10 ]
https://datatracker.ietf.org/doc/html/rfc7540

20214 RFC9000 QUIC: A UDP-Based Multiplexed and Secure [ Windows 11 ]
Transport

https://datatracker.ietf.org/doc/html/rfc9000
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https://datatracker.ietf.org/doc/html/rfc9000
https://datatracker.ietf.org/doc/html/rfc7540
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Windows 95
19964 RFC1945 Hypertext Transfer Protocol -- HTTP/1.0 ) -
https://datatracker.ietf.org/doc/html/rfc1945 Windows 98
[ Windows 2000 |
[ Windows XP
[ Windows Vista )
Windows 7
Windows 8
20154 RFC7540 Hypertext Transfer Protocol Version 2 (HTTP/2) Windows 10
https://datatracker.ietf.org/doc/html/rfc7540
2021 RFC9000 QUIC: A UDP-Based Multiplexed and Secure [ Windows 11 ]

Transport
https://datatracker.ietf.org/doc/html/rfc9000
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https://datatracker.ietf.org/doc/html/rfc9000
https://datatracker.ietf.org/doc/html/rfc7540
https://datatracker.ietf.org/doc/html/rfc1945
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19824 RFC821 SIMPLE MAIL TRANSFER PROTOCOL [ MS-DOS 1.25 ]
https://datatracker.ietf.org/doc /html/rfc821
= Windows 95
19964 RFC1945 Hypertext Transfer Protocol -- HTTP/1.0 ) -
https://datatracker.ietf.org/doc/html/rfc1945 Windows 98
[ Windows 2000 |
[ Windows XP
( Windows Vista )
Windows 7
Windows 8
20154 RFC7540 Hypertext Transfer Protocol Version 2 (HTTP/2) Windows 10
https://datatracker.ietf.org/doc/html/rfc7540
20214 RFC9000 QUIC: A UDP-Based Multiplexed and Secure [ Windows 11 ]

Transport
https://datatracker.ietf.org/doc/html/rfc9000
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https://datatracker.ietf.org/doc/html/rfc9000
https://datatracker.ietf.org/doc/html/rfc7540
https://datatracker.ietf.org/doc/html/rfc1945
https://datatracker.ietf.org/doc/html/rfc821
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Google X={EBHAI RFS1>

Google Sender Guidelines

4 s e Google Sender Guidelines
' ’ https://support.google.com/a/answer/81126
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https://blog.google/products/gmail/gmail-security-authentication-spam-protection/
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A—=IVA\Y H DRI REERAL > b 3=

(1) BIBEICTFHNS L (2) TEENZEARSHDITHSDHRE
(3) Authentication-Results H'iX{E R X 1 > E2SEDFER

A=)~ AV S Received: from example.com mta3.example.jp
(RFC5822) by mta4.example.jp with ESMTP id 4AJOBDmel350| |;
Received: from example.com mtaZ2.example. jp

(BITTNAYH EARXZ X D)
by mta3.example.jp with ESMTP id 4AJOBDD51989( |7
Authentication-Results: incoming.example. jp;
spf=pass smtp.mailfrom=iij-taro@example.jp;
dkim=pass header.i=@example. jp;
A= )AL header.from=iij-taro@example.jp; dmarc=pass

Received: from mtal.example. jp
by mta2.example.jp with ESMTP id 4AJ0BBPK7128

ZHACEN
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(78 1) 2D SPF LO—ROEMURRZHEBEL T IEEL)

SPF h* DKIM ([CXRE K REFZE K

example. jp. IN TXT
"v=spfl ipv4:192.0.2.0/28 ipv6: 2001:DB8::/124 -all"

(ERRE—1T)
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(IEfiZ 1) CD SPF L—FODBEHMURRZEBB LTS IZTEL)

SPF L—FDEXAHROTWNS BHBE ko
sEURESWBIEBHDEREICA—IZXEVUTHREI D LR

example. jp. IN TXT

"v=spfl ip4:192.0.2.0/28 ip6:2001:DB8::/124 -all"

AB =X L(mechanism) & ABDZX L EBEDREIC
ip4: ip6: DIELLY ("V" [TARE) ANR—X [FANTRLN

MY RFC7208 Sender Policy Framework (SPF)
i https://datatracker.ietf.org/doc/html/rfc7208

No



https://datatracker.ietf.org/doc/html/rfc7208

(FRE 2) CD SPF L—FDHEHMURRZEB LTS IZTEL

SPF h* DKIM ([CXRE K REFZE K

example. jp. IN TXT "v=spfl ip4:192.0.2.0/28 -all"
example. jp. IN TXT "v=spfl include:spf.example.jp -all"

©lIntemet Initiative Japan Inc.



(IEfiF 2) CD SPF LO—FDEMUImZidim LU TS I

SPF Ld—RODSAMEROTLD HEE K Y
JBEDREICEKDTIIIS—ICROYIEDRB RO IEDTBIOTEIEE

example. jp. IN TXT "v=spfl ip4:192.0.2.0/28 -all"
exampleJp-— INTXT Uxr= ] : : —3 o

example. jp. IN TXT "v=spfl ip4:192.0.2.0/28 include:spf.example.jp -all"

SPF L J— K33 —137 _
(Z?TI}XJ:(I permerror) 3.2, Multiple DNS Records

A domain name MUST NOT have multiple records |that would cause an
authorization check to select more than one record, See Section 4.5
for the selection rules,

If the resultant recurd set mc ludes
RFC7208 §3.2 Multiple DNS Records more than one record] check host() produces the "permerror” result.
https://datatracker.ietf.org/doc/html/rfc7208#section-3.2
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https://datatracker.ietf.org/doc/html/rfc7208

(BIRE 3) COAX—=IINAYSDEIURRZEEIEUTLSIEZL

RFC5322 (CHEAE K REFIE KK v

To: iij-hanako(lexample.com

Subject: Internet Week 2024

Date: Tue, 26 Nov 2024 10:20:34 +0900
Content-Type: text/plain; charset="iso-2022-jp"
Content-Transfer-Encoding: 7bit

(AL EBE)
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(IEfi# 3) CDOA=IIN\YVAHYDEIURmZEEBEUTSEZL

From (& RFC5322 TWHADAWY S S %Kk
A—=S—TER U THhSHET D EAH DT

From: iij-taro@example.jp |

Libniubuininii kbbb T-======" T T T T T T T T T T T T T T T T T

To: iij-hanako(@example.com et i, | e | otes |
Subject: Internet Week 2024 | " i
Date: Tue, 26 Nov 2024 10:20:3
Content-Type: text/plain; char

Content-Transfer-Encoding: 7bi

(A &)

from | 1 | 1 | See sender and 3.6.2 |]

RFC5322 §3.6 Field Definitions
https://datatracker.ietf.org/doc/html/rfc5322 #section-3.6
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https://datatracker.ietf.org/doc/html/rfc5322

(BRE 4) COAX—=IINA\YSHDEIURRZEEEUTLSIEZL

RFC5322 (CHEAE K REFIE KK v

From: iij-taro@example. jp

To: iij-hanako(lexample.com

Subject: Internet Week 2024 DHIMMSE

Date: Tue, 26 Nov 2024 10:23:45 +0900
Content-Type: text/plain; charset="iso-2022-jp"
Content-Transfer-Encoding: 7bit

(AL EBE)
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(IEfi# 4) CORXA=IINA\YSHDEIURRZEEEUTLSIEEZW

JE ASCII XFIFXIEEULI>O—R93D

A—=)VXET OIS LZBEULTVWBT—ATEISENTS

To: iij-hanako@lexam

From: iij-tarolexamy _,ymp_gop744Gud4GK55+144KI44Gb2=

Subject: Internet Week 2024 |DHIHSE

subject = "Subject:” unstructured CRLF

. — -0 tT T T 0 £5 +0900

set="1s0-2022-jp"

HBE kKX

"Mk (which is specified in section 3.2.5 as any printable
US-ASCII characters plus white space characters)

RFC5322 §2.2.1 Unstructured Header Field Bodies

https://datatracker.ietf.org/doc/html/rfc5322 #section-2.2.1

% RFC6532 @ SMTPUTF8 (SMTP #L5R) (CXIIH L CTWL\DIHE(E
UTF-8 DFFXETE DT — R (IHDDNFEST MTA DERFMKTF
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https://datatracker.ietf.org/doc/html/rfc5322
https://datatracker.ietf.org/doc/html/rfc6532

(78 5) COX—IDEI UidmZZigi U TS IS

HBE h Kk

From: iij-taro@example.jp
To: iij-hanako@example.com
Subject: Internet Week 2024 =?UTF-8?B?44Gud44GK55+144KJ44Gb"?=

Date: Tue, 26 Nov 2024 10:26:11 +0900
Content-Type: multipart/alternative; boundary="koko"

--koko
Content-Type: text/plain; charset="us-ascii"

-,

S5
/LAY

e Sl

Here is the mail body.

IS

--koko
Content-Type: application/pdf; name="iw2024.pdf"

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="iw2024.pdf"

JVBERiOxLjMKMyAwIG9iago8PCOUeXB1I. . . (&Hg)

©Intemet Initiative Japan Inc. - 36 -



(IEfi# 5) CORX—ILDEI UidmZigi LTS IS

Content-Type DEEHM RO TLVSD. MIME ZH U TLVRL

From: iij-tarolexampld multipart/mixed; DIEULULY
To: iij-hanakofexample (alternative (& HTML X—JLJ\— Kig&
Subject: Internet Week AN EFRIUATZRIR R TEDEDICRD)
Date: Tue, 26 Nov 2024—=vesorcx—To>ov

Content-Type: |[multipart/alternative;| boundary="koko"

--koko
Content-Type: te

EORMD DD *EHE I UL

rere is the mail| T TRECED

--koko (A=S—TRTEVWWREUIEETDIEHRIETDS5))
Content-Type: app

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="iw2024.pdf"

HBE h Kk

% RFC2045~2049
Multipurpose Internet
Mail Extensions (MIME)

https://datatracker.ietf.

org/doc/html/rfc2045

https://datatracker.ietf.

org/doc/html/rfc2046

https://datatracker.ietf.

org/doc/html/rfc2047

sveerioxLiMl MIME (FXVIDXFEDH E(Ch9 "--" THU D

--koko--

https://datatracker.ietf.
org/doc/html/rfc2048

https://datatracker.ietf.
org/doc/html/rfc2049

-37-
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https://datatracker.ietf.org/doc/html/rfc2045
https://datatracker.ietf.org/doc/html/rfc2045
https://datatracker.ietf.org/doc/html/rfc2046
https://datatracker.ietf.org/doc/html/rfc2046
https://datatracker.ietf.org/doc/html/rfc2047
https://datatracker.ietf.org/doc/html/rfc2047
https://datatracker.ietf.org/doc/html/rfc2048
https://datatracker.ietf.org/doc/html/rfc2048
https://datatracker.ietf.org/doc/html/rfc2049
https://datatracker.ietf.org/doc/html/rfc2049
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SPF L-d— RREEY —)U

yenma - https://github.com/iij/yvenma
I1J /' OSS TARELTULD milter 70O 5 . ./tools BUF (C spfeval O< > ROV EHR
A=)L7RLREIP PRLRAZEEXT SPF OFHIFER - TS —&ERTES

$ ./spfeval iij-tarolRexample.com 192.0.2.1
iij-taro@example.com 192.0.2.1 pass

$ ./spfeval iij-hanakoRexample.jp 2001:db8::1
info: over 10 mechanisms with dns look up evaluated: sender=example.jp, domain=example. jp
iij-hanako@example.jp 2001:db8::1 permerror

spf-tools - https://github.com/spf-tools/spf-tools $ ./despf.sh example.net
SPF L —RZILYOTVYITUTCERARRCTED Getting spf.example.net
_ _ ip6:2001:db8::/124
A5 THRTEDI A MEHDSD

https://www.naritai.jp/check_spf.html
https://mxtoolbox.com/
A2 SAY—=ILIEABD UTZIEHRZ Web B MNMIEBE T ZE(CIRDDTER
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https://github.com/iij/yenma
https://github.com/spf-tools/spf-tools
https://www.naritai.jp/check_spf.html
https://mxtoolbox.com/

DKIM E&#REEY —IU

OpenDKIM - http://www.opendkim.org/ $ opendkim-testmsg < sample.eml
The Trusted Domain Project #* OSS TR LT $ echo $7
L\D DKIM E#% - &3 milter J7OJ 35 A 0
EBLRHDA—)LZ5Z T DKIM OIRFEHERM
R T=3 opendkim-testmg HEIHE $ opendkim-testmsg < sample2.eml
RESE F AU B IRE SN opendkim-testmsg: dkim eom() : Bad signature

dkimverify - https://launchpad.net/dkimpy $ dkimverify < sample.eml
Python @ DKIM £33 signature ok

BLZFBHFDA—)LEE5Z T DKIM OWREHERNHER TED
Linux 7«4 AMJE21—2 3> (&> TUIINHT—h e D

$ dkimverify --index 2 < sample2.eml
signature verification failed

A2SA>2THRTEBIYA MEHDS
https://www.naritai.jp/notice_check_dmarc.html
https://mxtoolbox.com/

I SAY—ILIEAN UIZIBHRZ Web U+ MBI ZEICIRDBDTER
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