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Routinator& (& ?

o SEINXALTHERAYT HRoutinator®/\—32(30.14.0
e Ubuntu 22.04[ZURIR)ZEMT NIEL, aptTIVRAR—ILT
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o Ubuntu 24.04[XYROKIMNENDTE LK S
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A E
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ROVERBTE/NTA—2DEEFHERR
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KNSV a—Ta25

13



Routinator WA - T ZE{i5-

e 11— routinatorZ{ERk
e %5 [AllL/opt/routinator FIZER ELGEZXTEETET

sudo apt install -y curl rsync build-essential

sudo useradd --system -d /opt/routinator routinator
sudo install -d -o routinator /opt/routinator

sudo install -d -o routinator /var/lib/routinator/
sudo -u routinator bash

cd ~

14



Routinatord) 3 A

o Ubuntulb TRODATFZEZELT
o 1{THrustupMEARFIZEBINFET H ., TDFEZEEnter

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
. "SHOME/.cargo/env"

cargo install --locked routinator
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Routinatord) 3 A

nano /opt/routinator/routinator.conf

repository-dir = "/var/lib/routinator/rpki-cache"
rtr-listen = ["0.0.0.0:3323"]
http-listen = ["0.0.0.0:80"]

(Ctrl + o TR, Ctrl + xTexit)

exit
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Routinatord) 3 A

cd /usr/lib/systemd/system/
curl
https://raw.githubusercontent.com/NLnetLabs/routinator/refs/heads/main/pkg/com

mon/routinator.routinator.service | sudo tee routinator.service

T

curl ~ .serviceEx TlE—#i="
ERIZHITIEHY FEA
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Routinatord) 3 A

o ExecStart=MnIgEDHITZROIIIZEFHZ. REFELTK

<t

sudo nano routinator.service

ExecStart=/opt/routinator/.cargo/bin/routinator
--config=/opt/routinator/routinator.conf --syslog

—-—exceptions=/opt/routinator/slurm.json server

[T

-—exceptionTSLURMZ 7 [ ILZIETE
RR—IUTEDSLURMEZERLET
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Routinator WA -2 DSLURMZERK -

o BT HY—ILFZAHWT. ZENDSLURMZAERT S

cd

~

sudo python3 control-slurm.py

T

Create base SLURM file successful. PATH: /opt/routinator/slurm.json
ERIRSINNIEATS
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SLURM®) #t A 3A 7

e RoutinatorMEENA T a I

o --exceptions <SLURMEE#R 7 7 A JL>
o Z1EMI NILSLURMARoutinator C{E FH 1]
RELDEIZT7AILZRAHIAEND
o SLURMMDZEEEFIZL V5L YERoutinator D BEEZLLESTHRLY
o ZCTIX.ZMDSLURMZERALTHE. EEMILTLK

~ 0
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e RoutinatorZit &4 3

sudo systemctl daemon-reload
sudo systemctl enable --now routinator

sudo systemctl status routinator

user@iw24-user28-server:~$ sudo systemctl status routinator
e routinator.service - Routinator 3000
Loaded: loaded (/usr/lib/systemd/system/routinator.service; enabled; preset: enabled)
Active: active (running) since Mon 2024-11-18 16:43:46 ]ST; 8s ago
Docs: man:routinator(1)
Main PID: 7796 (routinator)
Tasks: 15 (limit: 9443)

Memory: 5.5M (peak: 6.2M)
CPU: 144ms

CGroup: /system.slice/routinator.service
; argo/bin/routinator —- or [

Nov 18 16:43:46 iw24-user28-server systemd[1]: Starting routinator.service - Routinator 3000...
Nov 18 16:43:46 iw24-user28-server systemd[1]: Started routinator.service - Routinator 3000.

Nov 18 16:43:46 iw24-user28-server routinator[7796]: Using config file /opt/routinator/routinator.conf.

21



Routinatord) 3 A

o ROAZHUHFL TL\AOKFZMHZELTHS
o Ctrl + cTjournalctlZTTES

sudo journalctl -xeu routinator.service -f
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Nov 18 23:28:32 iw-r77 routinator[90964]: rsync://rsync.paas.rpki.ripe.net/repository/311e47c4-02f0-4657-9022~d2b83cff8755/1/EEBOFBO9A329DDB5B94FC5E2424E572ECBO9EEDES2 . mft
t certificate has expired.

Nov 18 23:28:32 1iw-r77 routinator[90964]: rsync://rsync.paas.rpki.ripe.net/repository/84d51810-1987-4701-8f1f-8425111964f4/0/EEB9FB9A329DDB5B94FC5E2424E572ECBO9EEDES2. cer
: no valid manifest rsync://rsync.paas.rpki.ripe.net/repository/311e47c4-02f0-4657-9022-d2b83cff8755/1/EEB9FBO9A329DDB5B94FC5E2424E572ECBO9EEDES2.mft found.

Nov 18 23:28:32 1iw-r77 routinator[90964]: rsync://rpki.ripe.net/repository/DEFAULT/xVV819e7_0fKIqlfufBYn6rxWbe.cer: no valid manifest rsync://rsync.paas.rpki.ripe.net/re
pository/32bfd357-d83b-400a-8c46-4fbd1119f4a3/2/C5557C97D7BBFF47CA22AD5FB9F0589FAAF159BD . .mft found.

Nov 18 23:28:32 iw-r77 routinator[90964]: rsync://rpki.ripe.net/repository/DEFAULT/xZR-zIaDrQ282VqPMy8MqhNXR5A.cer: no valid manifest rsync://rpki.netiface.net/repo/Civi
1lized/6/C5947ECC8683ADODBCDI5A8F332FOCAAL3574790.mft found.

Nov 18 23:28:32 1iw-r77 routinator[90964]: RRDP https://rpki@l.hel-fi.rpki.win/rrdp/notification.xml: HTTP status server error (502 Bad Gateway) for url (https://rpki@l.h
el-fi.rpki.win/rrdp/notification.xml)

Nov 18 23:28:32 1iw-r77 routinator[90964]: rsync://rpki@l.hel-fi.rpki.win:44595/repo/: Dubious host name. Skipping update.

Nov 18 23:28:32 iw-r77 routinator[90964]: rsync://rpki.ripe.net/repository/DEFAULT/yJsxCB1b3QjRj7zY-r7oHE-wUUY.cer: no valid manifest rsync://rpki@l.hel-fi.rpki.win:4459
5/repo/as66900/0/C89B31081D5BDDO8D18FBCDSFABEES1C4FBO5146.mft found.

Nov 18 23:28:32 +iw-r77 routinator[90964]: rsync://chloe.sobornost.net/rpki/RIPE-nljobsnijders/9X6AhXWTID181JhfOwvnac-42CA.spl: unknown object type.

Nov 18 23:28:34 1iw-r77 routinator[90964]: rsync://rpki.luys.cloud/repo/LY-RPKI/1/47717A8A2E301D872DAC129F2CBAC587F01A0813.mft: certificate has expired.

Nov 18 23:28:34 1iw-r77 routinator[90964]: rsync://sakuya.nat.moe/repo/NATOCA/1/47717A8A2E301D872DAC129F2CBAC587F01A0813.cer: no valid manifest rsync://rpki.luys.cloud/re
po/LY-RPKI/1/47717A8A2E301D872DAC129F2CBAC587F01A0813.mft found.

Nov 18 23:28:35 -iw-r77 routinator[90964]: RRDP https://rpki.miralium.net/rrdp/notification.xml: error sending request for url (https://rpki.miralium.net/rrdp/notificatio
n.xml)

Nov 18 23:28:35 1iw-r77 routinator[90964]: rsync://rpki.miralium.net/repo/: rsync: getaddrinfo: rpki.miralium.net 873: No address associated with hostname

Nov 18 23:28:35 +iw-r77 routinator[90964]: rsync://rpki.miralium.net/repo/: rsync error: error in socket I0 (code 10) at clientserver.c(139) [Receiver=3.2.7]

Nov 18 23:28:35 jw-r77 routinator[90964]: rsync://krill.accuristechnologies.ca/repo/Accuris-Technologies/0/8A15107195E63966ABA1997AD31382979C75F736.cer: no valid manifes
t rsync://rpki.miralium.net/repo/Miralium-Research-RPKI-CA-A1/0/8A15107195E63966ABA1997AD31382979C75F736.mft found.

Nov 18 23:28:35 1iw-r77 routinator[90964]: rsync://rpki.komorebi.network/repo/komorebi/1/7C9EE20ES9DEF5F8B5FE68585EDE906D17D3040C.cer: no valid manifest rsync://krill.uta
.ng/repo/pongery/3/7C9EE20E59DEF5F8B5FE68585EDE906D17D3040C. . mft found.

Nov 18 23:28:36 iw-r77 routinator[90964]: rsync://rpki.xa.wiki/repo/AXNETS-CA/1/3073BEDSADF785ABB31D49FB9ES4FDB524550720.mft: certificate has expired.

Nov 18 23:28:36 1iw-r77 routinator[90964]: rsync://rsync.paas.rpki.ripe.net/repository/3253d973-d5bf-4541-bccl-276543a25c7d/0/3073BEDSADF785ABB31D49FBI9ES4FDB524550720.cer
: no valid manifest rsync://rpki.xa.wiki/repo/AXNETS-CA/1/3073BEDSADF785ABB31D49FBO9E84FDB524550720.mft found.

Nov 18 23:28:56 iw-r77 routinator[90964]: RRDP https://krill.stonham.uk/rrdp/notification.xml: HTTP status server error (522 <unknown status code>) for url (https://kril
1.stonham.uk/rrdp/notification.xml)

Nov 18 23:28:56 iw-r77 routinator[90964]: rsync://rpki.cnnic.cn/rpki/A9162E3D0000/1029/A_XQOpMuSOf5T61loEucovsjlLQI.mft: certificate has expired.

Nov 18 23:28:56 iw-r77 routinator[90964]: rsync://rpki.cnnic.cn/rpki/A9162E3D0000/A_XQOpMuSOf5T610EucovsjlLQI.cer: no valid manifest rsync://rpki.cnnic.cn/rpki/A9162E3D0
000/1029/A_XQOpMuSOf5T61oEuocovsj1LQI.mft found.

Nov 18 23:28:56 iw-r77 routinator[90964]: rsync://rpki-repository.haruue.net/repo/YC3254-RPKI/2/3FOAC25D352C83DA8307594B98EDO61BES489682.mft: certificate has expired.
Nov 18 23:28:56 iw-r77 routinator[90964]: rsync://cloudie-repo.rpki.app/repo/CLOUDIE-RPKI/0/3FOAC25D352C83DA8307594B98EDO61BES489682.cer: no valid manifest rsync://rpki-
repository.haruue.net/repo/YC3254-RPKI/2/3FOAC25D352C83DA8307594B98EDO61BES489682.mft found.

Nov 18 23:28:56 iw-r77 routinator[90964]: rsync://rpki.xa.wiki/repo/AXNETS-CA/0/1717ACD294A2C988167DF42BBB5ASE20A0C2831B.mft: certificate has expired.

Nov 18 23:28:56 iw-r77 rout1nator[90964] rsync //rsync paas rpk1 r1pe net/repos1tory/8927ef6c -a3fe-4299-b079-309ed9713824/6/1717ACD294A2C988167DF42BBB5A5E20A0C2831B. cer
t no valid manifest X : 8318 found.

Nov 18 23:29:06 iw-r77 rout1nator[90964] rsync.//kr111.stonham.1nfo/repo/. rsync error: t1meout waiting for daemon connection (code 35) at socket.c(278) [Receiver=3.2.7
]

Nov 18 23:29:06 1iw-r77 routinator[90964]: rsync://cloudie-repo.rpki.app/repo/CLOUDIE-RPKI/0/635C29FF238CC286AC1625A68EFCCO4E2E460171.cer: no valid manifest rsync://krill
.stonham.info/repo/Stonham/1/635C29FF238CC286AC1625A68EFCCO4E2E460171.mft found.

0




Routinatord) 3 A

o IX#LT-ROAIlL/var/lib/routinator/rpki-cachelZ
BHISh TS

tree /var/lib/routinator/rpki-cache | more |REICEEETEIE

0.sb

L ae24b612cald662333297eaee722842b9066b6c20dd71635aac834df06d9132d.
ca.rg.net

L 73885635ed28814800212d730ae80581fc5112c4b5804a08d55d6bda2afal615.
chloe.sobornost.net

L 436fc6bd7b32853e42fce5fd95b31d5e3ec1c32c46b7518c2067d568e7eac119.
dev.tw

L bd84e6a8781e95h8750a7a2341956419750961a5d535aldea2b383e216b99335.
krill.accuristechnologies.ca

L — e9da48b395d82e09bc2f764fb778095cald49b699bbb545a83f5f366b597325¢C.
krill.ca-bc-01.ssmidge.xyz

magellan. ipxo.com

L 5f8e32d2bcff95568352363ba9f4d260fa892b7f1fa906c7ca577f8a3eaclfed.
pub.krill.ausra.cloud

L ¢722bdf@91d7ae5312d5cc4e3eb65059b4leatdcc589e971bdfRaab7edd721de.
repo.kagl.me

L 017733367700claa40ad5ec3ba6957e17945afd9c7a840571ca85ec94aect8ol.
repo-rpki.idnic.net

repo.rpki.space

L f5baa380565019a8b8d8b57b739hbf8e8e463a9ddcc6dcb6ba7ad522feaa3dfedf2.
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AN
== |2

RoutinatorIREEZXFEER T S &L TES

Repository

https://rrdp.arin.net/notification.xml

https://rrdp.ripe.net/notification.xml

https://rpki-rrdp.us-east-2.amazonaws.com/rrdp/16f1...

https://rrdp.apnic.net/notification.xml

https://rrdp.lacnic.net/rrdp/notification.xml

https://rrdp.afrinic.net/notification.xml

https://repo.kagl.me/rpki/notification.xml

https://rrdp.paas.rpki.ripe.net/notification.xml

https://rpki.multacom.com/rrdp/notification.xml

https://rrdp.sub.apnic.net/notification.xml

i 4UTINATOR Prefix Check

Type

Metrics

RRDP
RRDP
RRDP
RRDP
RRDP
RRDP
RRDP
RRDP
RRDP

RRDP

Repositories

Total VRPs
943
261,069
1

4,951

6,480

43

Connections

Unsafe VRPs

[XSSHD HZFHFRIL T 518 R TEELA\WebT

Locally Fil:
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o |E

ANISPIZ&EDTIEE

EZTHAS. JPNICDOYRIRYIZDINT

DR REHERT D

curl http://localhost:80/metrics | grep nic.ad.jp
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root@localhost /J# curl http:

ocalhos

% Total

% Received % Xferd Averaze S;eed

Dload

0 0 0 0 0 0

rout inator rep08|tory_publ|cat|on_p0|nts total{ur|— hffr

rout inator_repository_objects_total
rout inator_repository_objects_total
rout inator_repository_objects_total
rout inator_repository_objects_total
lrout inator_repository_objects_total
Irout inator_repository_objects total
lrout inator_repository_objiects_total
rout inator_repository_objects_total
rout inator_repository_objects_total
lrout inator_repository_objects_total
lrout inator_repository_objects_total
rout inator_repository_objects_total
lrout inator_repository_objects_total
lrout inator_repository_objects_total
lrout inator_repository_objects_total
rout inator_repository_objects_total
rout inator_repository_objects_total

uri=
uri=
uri=
uri=
UI'I
UI'I
uri
uri
uri
uri
uri
uri
uri=
uri=
uri=
UI'I
uri=

Time
Total

grep nic.ad. jp
Time
Spent

Ki-repository.

Time Current
Left Speed

Orout inator_repository_publication_points_total{uri="h

/rrde/ap/n

t|T|~1f|un

anl”, state="rejected’] 0

+|+|Fa+h

tif icat ion

not ificat ion.>

ot ification.>

+|f|Fa+h

rout inator_repository_valid_vrps total{url- "https

rout inator_repository_locally_filtered vrps total{url—lv,

type= manifest”, state="valid”} 530
type="manifest”, state="invalid’} 0
type="manifest” , states premature '}
type="manifest” , states Stale } 0
type="manifest”, state= m155|ng “10
type="crl”, state="valid"} 530
type="crl|”, state="invalid"} 0
type="crl|”, state="stale’} 0
type="crl”, state="stray”} 0
type="ca_cert”, state="valid”

type— router _cert”, state= v

type= cert v state— |nval[d
type="roa’, state= valid’}

type— roa, State- “invalid”
type="gbr’, state="valid’}
type="gbr”, state="invalid”

type= “other”, state="invalid

x|’ } 4759

rout |r‘v:+nr rannc|+nrxz (‘ll |h| I(“’2+Q _airne +A+'::| [II"I_ 1++v

Jrlnll xml”1 0
1
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RTRZAOka/L LK

o vyl ahUNFELIZRPKIT—2%ZIP7RFLRAEASESDIEL

LMAAESHEBDYANMVRP)ELTIL—ARIZEIEET=6HDT
Ak3a)L

e RFC8210TCREE
o https://tex2e.github.io/rfc—translater/html/rfc8210.html
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JunosE A HRIE

o ZCHMBEHE(FIunosDiEEE L TLIK

o operation mode

BAERCRLET(TAVTISIZHY FT)

o configuration mode

BERERTRLET(FRUOT EHHIZHY FET)
operation modeM ldconfigurea~ > FTHIT
RITHETEEexitavw o K

runZz a2+ 5 & —BfIZoperation mode TELT
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JunosE K IR{E

e configure modeT,
o ZEH[FcommitLGZWRYBRAINEFEA
o EEZEATAHHIC, RDARRAAR U %
m commit check
o ZTEMAMEBEMICELLVDFI VY
m show
o BEMDREZIANTERT
m show | compare
o ZHRLEBATDHERT
m commit and-quit
o ZTHZ®EALT., operation mode~EB#
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HEiE A

e —BUbuntumMiiBEELFE T (exit)

o IEIELI-LZvT 2 B(vmxX)ZANILTEnterLEY
o serverMIPEHRAT HEFELLI(AALTEnter)

Username: user28

NAME IP

server 172.16.250.64
vmx 172.16.250.65
exit Do exit

Machine name?: vmx
Machine Password is iw24-rpki

user@l72.16.250.64's password:

31



Junos—Routinator® &Ht

configure

set routing-options validation group RPKI session {server@®IP7” KL X} port
3323

commit check

commit and-quit
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e RoutinatorEDIEGRINRZIEE TS

user@iw24-user28-vmx> show validation session detail
Session 172.16.250.64, State: up, Session index: 3
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s
Serial (Full Update): ©
Serial (Incremental Update): ©
Session flaps: 0
Session uptime: 00:01:13
Last PDU received: 00:01:07
IPv4 prefix count: 227377
IPv6 prefix count: 48814




Junos—Routinator® ¥EHe

e RoutinatorEDIEGRINRZIEE TS

user@iw24-user28-vmx> show validation group
master
Group: RPKI, Maximum sessions: 2
Session 172.16.250.64, State: Up, Preference: 100




Junos—Routinator® ¥EHe

e VRPDT—AR

__';ZL%SEﬁ%E[MU\L/—CjéeL%E)

user@iw24-user28-vmx> show validation database

RV database:
Prefix
178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.178.
.179.
. (T, &R

1.

PR R RRERRPRRRPBRRRP

112.
112.
128.
128.
208.
208.
224.
224.
232.
240.
248.

0/20-24
0/20-24
0/20-20
0/20-24
0/20-24
0/20-24
0/19-24
0/21-21
0/21-21
0/21-21
0/21-21

40.0/21-21

default

Origin-AS

12975
19905
12975
19905
12975
19905
12479
12479
12479
12479
12479
12975

Session
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

250.
250.
250.
250.
250.
250.
250.
250.
250.
250.
250.
250.

64
64
64
64
64
64
64
64
64
64
64
64

State
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid

Mismatch
*

*
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FHIRER

o JJLIL—FMZIETETLSH ., HERT S

user@iw24-user28-vmx> show bgp summary

Threading mode: BGP I/0

Default eBGP mode: advertise - accept, receive - accept
Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0

988923 988922 0 0 0 0
inet6.0

216725 216724 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped...
172.16.250.241 65101 989141 239 0 5 1:47:30 Establ

inet.0: 988922/988923/988923/0

2400:5320:ffe0:16fa::241 65101 216942 237 0 5 1:47:29
Establ

inet6.0: 216724/216725/216725/0




Junos CROVEFTS (1/2)

configure

set
set
set
set
set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV

term
term
term
term
term
term
term
term
term
term

valid from
valid from
valid then
valid then
valid then

protocol bgp
validation-database valid
local-preference 200
validation-state valid
accept

invalid from protocol bgp

invalid from validation-database 1invalid
invalid then local-preference 50

invalid then validation-state invalid
invalid then accept
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Junos CROVEFTS (2/2)

set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
policy-options

protocols bgp group GoBGP import ROV

commit check
commit and-quit

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

ROV
ROV
ROV
ROV
ROV

term
term
term
term
term

unknown
unknown
unknown
unknown
unknown

from
from
then
then
then

protocol bgp
validation-database unknown
local-preference 100
validation-state unknown
accept
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Junos TTROVZ{TS ( show | compare)

[edit]
user@iw24-user28-vmx# show | compare rollback 2
[edit policy-options]
+ policy-statement ROV {
term valid {
from {
protocol bgp;
validation-database valid;
}
then {
local-preference 200;
validation-state valid;
accept;
}
}
term invalid {
from {
protocol bgp;
validation-database invalid;
}
then {
local-preference 50;
validation-state invalid;
accept;
}
}
term unknown {
from {
protocol bgp;
validation-database unknown;
}
then {
local-preference 100;
validation-state unknown;
accept;

}
}
edit protocols bgp group GoBGP]
import ROV;

+
¥
+
-
+
+
+
+
L
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

[
+
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Junos TROVZLTS (FEER)

o ROVOIfETFIZEHEET D

user@iw24-user28-vmx> show validation statistics
Total RV records: 625023
Total Replication RV records: 625023
Prefix entries: 561148
Origin-AS entries: 625023
Memory utilization: 244453712 bytes
RV database: default
RV records in Database: 625023
Origin-AS entries 1in Database: 625023
Database origin-validation re-evaluation statistics: 6944695
Attempts resulting Valid: 1950411
Attempts resulting Invalid: 11134
Attempts resulting Unknown: 4983150
BGP 1import policy reevaluation notifications: 84
inet.0, 82
inet6.0, 2
Policy origin-validation re-evaluation statistics: 6944695
Attempts resulting Valid: 1950411
Attempts resulting Invalid: 11134
Attempts resulting Unknown: 4983150
BGP 1import policy reevaluation notifications: 84




Junos TROVZLTS (FEER)

® \V,EilI(j7t}~ﬁ¥§§iE%§J%E}{FEElzns(jj-iég)

user@iw24-user28-vmx> show route validation-state valid

inet.0: 988926 destinations, 988926 routes (988925 active, 0 holddown, 1 hidden)

+ = Active Route,

1.0.0.0/24

1.0.64.0/18

1.1.1.0/24

1.6.0.0/22

1.6.1.0/24

. (UT. HE8)

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> ..to 172,

- = Last Active, * = Both

00:17:37, localpref 200, from 172.16.250.241
65101 2497 13335 I, validation-state: valid
16.250.254 via fxp0.0

00:17:48, localpref 200, from 172.16.250.241
65101 2497 2519 7670 18144 I, validation-state: valid
16.250.254 via fxp0.0

00:17:37, localpref 200, from 172.16.250.241
65101 2497 13335 I, validation-state: valid
16.250.254 via fxp0.0

00:17:42, localpref 200, from 172.16.250.241
65101 2497 6453 9583 I, validation-state: valid
16.250.254 via fxp0.0

00:17:37, localpref 200, from 172.16.250.241
65101 2497 6453 9583 I, validation-state: valid
16.250.254 via fxp0.0

T~




Junos TROVZLTS (FEER)

® Invalldﬁ"f:%i:tﬁgﬁﬁ ﬂ'b\j—é

user@iw24-user28-vmx> show route validation-state invalid

inet.0: 988926 destinations, 988926 routes (988925 active, 0 holddown, 1 hidden)

+ = Active Route,

1.6.168.0/24

1.6.169.0/24

1.6.183.0/24

1.6.219.0/24

1.6.247.0/24

. (UT. HE8)

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> ..to 172,

- = Last Active, * = Both

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via. fxp0.0

16.250.241

?, validation-state:

16.250.241

I, validation-state:

16.250.241

I, validation-state:

16.250.241

invalid

invalid

invalid

137130 I, validation-state: invalid

16.250.241

I, validation-state:

invalid




Junos TROVZLTS (FEER)

o UnknownGiZi&ziE:Rd 5

user@iw24-user28-vmx> show route validation-state unknown

inet.0: 988926 destinations, 988926 routes (988925 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
1.0.4.0/22 *[BGP/170] 00:19:52, localpref 100, from 172.16.250.241
AS path: 65101 2497 6453 7545 2764 38803 38803 38803 I, validation-state: unknown
> to 172.16.250.254 via fxp0.0
1.0.4.0/24 *[BGP/170] 00:19:47, localpref 100, from 172.16.250.241
AS path: 65101 2497 6453 7545 38803 I, validation-state:
> to 172.16.250.254 via fxp0.0
1.0.5.0/24 *[BGP/170] 00:19:47, localpref 100, from 172.16.250.241
AS path: 65101 2497 6453 7545 38803 I, validation-state:
> to 172.16.250.254 via fxp0.0
1.0.6.0/24 *[BGP/170] 00:19:47, localpref 100, from 172.16.250.241
AS path: 65101 2497 6453 7545 38803 I, validation-state:
> to 172.16.250.254 via fxp0.0
1.0.7.0/24 *[BGP/170] 00:19:47, localpref 100, from 172.16.250.241
AS path: 65101 2497 6453 7545 38803 I, validation-state:
> t0.172.16.250.254 via fxp0.0

- (KT, &)

unknown

unknown

unknown

unknown




validation—state

e validation-stateMERKIL. RDEY
o valid
m ROALO—Féprefix RUASESMNTEE—HLTLVS
o invalid
m ROALO—Féprefix RUASE SN TTE—HL TLVAEL
O unknown
m ®THROALI—RAFFELLL
o unverified

m RZFEFEDLIO—F
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local-prefrence

e local-prefrenced|d. FIRERFDEBFEXEEZTRI LD THY.
3&1—575\ WEEEBLEETEIHRHLNS
o 5[OL, ROVIBRIZICLTRDIEZEYLTLVS

o valid

m 200
o invalid

m 50 XAERERDI=-HERIKZETlIrejectT HEMNEFLLY
o unknown

m 100




Invalid¥ i Zreject

o InvalidZifEigZrejectLEL LD

configure

set policy-options policy-statement ROV term invalid then reject
commit check
commit and-quit
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InvalidiZi&Zrejectd B (FEER)

® Invahdﬁ’@ﬂ%éﬁﬁnuj—é
o FHIFELEL, ZLUTHREERMNEN LA LMD
o hiddenZ DTN (LrejectiXREIEETES

user@iw24-user28-vmx> show route validation-state invalid

inet.0: 988926 destinations, 988926 routes (987384 active, 0 holddown, 1542 hidden)
inet6.0: 216730 destinations, 216730 routes (216405 active, 0 holddown, 325 hidden)
user@iw24-user28-vmx> show route validation-state invalid hidden

inet.0: 988926 destinations, 988926 routes (987384 active, 0 holddown, 1542 hidden)
+ = Active Route, - = Last Active, * = Both

1.6.168.0/24 [BGP ] 00:00:55, localpref 50, from 172.16.250.241
AS path: 65101 2500 17676 6453 4755 9583 ?, validation-state: invalid
> to 172.16.250.254 via fxp0.0
. (LT, #B8)




Preference{E[ZD\T

o EGNDEXIERZERDL-ODIE
o EMRZTLVHBDMNEBESN., TIAILRE100
o BEHEBEEDEULIRPKIF vy 15—/ \HSIEZHERE
o RR—I &Y, BMEHEZRD-HDFIEZFHEATLK
o Stay-RTR&EDEE#E
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Preference{lE D ZR)FEEE (FERIZENE)

configure

set routing-options validation group RPKI session 172.16.250.245 port 3323
commit check

commit and-quit

50



Preference{lE D ZR)FEEE (FERIZENE)

o Stay-RTREDZEMINRZEMEFET D

user@iw24-user28-vmx> show validation session

Session State Flaps
172.16.250.64 Up 0]
172.16.250.245 Up 0]

user@iw24-user28-vmx> show validation group
master
Group: RPKI, Maximum sessions: 2
Session 172.16.250.64, State: Up, Preference: 100
Session 172.16.250.245, State: Up, Preference: 100

Uptime #IPv4/IPv6 records
02:51:41 502348/122688
00:00:14 502345/122682




Preference{E DRI fEE2

o group RPKINTHIAT HROAF ¥y a1 —N\E1BIZETE
O max—sessions 1

e PreferencefE
o Routinatorz200, Stay-RTRZ100(Zt vk
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Preference{E DRI fEE2

configure

set routing-options validation group RPKI max-sessions 1

set routing-options validation group RPKI session {server@DIPF7 kL X} preference 200
set routing-options validation group RPKI session 172.16.250.245 preference 100
commit check

commit and-quit
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Preference{E DRI fEE2
o EHIKRZFIEFET S

user@iw24-user28-vmx> show validation session

Session State Flaps Uptime #IPv4/IPv6 records
172.16.250.64 Up 0 02:58:48 502343/122693
172.16.250.245 Connect 1 502345/122682

user@iw24-user28-vmx> show validation group
master
Group: RPKI, Maximum sessions: 1
Session 172.16.250.64, State: Up, Preference: 200
Session 172.16.250.245, State: Connect, Preference: 100




Preference{E DRI fEE2

o TL.MAEEUpLLHclear validation session

user@iw24-user28-vmx> clear validation session




HERMEIZDOLT

® refresh—time
o IW—EAMRFryallHLTT—2EHEEKRT SRR
o EFEIF120%) E25M)IZt vk

® hold-time
o FyvlaltDEGENUIN-IRIZEGRZA NEALE T REME
o &[a[F240%) =4Izt VE

e record-lifetime
o R—MDT—2%=REFI S5 KEHE
o S[E(E360F) =6ty
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Last PDU received VRPOERBIZFIT I
Last PDU received®EHEIh b

refresh—time (2min) refresh—time (2min) retres e (D)




HEAMTIEDEFHER

configure

delete routing-options validation group RPKI max-sessions
set routing-options validation group RPKI session 172.16.250.245 refresh-time
120 hold-time 240 record-lifetime 360

commit check

commit and-quit

set ~ 360F TlE—H=!
EhIZHITIEHY EHA
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HEEIMEDOFERFER
o EMIKRERRTD

user@iw24-user28-vmx> show validation session detail
Session 172.16.250.64, State: up, Session index: 3
Group: RPKI, Preference: 200
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s
Serial (Full Update): 20
Serial (Incremental Update): 21
Session flaps: 1
Session uptime: 00:15:46
Last PDU received: 00:04:12
IPv4 prefix count: 502349
IPv6 prefix count: 122696
Session 172.16.250.245, State: up, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 1
Session uptime: 00:00:46
Last PDU received: 00:00:35
IPv4 prefix count: 502345
IPV6 prefix count: 122682




HEAMTIEDEFHER

o NMBSANStay-RTROEHZTIYET

e show validation session 172.16.250.245 detailZEZiRYIZANZE
BHRLRRZERLTHS
o Last PDU receivedZ%5IZR %

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: up, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 1
Session uptime: 00:03:14
Last PDU received: 00:01:03
IPv4 prefix count: 502345
IPv6 prefix count: 122682




HEAMTIEDEFHER

e Last PDU receivedHh 2% Kb
m Zibil

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: up, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 1
Session uptime: 00:23:52
Last PDU received: 00:00:14
IPv4 prefix count: 502345
IPv6 prefix count: 122682
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HEAMTIEDEFHER

e Last PDU receivedh\ 293 B A . 40K iih
m Refresh-timeDEHATEFHFLEOELI=A. BRBA ML
m StateHUph'SHexchange—incremental ~NE %

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: exchange-incremental, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 1
Session uptime: 00:27:54
Last PDU received: 00:02:05
IPv4 _prefix—count: 502345
IPv6 prefix count: 122682




HEAMTIEDEFHER

e Last PDU receivedhM 484 . 653K iih
m Hold—timefF B CHEHBAMEEIRLEZLD T, UIETEHIBT

m StatehH exchange—incrementalH Sconnect N EFS

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: connect, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 2
Last PDU received: 00:05:31
IPv4 prefix count: 502345
IPv6 prefix—count:_122682




HEAMTIEDEFHER

e Last PDU receivedD6 B Z 5
m record-lifetimefF B THEREEEIRLALID T, VRPAExpire(HA
[REINn)9 5

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: connect, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 2
Last PDU received: 00:06:02
IPv4 prefix count: 0
IPv6 _prefix—count: 0




VRPHExpireLT=5, o o

o 1DDROAFYYL A —/\DEHDAHATHNIL. ROVHF
R] BE[Z75 A ) TValidation—stateldunknown| ZE#% 9 5
o S [AIE. RoutinatorME == N TS D THEEL TROVT

=TL%
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VRPHExpireLT=5, o o

o IZITINNEROVDIRIAEHERD

user@iw24-user28-vmx> show validation session

Session State Flaps Uptime #IPv4/IPv6 records
172.16.250.64 Up 1 00:53:27 502307/122699
172.16.250.245 Connect 2 0/0

user@iw24-user28-vmx> show route validation-state valid

inet.0: 988926 destinations, 988926 routes (987380 active, 0 holddown, 1546 hidden)
+ = Active Route, - = Last Active, *x = Both

1.0.0.0/24 *[BGP/170] 01:52:20, localpref 200, from 172.16.250.241
AS path: 65101 2497 13335 I, validation-state: valid
> to 172.16.250.254 via fxp0.0
1.0.64.0/18 *[BGP/170] 01:52:31, localpref 200, from 172.16.250.241
AS path: 65101 2497 2519 7670 18144 I, validation-state: valid

> to 172.16.250.254 via fxp0.0
- (AT, &)




HEAMTIEDEFHER

o ZNMSSANStay-RTRODEHRERLET

e show validation session 172.16.250.245 detailZEZiRYIZANZE
BHRLRRZERLTHS
o Last PDU receivedZ%5IZR %

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: up, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 8
Serial (Incremental Update): 8
Session flaps: 1
Session uptime: 00:03:14
Last PDU received: 00:01:03
IPv4 prefix count: 502345
IPv6 prefix count: 122682




HEAMTIEDEFHER

o refresh—-timeZF-9 LT, v arh R

user@iw24-user28-vmx> show validation session 172.16.250.245 detail
Session 172.16.250.245, State: up, Session index: 5
Group: RPKI, Preference: 100
Port: 3323
Refresh time: 120s
Hold time: 240s
Record Life time: 360s
Serial (Full Update): 9
Serial (Incremental Update): 9
Session flaps: 2
Session uptime: 00:00:39
Last PDU received: 00:00:28
IPv4 prefix count: 502305
IPv6 prefix count: 122700
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SLURME (&

e RFC8416TEZEINTLYD

o ROAZEML TVRPEZ LEZT HEMNARE

e validationOutputFilters&ld
o XfRprefixeFrvi Dt hHSEIFRESE)THIEH
o ERE N f=prefixl&lunknown | EL THRHONS

e locallyAddedAssertions& |3
o X RprefixzzvalidcL THFryiahoi hESEHIEHE
o ERE N TzprefixlElvalid]ELTHHhNS
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SLURME (&

o FEH(FJIJSONT7AIL
o FEEDAVURDFEAICK-OTRENTAE

o t5VLAMEIZEBLLTA=HIZ. SEION XAV RIZY—
L= B1E

O

BEADHKR—LT1LYM)[Zcontrol-slurmpy ZEL\TLYA

71



SLURMMD X TE LRI TERE (HERR)

o Invalldf&%:%ﬂﬁgﬁﬁ n'b\ﬂ—é

o Enm—

DEA T, ZTDPrefixzc B A THLK(H51: 1.6.168.0/24)

user@iw24-user28-vmx> show route validation-state invalid hidden

inet.0: 988926 destinations, 988926 routes (988925 active, 0 holddown, 1 hidden)
- = Last Active, * = Both

+ = Active Route,

1.6.168.0/24

1.6.169.0/24

1.6.183.0/24

. (UT. &8

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

*[BGP/170]

AS path:
> to 172.

00:18:55, localpref 50, from 172
65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

00:18:55, localpref 50, from 172.

65101 2500 17676 6453 4755 9583
16.250.254 via fxp0.0

.16.

250.241

validation-state:

.250.241
validation-state:

.250.241
validation-state:

invalid

invalid

invalid
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SLURMMD X TE LRI TERE (HERR)

o _DPrefix|IFEET HVRPIIFET HME

o Prefix(MaskZiL) THZE

o IPPRLADERIFHEE. B DERAT SPrefixlZ

thhja-.%gj

BETZS !

user@iw24-user28-vmx> show validation database record 1.6.168.0
RV database: default

Prefix Origin-AS Session
1.6.168.0/22-22 9583 172.16.250.64
1.6.168.0/22-22 9583 172.16.250.245

IPv4 records: 2
IPv6 records: 0

State
valid
valid

Mismatch
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SLURMMD X TE LRI TERE (HERR)

o flﬁ li& ODEEEIL\J:L)
o 1.6.168.0/22IX;m AT ARIEK/22ETHROANTFET S
o /24TILIREINTWBERIRITH/N\—EN TLVELD Tlnvalid

e Max PrefixEERIEDH/\—E&(F

B Aprefixf® (max prefix length/max length)

* ROATHBRINZBRARDTL 714 vIRE

+ Max-Length # TR EICR T EFFHREI AL (ref RFCI319)
o RAI BBERE—HIELDH L LRENHE
o OrigingffRIc L B2BENA TP vy 7 DY X7 H{KR

(ex) 192.168.0.0/21MDROA 192.168.0.0/21 - 22 (Max-Length)
v Prefix 192.168.0.0/21
Y Origin AS 64500 __ Zh iy
R ¢ MaxLengin /22 o T 7z | 720 ]2 | RGeS
Col 8

https://www.janog.gr.jp/meeting/janog51/wp-content/uploads/2023/01/janog51-roa-shiozawa.pdf



https://www.janog.gr.jp/meeting/janog51/wp-content/uploads/2023/01/janog51-roa-shiozawa.pdf

SLURMMD X TE LRI TERE (HERR)

e 1.6.168.0/24%H/\—9 BASLURMZ1ERLT 5
o origin AS9583

LIBDEE(IserverTY

)
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SLURM®E&5E

o ZEMNSLURMZHEET S

user@iw24-user28-server:~$ sudo python3 control-slurm.py --view-plane
Path: /opt/routinator/slurm.json

{
"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []
s
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}
}
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SLURM®DE&SE
o ZZMSLURMZEHESRT S (BLLVHETED)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -v
validationOutputFilters
prefixFilters
No items.
locallyAddedAssertions
prefixAssertions
No items.

7



SLURM®E&5E

o LHMAIZ V—IANILT(NILTHA)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -h
help
description: Display help
option: -h, —--help
init
description: Initialize SLURM
option: -i, --init
view
description: Check the current SLURM file
option: -v, --view
view-plane
description: Display SLURM file as is

option: --view-plane

add
description: Add the SLURM information
option: -a, --add

delete

description: Delete the SLURM 1information
option: =d, ==del




SLURM®E&5E

e SLURMZENNT %(1.6.168.0/24, AS9583)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -a
1: prefixFilters / 2: prefixAssertions?: 2

ASN?: 9583

Prefix?: 1.6.168.0/22

MaxPrefixLength /?: 24

comment?:

Are you sure you want to add the following information?
Type: locallyAddedAssertions.prefixAssertions

ASN: 9583

Prefix: 1.6.168.0/22

MaxPrefixLength: /24

y/n:y
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user@iw24-user28-server:~$ sudo python3 control-slurm.py -v
validationOutputFilters
prefixFilters
No items.
locallyAddedAssertions
prefixAssertions
asn:9583, prefix:1.6.168.0/22, maxPrefixLength:24,
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o SLURMZHERT H(ZDFFHN)

user@iw24-user28-server:~$ sudo python3 control-slurm.py —--view-plane
Path: /opt/routinator/slurm.json

"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []

b,
"locallyAddedAssertions": {
"prefixAssertions": [

{
"asn": 9583,
"prefix": "1.6.168.0/22",
"maxPrefixLength": 24

}

1,

"bgpsecAssertions": []
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SLURMMD B HERR

o SLU RMh‘J: L\—CL\%)b\EEmuj—é

user@iw24-user28-vmx> show validation database record 1.6.168.0

RV database: default

Prefix

1.6.168.0/22-22
1.6.168.0/22-22
1.6.168.0/22-24

IPv4 records:
IPv6 records:

3
(0]

Origin-AS Session
9583 172.16.250.64
9583 172.16.250.245
9583 172.16.250.64

State
valid
valid
valid

Mismatch
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o XRMDPrefixhValidlZELLI-HNFEET S

user@iw24-user28-vmx> show route 1.6.168.0/24

inet.0: 988926 destinations, 988926 routes (987382 active, 0 holddown, 1544 hidden)
+ = Active Route, - = Last Active, * = Both

1.6.168.0/24 *[BGP/170] 00:05:09, localpref 200, from 172.16.250.241
AS path: 65101 2500 17676 6453 4755 9583 ?, validation-state: valid
> to 172.16.250.254 via fxp0.0
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o SLURMZHIBT 3 (1.6.168.0/24, AS9583)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -d
1: prefixFilters / 2: prefixAssertions?: 2

ASN?: 9583

Prefix?: 1.6.168.0/22

MaxPrefixLength /?: 24

Are you sure you want to delete the following information?

asn:9583, prefix:1.6.168.0/22, maxPrefixLength:24,

y/n:y
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user@iw24-user28-server:~$ sudo python3 control-slurm.py -v
validationOutputFilters
prefixFilters
No items.
locallyAddedAssertions
prefixAssertions
No items.
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o SLURMZHERT H(ZDFFHN)

user@iw24-user28-server:~$ sudo python3 control-slurm.py --view-plane
Path: /opt/routinator/slurm.json

"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []

I
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}
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SLURMMD B HERR

o SLURMMEBIFRSMI=-MHESET D

user@iw24-user28-vmx> show validation database record 1.6.168.0
RV database: default

Prefix Origin-AS Session
1.6.168.0/22-22 9583 172.16.250.64
1.6.168.0/22-22 9583 172.16.250.245

IPv4 records: 2
IPv6 records: 0

State
valid
valid

Mismatch
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o XIZRMDPrefixMInvalidlZEELI=HNHE:ET S

user@iw24-user28-vmx> show route 1.6.168.0/24 hidden

inet.0: 988926 destinations, 988926 routes (987382 active, 0 holddown, 1544 hidden)
+ = Active Route, - = Last Active, * = Both

1.6.168.0/24 [BGP ] 00:04:41, localpref 50, from 172.16.250.241
AS path: 65101 2500 17676 6453 4755 9583 ?, validation-state:
> to 172.16.250.254 via fxp0.0

invalid
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e Stay-RTREDIEGEEINELET

configure

deactivate routing-options validation group RPKI session 172.16.250.245
commit check
commit and-quit
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o Enm—

DEA T, ZTDPrefixz R A2 THLHHI: 1.0.0.0/24)

user@iw24-user28-vmx> show route validation-state valid

inet.0: 988926 destinations, 988926 routes (987382 active, 0 holddown, 1544 hidden)

+ = Active Route, - = Last Active, * = Both
1.0.0.0/24 *[BGP/170] 03:18:44, localpref 200, from 172.16.250.241
AS path: 65101 2497 13335 I, validation-state: valid
> to 172.16.250.254 via fxp0.0
1.0.64.0/18 *[BGP/170] 03:18:55, localpref 200, from 172.16.250.241
AS path: 65101 2497 2519 7670 18144 I, validation-state: valid
> to 172.16.250.254 via fxp0.0
1.1.1.0/24 *[BGP/170] 03:18:44, localpref 200, from 172.16.250.241
AS path: 65101 2497 13335 I, validation-state: valid
> to 172.16.250.254 via fxp0.0
. (LT, &)
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o Z(DPrefixIZBHET HVRPIIFET AHMERT S
o Prefix(Mask’iL) CTH&ZR
o PPFLRADERIIEE. BHDHERAT HPrefix[CEZRZ S !

user@iw24-user28-vmx> show validation database record 1.0.0.0
RV database: default
Prefix Origin-AS Session

State Mismatch
1.0.0.0/24-24 13335 172.16.250.64

valid

IPv4 records: 1
IPv6 records: 0
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)

96



SLURMIZ & AROAMD &1L

e SLURMZENNY %(1.0.0.0/24, AS13335)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -a
1: prefixFilters / 2: prefixAssertions?: 1

ASN?: 13335

Prefix?: 1.0.0.0/24

comment?:

Are you sure you want to add the following information?

Type: validationOutputFilters.prefixFilters

ASN: 13335
Prefix: 1.0.0.0/24
y/n:y
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o SLURMZEFERTS(BLLVE L)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -v
validationOutputFilters
prefixFilters
asn:13335, prefix:1.0.0.0/24,

locallyAddedAssertions
prefixAssertions
No 1items.
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o SLURMZHERT H(ZDFFHN)

user@iw24-user28-server:~$ sudo python3 control-slurm.py —--view-plane
Path: /opt/routinator/slurm.json

"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [
{
"asn'": 13335,
"prefix": "1.0.0.0/24"

]’
"bgpsecFilters": []
}’
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []




SLURMIZ & AROAMD &1L

e SLURMAEZNEINTLNSMERET S

BB DR EvmcTT >

100



SLURMIZ X AROADESNIE
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user@iw24-user28-vmx> show validation database record 1.0.0.0
RV database: default

IPv4 records: O
IPv6 records: 0
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o XHZRMPrefixhiUnknown|ZZELLI=-HNHEE T 5

user@iw24-user28-vmx> show route 1.0.0.0/24

inet.0: 988926 destinations, 988926 routes (987376 active, 0 holddown, 1550 hidden)
+ = Active Route, - = Last Active, * = Both

1.0.0.0/24 *[BGP/170] 00:03:40, localpref 100, from 172.16.250.241
AS path: 65101 2497 13335 I, validation-state: unknown
> to 172.16.250.254 via fxp0.0
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e SLURMZHIFR9 5 (1.0.0.0/24, AS13335)

user@iw24-user28-server:~$ sudo python3 control-slurm.py -d
1: prefixFilters / 2: prefixAssertions?: 1

ASN?: 13335

Prefix?: 1.0.0.0/24

Are you sure you want to delete the following information?

asn:13335, prefix:1.0.0.0/24,

y/n:y
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user@iw24-user28-server:~$ sudo python3 control-slurm.py -v
validationOutputFilters
prefixFilters
No items.
locallyAddedAssertions
prefixAssertions
No items.
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o SLURMZHERTZ(FDEFEHEA)

user@iw24-user28-server:~$ sudo python3 control-slurm.py --view-plane
Path: /opt/routinator/slurm.json

{
"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []
s
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}
}
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o SLURMMEBIFRSMI=-MHESET D

user@iw24-user28-vmx> show validation database record 1.0.0.0

RV database: default

Prefix Origin-AS Session State  Mismatch
1.0.0.0/24-24 13335 172.16.250.64 valid

IPv4 records: 1
IPv6 records: 0
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o XRMDPrefixhValidlZELLI-HNFEET S

user@iw24-user28-vmx> show route 1.0.0.0/24

inet.0: 988926 destinations, 988926 routes (987376 active, 0 holddown, 1550 hidden)
+ = Active Route, - = Last Active, * = Both

1.0.0.0/24 *[BGP/170] 00:10:46, localpref 100, from 172.16.250.241
AS path: 65101 2497 13335 I, validation-state: valid
> to 172.16.250.254 via fxp0.0
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: 71.0.0.0/24", "maxlength”: 24, "ta”: "apnic”,|

x + 71.0.4.0/247, "maxLength”: 24, “ta”: "apnic’,| exp
: 1.0.4.0/227, "maxLength : 22, ta : “apnic ,
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o https://www.nic.ad.ip/ija/rpki/howto—usepubcache.html
o (A—AYMTILFI4—F
o https://www.mfeed.ad.ip/rpki/tech.html

e BBIX
o https://www.bbix.net/rpki/tech/
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Routinator® & A (Ubuntu 22.04)

sudo apt install -y ca-certificates curl gnupg lsb-release
curl -fsSL https://packages.nlnetlabs.nl/aptkey.asc | sudo gpg --dearmor -o
/usr/share/keyrings/nlnetlabs-archive-keyring.gpg

echo "deb [arch=$(dpkg --print-architecture)
signed-by=/usr/share/keyrings/nlnetlabs-archive-keyring.gpg]
https://packages.nlnetlabs.nl/linux/ubuntu $(lsb_release -cs) main" | sudo tee

/etc/apt/sources.list.d/nlnetlabs.list > /dev/null

sudo apt update && sudo apt install -y routinator

{Routinator conf#&<, /etc/routinator/routinator.conf}
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