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Standards

National
Guidelines

Vendors

Operators

PoC

Migration

PQC Standards
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— PKl-related Standards
— Key exchange/hybrid Standards
— MACsec/MKA

PQC guidance

— Migration recommendations
— PQC regulations

Update products for PQC

— Update IPSec VPNs
— Update TLS

— Update crypto libraries (digital
signature algorithms)

— Update PKI
— Update MACsec/MKA

Deploy PQC products

— Deploy updated IPSec/TLS

— Deploy updated signature algorithms
— Deploy updated MACsec/MKA

— Deploy updated PKI

Integration and End-to-End

— Integration testing
— End-to-end testing

Migrate

— Migrate to PQC
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— PKl-related Standards — !
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— Key exchange/hybrid Standards ( ) | | t 'C F_:EE1 b 'IK E t % =]
National PQC guidance

Guidelines N
— Migration recommendations

— PQC regulations

Vendors Update products for PQC

— Update IPSec VPNs
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— Update crypto libraries (digital
signature algorithms)

— Update PKI

— Update MACsec/MKA

Operators Deploy PQC products

— Deploy updated IPSec/TLS

— Deploy updated signature algorithms 9-_
— Deploy updated MACsec/MKA
— Deploy updated PKI
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PoC Integration and End-to-End

— Integration testing
— End-to-end testing
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= Moderator: Haya Shulman, Fraunhofer Project Center for Cybersecurity at the Hebrew
University of Jerusalem, has confirmed her participation
Panelists — All proposed panelists have confirmed their participation: L‘\@/ \:';;!IJODEBE@H;E:NS%&UDN%DS:EC
* Jim Goodman, Crypto4a Technologies Inc. %@@$?$5Eﬁb§ﬁ§5%1%%thbﬁﬁ L
= Russ Housley, Vigil Security LLC D5, PQCTIFIVELZZ)LT) X ALD
= Burt Kaliski, Verisign EIRICEE T DDNSSECEEEDETBIEZ S
= Victoria Risk, Internet Systems Consortium SICIBNRNTBCET,
= Douglas Stebila, University of Waterloo X2 s DRRBICIE. LR, THINE.
= Roland van Rijswijk-Deij, University of Twente and NLnet Labs DNSHY—E 270/ 145 —. DNSH LS
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https://csrc.nist.gov/CSRC/media/Events/third-pgc-standardization-
conference/documents/accepted-papers/panel-pgc-considerations-dnssec-pqc2021.pdf
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