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220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com

250-foo.com greets bar.com

250-8BITMIME

250-SIZE

250-DSN

250 HELP

MAIL FROM:<Smith@bar.com>

250 OK

RCPT TO:<Jones@foo.com>

250 OK

RCPT TO:<Green@foo.com>

550 No such user here

RCPT TO:<Brown@foo.com>

250 OK

DATA

354 Start mail input; end with <CRLF>.<CRLF>
From: :<Smith@bar.com>

Blah blah blah...

...etc. etc. etc.

250 OK
QuUIT
221 foo.com Service closing transmission channel
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220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com

250-foo.com greets bar.com

250-AUTH LOGIN PLAIN XOAUTH2 PLAIN-CLIENTTOKEN OAUTHBEARER
250-8BITMIME

250-SIZE

250-DSN

250-STARTTLS

250 HELP

STARTTLS

220 2.0.0 Ready to start TLS

(TLS 1.3 connect)

AUTH PLAIN TN

> LIF. TLS [Z&

dXNIcj1rYXNIQHNVZnRIc3Q = * = 5TN2F2Sy1llbmpRMDIWNgEB > ‘1 e oo I 2T

235 2.7.0 Accepted BEMNMESIESNTLSD
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* OK IMAP4rev1 Service Ready

a001 capability

* CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ STARTTLS AUTH=PLAIN
a001 OK CAPABILITY completed.

a002 STARTTLS

a002 OK STARTLS completed

(TLS 1.3 connect)
b001 login mrc secret -\

b001 OK LOGIN completed
b002 select inbox

* 18 EXISTS
* FLAGS (¥Answered ¥Flagged ¥Deleted ¥Seen ¥Draft)
:éEESIE\II\;EEN 17] M 17 is the fi EMRL TLS (20T
[ ] Message 17 is the first unseen message BEARE/LLIATLNG

* OK [UIDVALIDITY 3857529045] UIDs valid
b002 OK [READ-WRITE] SELECT completed

b006 logout
* BYE IMAP4revl server terminating connection
b006 OK LOGOUT completed _/

https://tools.ietf.org/html/rfc3501 #section-8 —3Bci
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C: a003 fetch 12 full
* 12 FETCH (FLAGS (¥Seen) INTERNALDATE "17-Jul-1996 02:44:25 -0700"

S:

S:

RFC822.SIZE 4286 ENVELOPE ("Wed, 17 Jul 1996 02:23:25 -0700 (PDT)"

"IMAP4revl WG mtg summary and minutes"
(("Terry Gray" NIL "gray" "cac.washington.edu"))
(("Terry Gray" NIL "gray" "cac.washington.edu"))
(("Terry Gray" NIL "gray" "cac.washington.edu"))
((NIL NIL "imap" "cac.washington.edu"))

((NIL NIL "minutes" "CNRI.Reston.VA.US")

("John Klensin" NIL "KLENSIN" "MIT.EDU")) NIL NIL
"<B27397-0100000@cac.washington.edu>")
BODY ("TEXT" "PLAIN" ("CHARSET" "US-ASCII") NIL NIL "7BIT" 3028
92))

a003 OK FETCH completed
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5 Messaging, Malware and Mobile Anti-Abuse Working Group
Ij I _AT v j M?’AAWG Sending Domains Best Common Practices

MEsSAGING MALWARE MOBILE
ANTI-ABUSE WORKING GROUP

October 2019

The URL to reference this document is: https://www.m3aawg.org/SendingDomsBCP

— (o] (e]
7 >7 F \\J 7 Abstract

When preparing for bulk or transactional email sending, two items require special attention: outbound IP
addresses, and the domain names to be used for these communications. For the latter, ESPs (Email Service
Providers) go through this set-up process frequently and have to review the same readiness checklist each

time. This process may involve individual client preferences and constraints, both legal and technical.

s '— o SX= B R
] E h x 4 / E'l-‘l‘ EE@;\j. ’L\ This document provides the best common practices related to choosing, setting and using a domain name

when sending bulk or transactional emails. Sendets, receivers and anti-spam organizations participated in
writing and assessing these best practices.

The intended audience is primarily senders—both traditional ESPs and other, smaller senders.
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