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T EXECUTIVE OFFICE OF THE PRESIDENT
o OFFICE OF MANAGEMENT AND BUDGET
i& é& WASHINGTON, D.C. 20503

January 26, 2022
M-22-09

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: Shalanda D. Young
Acting Director Ogﬂ FD {/‘"—3)

SUBJECT: Moving the U.S. Government Toward Zero Trust Cybersecurity Principles

This memorandum sets forth a Federal zero trust architecture (ZTA) strategy, requiring
agencies to meet specific cybersecurity standards and objectives by the end of Fiscal Year (FY)
2024 in order to reinforce the Government’s defenses against increasingly sophisticated and
persistent threat campaigns. Those campaigns target Federal technology infrastructure,
threatening public safety and privacy, damaging the American economy, and weakening trust in

Government.

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf ;



https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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. Executive Order on Strengthening and Promoting Innovation in
the Nation’s Cybersecurity

(B) revise OMB Circular A-130 to be less technically preseriptive in key areas,
where appropriate, to more clearly promote the adoption of evolving
cybersecurity best practices across Federal systems, and to include migration
to zero trust architectures and implementation of eritical elements such as
EDR capabilities, encryption, network segmentation, and phishing-resistant

multi-factor authentication; and

https://bidenwhitehouse.archives.gov/briefing-room/presidential-actions/2025/01/16/executive-order-on-strengthening-and-
promoting-innovation-in-the-nations-cybersecurity/ 8
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https://www.digital.go.jp/assets/contents/node/basic page/field ref resources/e2a06143-ed29-4f1d-9c31-
0f06fca67afc/5efabc3b/20220630 resources standard guidelines guidelines 04.pdf
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