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Wi-Fi 6E / Wi-Fi 7 Tld 6GHz #hMEZ £ 9

Band Channels Bandwidth

YAl

3 20 MH 60 MHz of spectrum
2.4 GHz | or P

T 40MHz l 3x 20-MHz channels 5GHz FlHIFEAEDF ¥ XILT
DFS h'w \45

e, 2 " RAAA BARAAA BB 500 MHz of spectrum
‘.I“I‘ |.I|‘Il or
6 o . . 25x 20-MHz channels
2 160 MHz ‘ ‘
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Wi-Fi 6 LIEID AP & 7 AP # BT ES> L =2DFE
« Wi-Fi 7 SSID (& GCMP256 = {EF L £ 9 (WPA3 Personal TldhEEH)

« ULAL—3BD Wi-Fi6 AP X7/=IZZFNURIDETILHA GCMP256 (TG L TWEBA
« BE/7 DU TZAT7 Y MDY T EBZEUCESIEARDS T LS EFHEGHVEICRDET

Wi-Fi 7 AP \ \
CCMP128 (AES) -

GCMP256

\\ , Wi-Fi 6 AP
CCMP128 (AES)

f5l) Wi-Fi 6 AP

f51) Wi-Fi 6 AP
Catalyst 9120I % g Catalyst 9130l
GCMP256 JEXT ity . GCMP256 3t
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< Wi-Fi 7 SSID >
Wi-Fi 6 AP Wi-Fi 7 AP

".‘ No Servi | CCMP128 (AES)
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Cisco Wireless 9178l Wi-Fi 7 Access Point

(Fixed Power Profile)

Wi-Fi 7 AP OMREZ FEHN I IC L UPOE MINELIZEE N L)

5 GHz Radio | 6 GHz Radio | FHY Link
speed
4x4(LB)
: 8(8|233|?)t 16 4x4 + 4x4 2 x 10 Gig Yes / OW 47W
4x4(HB)
802.3at 2x2(LB)
(P3E+3_ 8 2x2 + 2x2 2 x 2.5 Gig - 25.5W
T S 2x2(HB)
802.3at
(POE+) 8 2Xx2 4x4(FB) 2Xx2 2 x 1 Gig - 25.5W
(Tri Radio Mode)
802.3af _
d 3 BB AVE FB: Full Band
© 2025 Cisco and/or its affiliates. All rights reserved. POE+ -t :E)Ej‘]{/E LJ i 3_75 t riﬁbb %J BE é h i 3_ LB UN”‘1 y UN”_2 lz:lllslélt;.

HB: UNII-2E, UNII-3



Wi-Fi 7 AP {it#4%

ENEERFA MY — LA

f 4 N
UPoE (802.3bt) UPoE (802.3bt) UPoE (802.3bt)
2x2 - 6 GHz 4x4 - 6 GHz 4x4 - 6 GHz
2x2 - 5 GHz 4x4 - 5 GHz 4x4 - 5 GHz (LB)
2x2 - 2.4 GHz 4x4 - 2.4 GHz iii - g f"éZH(ZHB)
2.5G Ethernet 10G - Ethernet 10Gx2 - Ethernet
+ PoE+ (802.3at
PoE+ (802.3at) ( ) PoE+ (802.3a1)
2x2 - 6 GHz 4x4 - 6 GHz 2x2 - 6 GHz
2x2-5GHz OR 4x4 - 5 GHz 4x4 - 5 GHz 2x2 - 5 GHz (LB) 2x2 - 6 GHz
2x2 - 2.4 GHz 2x2 - 2.4 GHz 2x2 - 2.4 GHz 2x2 - 5 GHz (HB) 4x4 - 5 GHz
2.5G Ethernet 2.5G Ethernet 2.5G - Ethernet 2x2 - 2.4 GHz 2x2 - 2.4 GHz
2.5Gx2- Ethernet 1G - Ethernet
\_ J q Y,

EEIANY—ABUIZWZESHELY + Ethernet HIRWLWAHE LY
PoE XA v FDEAEEES] & FHER
st s . BATEAT 7 A L EREL TRBELISEEE ILHTRET 2188655 i
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Power Profile Type Fixed AP Power Save Mode E::3y)
Interface Y Interface ID Y Parameter Y Parameter Value Status
Ethernet GigabitEthernetO Speed 2500 MBPS Fixed Policy
Ethernet GigabitEthernet1 Speed 2500 MBPS Fixed Policy
Radio 2.4 GHz Spatial Stream 2x2 Fixed Policy
Radio 5 GHz Spatial Stream 4x4 Fixed Policy
Radio Secondary 5 GHz State Disabled Fixed Policy
Radio 6 GHz Spatial Stream 2x2 Fixed Policy
USB USB 0 State Disabled Fixed Policy

1 | 10 v

Power Profile Type Regular AP Power Save Mode E::3)]

BEOEAZIO771IL C9136-PoEplus &

BEAIO7 74V ATF—4 X Success
Interface Y Interface ID Y Parameter Y Parameter Value Status
USB USB 0 State Disabled Success
Ethernet GigabitEthernet0 Speed 1000 MBPS Success
Ethernet GigabitEthernet1 Speed 100 MBPS Success
Radio 6 GHz Spatial Stream 4x4 Success
Radio 5 GHz Spatial Stream 4x4 Success
Radio 2.4 GHz State Disabled Success
Radio Secondary 5 GHz State Disabled Success

© 2025 Cisco and/or its affiliates. All rights reserved.

( Fixed Power Profile)

V2AAEBEDOEHA7O7 714
6 GHz 7V T+h 2x2 ICEHIRESh TL\S

User Defined
Power Profile

IERHEEZY Yy YOV LIED
MREEZE LD TES
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Cisco Catalyst 9800 Wireless Controller Di5&

IOS XE 17.15.x |IOS XE 17.18.x
{ 4’ 0—J\JL T ON/OFF & 11be B 7E SSID & & t:iikﬁ%ﬁﬁb“ﬁlﬁﬁ}
L1 VTARED . X1 VT 4RED
B2 1 Wi-Fi 7 A 11be 27 Wi-Fi 7 OBHICES URWED
BEFTVIRL 11be E— v ZEHE 1L
AP NEBAE—RDEE MLO AP HEBAE—RTY
MLO AE{EL 7 Ly MLO % FI|FAr]gE

T1be T1ax

— ———

Q) = > (O &=

T11ax

T1be 11ax
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Wi-Fi 7 D458E%
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4K QAM
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Wi-Fi 7 DR - Fy RXILIRVY T4V

Preamble Puncturing

Preamble Puncturing 7=/ 80 MHz 1ELL_E D
FyYRILRYT 4 VT DR
(Y Y Y YV VYV e
] FEhhiGTWFv XL - :
T3453E F v RIUIR Allowed Puncturing
80 MHz 20 MHz
Preamble Puncturing 77 U 160 MHz 20 or 40 MHz
320 MHz 40 or 80 MHz (or)

. 40 + 80 MHz

TR
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Wi-Fi 7 %5 - 4K QAM

#17=1C 4096QAM Z T 7R— b

_JxL—&(O)lﬁiﬁﬁf{ T%%)J:')L_j&jfg_ 1024QAM
(=12 VRILHI=D DIFFHRENIEZ 1) 256QAM

64QAM
QPSK
4096QAM [ (2 L) SNR HLDIEEHHE
- =] A BPSK
4-QAM ' i 16-QAM ‘ ‘ 64-QAM ‘ ‘ 256-QAM 1024-QAM 4096-QAM
I - sssssssesnssowes ssssasserssassadheaneses
ol o HEE R R R R RR s eenneonaneans | | iiiisinisisisisesssast
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’ EEREBNET | qeeasesepevensns | Ol sEtisss
R | T SEOERHBNOPEEEEN sosnsens . 133
. . AN IS SR Jeesensassesnnenn | |iEHIIIINE
| o & o e gk [ X R X XXX EIEX) e =‘n|
EHERSENES sesssvessnesensyw | | HIEIIIIININE
s e SERReRISIORNSIOONS Sssscsseases tH
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R e ks PRGBS LTIBREIPESIS eee sosssesnsisanssen
1 EEREEEEN :-OQ’#O‘O‘OQOIQQQQ. sstesces sasls $H sece
af ap ok o o R R | I teSeRessessnsene | i3 AT
| EHEEEE R errensenesease | | aiinifisini
1 05 0 05 1 1 05 0 05 1 1 05 0 05 1 1 05 0 05 4 - 05 0 05 1 - 05 0 05 1

Wi-Fia Wi-Fi5 Wi-Fi6 Wi-Fi7
2bit 4bit 6bit 8bit 10bit 12bit
= 438D = 16:@D = 643D = 2563 D = 102439 = 4096 18D
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Wi-Fi 7 O45# - Multi-Link Operation (MLO)
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Wi-Fi 7 O45# - Multi-Link Operation (MLO)

Wi-Fi 7: Multi-Link Operation (MLO)

MLD: Multi Link Device

A A

TIEAIRAY N
(AP MLD)

G U AP OERTF v RILICEFZEHTEET
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|

B4 TV N
(Non-AP MLD)
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Wi-Fi 7 O45# - Multi-Link Operation (MLO)

MLO $1{EE— K D—3p
g MLO EMLSR A
Enhanced Multi-Link Single-Radio

@ e
5GHz .6GH2 5GHz .DGGHZ

TEUCER VIICRETINDEZ

o= == M4 AN
. TEMEHF L )

-

MLO MLMR STA
Multi-Link Multi-Radio

4 ﬁ N
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Wi-Fi 7 O%# - Multi-Link Operation (MLO)

MLO & SLO DO%REH:

MLMR-STR TODER

© 2025 Cisco and/or its affiliates. All rights reserved.
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9178 MLO vs SLO 6Ghz/80Mhz+5Ghz/40Mhz

Baseline
B [ atency SLO 3
e Latency MLO 3
e Throughput SLO 0
e Throughput MLO 0

I | atency SLO

500 1000
3 9
- -
485 862
486 966

TCP Load (Mbps)

o Latency MLO === Throughput SLO

1500
20
10

971

1299

e Throughput MLO

25

20

15

10

Latency (ms)
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Wi-Fi 7 Q%5 - Multi-RU

Multiple Resource Unit (MRU)

D 1 —F ALV N

-UserO
3-‘]’-\"’37": RU ‘:%_gggﬁﬁ% User 1
NS SEoY el AV~ A

wers | FO B R [ 13—y
RU MBI UL T—FZzEHE 5N

Wi-Fi 7 RU \LRU\I RU V RU — 1:\’?_-‘7&@7_:_9& - -
User 1 ser 1\| User 2 User 3 *gé&ﬂﬁld) RU ‘:%}Zﬁbn% cj: >) ‘:

RUARSBNESF—4EHEZ T EATE
F v %)% & RN ICEELFIATE S
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Wi-Fi 7 O45# - Compressed Block Ack

512 Compressed Block Ack

Block Ack 7L —A%=KIRT B —4 VR

Wi-Fi 6/6E ADDBA Request
« 1DO7L—ADHI|C N |
Bk 256 D MPDU % &#] [ Aok ———| Setup
 ADDBA Response —

« ExK 256 {@ ® MPDU (XL T
12D® Block Ack 7L—ATIEETZE 5

Data & Block Ack

WI-FI 7 1207 L—ADH(C BlockAckReq
&K 512 {Ed MPDU % &# BlockACK
ENEEEEEEER
° HX s T D
120 Block Ack 7L —ATIHETE S T% ear own
Sender Receiver

I —IN—~ vy KDHIRE
S7—YL—MCBIFTBEE/NT A=V ADMA_L

© 2025 Cisco and/or its affiliates. All rights reserved.
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Wi-Fi 6E 2

-

\_

WPA3
Personal/Enterprise
Enhanced Open H'WA 7B

~

J

ETCDEFAVFTA4E

6E

1/-

4 )
PMF
(Protected Management Frame)
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Wi-Fi7 OtF* 17571 Ef

-

\_

WPA3
Personal/Enterprise
Enhanced Open H 7B

~

J

55 {L A DILR
(GCMP256)

4 )
PMF
(Protected Management Frame)
by
\_ J
4 )
WPA3 Personal T
# L LY AKM @ R—
\ J

[ Beacon Protection ]
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Beacon Protection

AT

Y F v %TWAP OE—J V% {RET Z1#EM
(«l»)

WPA3 4 Way Handshake I

Beacon [IEs, MIC]

Channel A

M3: [Beacon Integrity Key] [MIC]

Beacon [IEs, MIC1]

Channel B @

KNEBENE—DAVZEHELTHRANTES

IEs: Information Elements
MIC: Message Integrity Code

0 h
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)74 BHEE
IS LAN £ 1) 7« BEfE
Reference
Wi-Fi 5 (Legacy) Wi-Fi 6 Wi-Fi 6E (6 GHz2) Wi-Fi 7
Open Open Open Enhanced Open Enhanced Open
(OWE H7R— k A4 7E) (AKM: OWE) (AKM: OWE)
(Cipher: CCMP128) (Cipher: CCMP128 and GCMP256)
Personal WPA1, WPA2, WPA3 WPA2, WPA3 Transition WPA3, PMF W78 WPA3, PMF W78
Transition
WPA3, PMF (gAY 3y (AKM: SAE, FT+SAE) (AKM: SAE-EXT-KEY, FT-SAE-EXT-KEY)
WPA3. PMF 473 3 v (Cipher: CCMP128 or AES) (Cipher: CCMP128 and GCMP256)
’ (WPA2 AKM: PSK, FT+PSK, PSK (SHA-
256))
(WPA3 AKM: SAE, FT+SAE)
(Cipher: CCMP128 or AES)
Enterprise | WPA1/WPA2/WPA3 WPA2/WPA3 Transition WPA3, PMF @78 WPA3, PMF @78
Transition
WPA3-dot1x (Enterprise), (AKM: FT+802.1x, 802.1x-SHA256,  (AKM: FT+802.1x, 802.1x-SHA256,
PR 802.1x-SuiteB) 802.1x-SuiteB)
WPA3-dot1x, PMF (& PMF A7 >3y (Ciph;(r: CUCI)MP128, GCMP128 & (Ciphexr: (;JéMP‘I28, GCMP128 &
A7ay GCMP256) )
(AKM 802.1x, FT+802.1x & 802.1x-
SHA256, 802.1x-SuiteB)
(Cipher: AES, CCMP 128, GCMP128
GCMP256)

. ) . . afradn
© 2025 Cisco and/or its affiliates. All rights reserved. Note: All devices since 2018 are required to support WPA3, regardless of generation cisco



Wi-Fi 7[C8 772 SSID 7491

4 )
All-in X1 VT AEBEE

| BESCRRMTEBL. WPA2 > WPA3 [CZEE T % )

4 )
Multiple SSID Bf&F® SSID [3ZDFE X
JLESTIL Wi-Fi 7 FH®D SSID ## U< £ %

. J

4 )
One SSID BROEX1 VT4 ZHAT B=0IC

(BFHYICi®ING 2725 ... Transition Mode DERE% T 5
\ J




Wi-Fi 7[C8 772 SSID 7491

(" )
All-In X1V T48REZ
| sEo<mEEmTEAL.. WPA2 ) WPAS [CEET S )
* SSID DEAUEZ 7L « WPA3 / PMF K33 &HD
RO EEREEERTICED T ARED SR

Rbtxa17



Wi-Fi 7[C8 772 SSID 7491

4 )
Multiple SSID Bf%F® SSID 2D F %
JLESTIL Wi-Fi 7 FH®D SSID ##H LK £ %

\_ _J

)

* WPA3 / PMF KX IHD 7T /N1 A Z « BEICKE®D SSID Z[LE L TWBIEES
B0 SSID &L\ S HBEHARICEEIDE

cFTUWTINA R EEF 2 7 RIREA
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Wi-Fi 7[C8 772 SSID 7491

\

4 ~
One SSID BEOLEFaV T4 Z2HATBLHIC
IRSFHIICiBIRG 324 5...  Transition Mode DERE%® 9 %

_J

)

« SSID O Z=IEP I T

#IB7T /N RICRXI I TE S

« WPA2 F/\A ZADH|ZIE
R TERWBONHSOEEEDLH S

* Wi-Fi 6E TIEZEL =B &LV T
Wi-Fi 7 Transition Mode T
EHB LIRS L

X UTFTABEZmEIKEN
T AP EDRBREISEENVE
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Wi-Fi 7[C8 772 SSID 7491

4 )
All-in X1 VT AEBEE

| BESCRRMTEBL. WPA2 > WPA3 [CZEE T % )

4 )
Multiple SSID Bf&F® SSID [3ZDFE X
JLESTIL Wi-Fi 7 FH®D SSID ## U< £ %

. J

4 )
One SSID BROEX1 VT4 ZHAT B=0IC

(BFHYICi®ING 2725 ... Transition Mode DERE% T 5
\ J




WPA3 Personal for Wi-Fi 7

Catalyst

Layer2 Layer3 AAA

O WPA + WPA2

MAC Filtering O

Lobby Admin Access O

WPA Parameters

WPA Policy O WPA2 Policy O
GTK Randomize () WPAS3 Policy
Transition Disable () Beacon Protection

WPA2/WPA3 Encryption

[ AEs(ccmpi2s) | comp2se 0
GCMP128 0O | aompass |

Protected Management Frame

[ PMF Required v ]

Association Comeback Timer* 1

SA Query Time* 200

General Security Advanced Add To Policy Tags

O WPA2 + WPA3 ® WPA3

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

O None

Enabled v
O

20

FT + 802.1X O 802.1X-SHA256 ()
SUITEB192-1X (O OWE O
SAE FT + SAE
[ SAE-EXT-KEY FT + SAE-EXT-KEY

|

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

1500

5

400

L2 Security:
« WPA3
e« Beacon Protection

WPA3 Encryption:
« AES (CCMP128) + GCMP256

Fast Transition:
s WATIERWINEGLZHE

X SAE DR )L T XAH PSK KD EML -

AKM (Auth Key Mgmt):
« SAE + SAE-EXT-KEY

PMF (pProtected Management Frame).
* Required

© 2025 Cisco and/or its affiliates. All rights reserved.

Wi-Fi 6 / 6E / Wi-Fi 7 &%
LEERHOFR U WD S5 A 77 > b AMERER] BE
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WPA3 Enterprise for Wi-Fi 7

Catalyst

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3

MAC Filtering ]

Lobby Admin Access  OJ

WPA Parameters

Add To Policy Tags

® WPA3

WPA Policy O WPA2 Policy O

GTK Randomize O WPA3 Policy

Transition Disable  (J Beacon Protection
WPA2/WPA3 Encryption

[ AEs(compi2s) | compzse .

GCMP128 O GCMP256 O

Protected Management Frame

[ PMF Required v ]
Association Comeback Timer* 1
SA Query Time* 200

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

O None

Enabled
0

20

v

[ FT+802.1x 802.1X-SHA256 ]
OWE O  SAE 0
FT + SAE O SAE-EXT-KEY @)

FT + SAE-EXT-KEY (O

L2 Security:
« WPA3
e« Beacon Protection

WPA3 Encryption:
« AES (CCMP128)

Fast Transition:
s WATIERWINEGLZHE

AKM (Auth Key Mgmt):
« 802.1X

PMF (pProtected Management Frame).
* Required

© 2025 Cisco and/or its affiliates. All rights reserved.

¥ Wi-Fi 7 ICBR(CHEHLT (2 (E GCMP256 LAMICU A ITRIER D TBAN

BIEAaTEATYavikRNTY
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OWE for Wi-Fi 7

Catalyst

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3

MAC Filtering O

Lobby Admin Access (]

WPA Parameters

WPA Policy ()] WPA?2 Policy O
GTKRandomize (O [ WPA3 Policy
Transition Disable  (J Beacon Protection

WPA2/WPA3 Encryption

[ AES(CCMP128) CCMP256 O
GCMP128 O GCMP256 ]

Protected Management Frame

PMF Required v
Association Comeback Timer* 1
QA Nnienvy Tima* 200 ‘

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

FT +802.1X 0O
SUITEB192-1X (O
SAE 0O
SAE-EXT-KEY O

Transition Mode WLAN ID

O None

| Disabled

@]

20

802.1X-SHA256 (O
[ OWE ]
FT + SAE 0O

FT + SAE-EXT-KEY (O

o

L2 Security:
« WPA3
e« Beacon Protection

WPA3 Encryption:
« AES (CCMP128) + GCMP256

AKM (Auth Key Mgmt):
« OWE

PMF (pProtected Management Frame).
* Required

© 2025 Cisco and/or its affiliates. All rights reserved.
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Meraki DS

WPA3 Personal WPA3 Enterprise

] . . - " = =
O Passwor | | O Enterprise with Meraki T WPA3 Enterprise % ff> (3
Users must enter this key to associate: @ my RADIUS server v E ﬁJI]U) RAD|US ‘U’—/\"t)“"\ﬁ
e0cccc0e @ User credentials are validated with 802.1X at association time
WPA encryption @ | WPA3 only ~ I WPA encryption @ WPA3 only ¥
802.11w 6@ Enabled (allow unsupported clients) 802.11w @ Enabled (allow unsupported clients)

o Required (reject unsupported clients) O Required (reject unsupported clients)

Disabled (never use) Disabled (never use)

Mandatory DHCP Enabled Pisabled Mandatory DHCP Enabled Disabled

Local Auth Fallback @

Advanced WPA3 settings (Cipher and AKM suite settings) v Enabled Disabled
WPA3 Cipher Suite b4 GCMP 256 '
P Advanced WPA3 settlngs (Cipher and AKM suite settings) v
WPA3 AKM Suite
WPA3 Cipher Suite GCMP 256
Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi
7) mode. Please refer to documentation for more details. 7) mode. Please refer to documentation for more details.

WPA3 ZEIRL T
© 2025 cisco snaror s arees arisns esenves. A VANCEA WPA3 settings [CF v I Z2AND T e’



Meraki DS

WPA3 OWE

O Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

WPA encryption @ WPA3 only ~

802.11w 6@ Enabled (allow unsupported clients)

O Required (reject unsupported clients)

Disabled (never use)
Mandatory DHCP Enabled Disabled
Advanced WPA3 settings  (cipher and AkM suite settings) v
WPA3 Cipher Suite GCMP 256

Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi
7) mode. Please refer to documentation for more details.

WPA3 #ZEIRL T
© 2025 Cisco and/or its affiliates. All rights reserved. Adva nced WPA3 Settl ngS (: a: I “/ 7 % /-\:h, %) 7:-.;: l-j' "clllsl::lc;'



Wi-Fi 6E, Wi-Fi 7IC& (77 SSID 751~

4 )
All-in X1 UTFAREE

| BESCRRMTEBL. WPA2 > WPA3 [CZEE T % )

4 )
Multiple SSID Bf%F® SSID 3ZDFE X
JLE2T)L Wi-Fi 6E/7 FH®D SSID ## L < %

. J

4 )
One SSID BROEX1 VT4 ZHAT B=0IC

(BFHYICi®ING 2725 ... Transition Mode DERE% T 5
\ J




WPA3 Personal: Transition Mode

Catalyst

General  Security  Advanced  Add To Policy Tags L2 Security:

Layer2 Layer3  AAA « WPA2 + WPA3
ovmnawmrs | ®weazswoms O wons P p— « Beacon Protection
MAC Filtering O

WPA3 Encryption:
Lobby Admin Access D o AES (CCMP1 28) + GCMP256

WPA Parameters Fast Transition

WPA Policy O WPA2 Policy Status | Enabled v .
GTK Randomize () | WPA3 Policy ] o AKM (Auth Key Mgmt):
Transition Disable  (J on Protection () Overthe DS ° PS K + SAE + SAE - EXT_ KEY
Reassociation Timeout * ‘ 20 ‘
WPA2/WPA3 Encryption R —
[ Aes(ccmpi2s) | compase O PMF (Protected Management Frame):
GCMP128 O [ acme2se | Auth Key Mgmt (AKM) R Optional
802.1X O FT + 802.1X O
Protected Management Frame 802.1X-SHA256 (O SUITEB192-1X O
CCKM 0 |psk G|
[PMF Optional v ] FT + PSK ] PSK-SHA256 O
. - D SAE FT + SAE A A
ssociation Comeback Timer ! ‘ SAE-EXT-KEY FT + SAE-EXT-KEY ] Wi-Fi 6 / 6E / Wi-Fi 7 % ’é\{}
] ) — Ay kv - G v ) L
SA Query Time* 200 ‘ Anti Clogging Threshold* 1500 ttiﬁm*ﬁ L/ ll\ 7 7 ,r 7 y I\ b\?il \}bm Hb
Max Retries* 5
Retransmit Timeout* 400
© 20 PSK Format ASCII v alaln
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Transition Mode #E B ® Beacon Frame

Wi-Fi 6E (WPA2+WPA3 Transition Mode)

PSK + SAE

v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) PSK 00:0f:ac (Ieee 802.11) SAE (SHA256)
> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) PSK

> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) SAE (SHA256)

Wi-Fi 7 (WPA2+WPA3 Transition Mode)
PSK + SAE + SAE-EXT

v Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) PSK 00:0f:ac (Ieee 802.11) SAE (SHA256) 00:0f:ac (Ieee 802.11) SAE (GROUP-DEPEND)
> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) PSK

> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) SAE (SHA256)
> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) SAE (GROUP-DEPEND)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco



WPA3 Enterprise: Transition Mode

Catalyst

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2

@ WPA2 + WPA3

MAC Filtering O

Lobby Admin Access (]

WPA Parameters

WPA Policy O
GTK Randomize O
Transition Disable  (J

WPA2/WPAS3 Encryption

[ AES(CCMP128) ) ]
GCMP128 O

WPA2 Policy
WPA3 Policy
Beacon Protection
CCMP256 O
GCMP256 0

Protected Management Frame

Add To Policy Tags

O WPA3

PMF Required
Association Comeback Timer* 1
SA Query Time* 200

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

|

802.1X
802.1X-SHA256
PSK @)
PSK-SHA256 )
FT + SAE )

FT + SAE-EXT-KEY (O

O None

Disabled
O

20

FT + 802.1X
CCKM

FT + PSK
SAE
SAE-EXT-KEY

O000O0o

© 2025 Cisco and/or its affiliates. All rights reserved.

L2 Security:
- WPA2 + WPA3
e« Beacon Protection

WPA3 Encryption:
« AES (CCMP128)

AKM (Auth Key Mgmt):
« 802.1X

PMF (pProtected Management Frame).
* Required

¥ Wi-Fi 7 [CBZRCHENLT 2 (21 GCMP256 HAMICU A ITNIEE D FEAN
BRFRTIIWERGFTIEIHD ZTEA

¥ GCMP256 % fE 5154 (d 802.1x-SuiteB OFZENNETI A,
Z M & = Fast Transition ##EMIC LA ITNIEERD £FHEA (I0S XE 17.18.1)
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Meraki DS

WPA3 Personal: Transition Mode WPAS3 Enterprise: Transition Mode

O Password

Users must enter this key to associate: @

O Enterprise with Meraki T WPAS3 Enterprise % &> (%

my RADIUS server ~ Bai1d RADIUS H—/\HANE

User credentials are validated with 802.1X at association time

cessscee @

WPA encryption @ WPA encryption @

[ WPA3 Transition Mode ¥ ] [ WPA3 Transition Mode ¥ ]

802.11r ©® © Enabled 802.11r & O Enabled
Adaptive Adaptive
Disabled Disabled
8021w © [ © Enabled (allow unsupported clients)] 802.11w © [ © Enabled (allow unsupported clients) ]

Required (reject unsupported clients) Required (reject unsupported clients)

Disabled (never use) Disabled (never use)

Mandatory DHCP Enabled Mandatory DHCP Enabled
Local Auth Fallback &

. Enabled Disabled
Advanced WPA3 settings  (cipher and AkM suite settings) v
i i b4 CGCMP 256 =
WPA3 Clpher Suite . Advanced WPA3 Set“ngs (Cipher and AKM suite settings) v
WPA3 AKM Suite SAE
Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode.

Please refer to documentation for more details. Please refer to documentation for more details.

WPA3 ZiEIRL T o
© 2025 Cisco and/or its affiliates. All rights reserved. Advanced WPA3 SettlngS ‘:a‘_ T ‘y 7 %]\h%} 7-‘__;: ".j- cisco



Wi-Fi 7 ZREEDEXE




Wi-Fi 7 DINT A —45E%7E

)

320 MHz 1iF (6 GHz)

Preamble puncturing

afradn
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FrRXIVIKVYT 4V TTRD

RX AE

Preamble Puncturing (Cld SOMHz L EDF ¥ XILIRY T4 VT BN E

Catalyst: Tags & Profiles > RF/Radio > default-rf-profile-6ghz

Configuration~ > Tags & Profiles~ > RF/Radiq
Edit RF Profile x

RF

Oo0oo0ooooo
0000000

Radio

State

Y RF Profile Name
default-rf-profile-6ghz
Low_Client_Density_rf_5gh
High_Client_Density_rf_5gh
Low_Client_Density_rf_24gh
High_Client_Density_rf_24gh
Typical_Client_Density_rf_5gh

Typical_Client_Density_rf_24gh

1 \;100v

General 802.11

General Coverage

A If PSC Enforcement is disabled, Make sure 6GHz capable APs have active WLANSs on the 2.4GHz or 5GHz band for

RRM

TPC

Dynamic Channel Assignment

Avoid AP Foreign AP Interference

DBS Channel Width

DCA Channels

PSC Enforcement

PSC Channel List

Client Network Preference

Advanced

DCA

802.11ax 802.11be

faster 6GHz discovery

Min! 20 MHz v |

@ s (3]
B2 Q20 @33
B sz @s7
@7 G777 Os

5,21,37,53,69,85

Default v ‘

Max

@13
@37
De1
@ss

80 MHz v |

20 MHz
40 MHz
160 MHz
320 MHz

RYT4 VT %HAT 550  ZKIE%ZE

k3
it

=K 320 MHz I§EX T

Edit RF Profile

General 802.11

Preamble Puncturing

RRM

Advanced 802.11ax 802.11be

02100

© 2025 Cisco and/or its affiliates. All rights reserved.
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Preamble Puncturing Z &1t
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Meraki: Radio Settings > RF Profile

FrRILIRY T 4V TIEDEEE

Preamble Puncturing (Cld SOMHz L EDF ¥ XILIRY T4 VT BN E

Turn off 6 GHz radio

Channel width

| Auto Manual

Manual 6 GHz channel width

6 GHz radio settings

See band selection above.

BRI
Auto TR\

Disable auto channel width by manually selecting a channel width for the access points in this profile.

20 MHz (24 channels)

Recommended for High Density deployments and environments expected
to encounter DFS events. More unique channels available, reducing chance
of interference.

40 MHz (12 channels)

For low to medium density deployments.

O 80 MHz (6 channels)

For low density areas with few or zero neighboring networks. Higher
bandwidth and data rates for modern devices. Increases risk of interference
problems.

160 MHz (3 channels)

Wider channel width will allow higher client throughput but validate if the
client device supports 160MHz as this is may not be supported by client
devices.

320 MHz (1 channels)

Access points that do not support Wi-Fi 7 will use their maximum supported
channel width.

Meraki Tl 11be AEMICKE B &

Preamble puncturing L BEITEMICHED X9

FETHRYT 4V Tla%E
IEET BT EHOEE

© 2025 Cisco and/or its affiliates. All rights reserved.
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Wi-Fi 7 DINZ AXA—%

Kz
)

Multi-RU

alfbal e
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OFDMA Multi

Catalyst
2.4/5 GHz:

Tags & Profile > 802.11be > 11be profile DT

Configuration~ > Tags & Profiles~ > 802.11b

O  802.11be Profile Name
O  default-dot11be-profile

<« <1 » 100 v ems per pag

Edit 802.11be Profile

Profile Name*

Description

OFDMA Downlink

OFDMA Uplink

MU-MIMO Downlink

MU-MIMO Uplink

RU =831t

L=
S AE

6 GHz:

Tags & Profile > Multi BSSID > Multi BSSID profile @ T

‘ default-dot11be-profile

o
3
[N
=%
=
e ]
o
0
o
(0]
g
(o]
E:
(0]

enasLeD ()

enasleD ()

[ OFDMA Multi-RU

—/

MLO Group

Primary 2.4GHz

Primary 5GHz

Secondary 5GHz

Primary 6GHz

enasLeD ()

2 2 z
& s &
- — [y
5 3 5
[ | | [ |

enasLeD ()

@ o'sesLED

enasLeD [

© 2025 Cisco and/or its affiliates. All rights reserved.

L
X

E

Configuration~ > Tags & Profiles | RallUNECSI PRl

Configuring A

Selected Rows : 0

(O Multi BSSID Profile Name

O default-multi-bssid-profile

< <« 1 > 100

Name*

Description

Target Waketime

TWT Broadcast Support

802.11ax

OFDMA Downlink

OFDMA Uplink

MU-MIMO Downlink

MU-MIMO Uplink

802.11be

OFDMA Downlink

OFDMA Uplink

MU-MIMO Downlink

MU-MIMO Uplink

‘ default-multi-bssid-profile

m) (m) (m) (m m) (m) (m) (m
zl |z| |z2| |2 zl |z |z| |2 ..O
s8] |3 |8 sl s [5] |5 3
o |@| || | | |@| |@| | @ )
2|2 |z B 2l 2Bl |2 o| |g| | &
m| [m| |m|[ |m m| [m| |m|[ |m ol |la] | &
o| |o| |o| |o o| |o| |o| |o > | ®
| |@| | 3
el el |
m|l |m| | &
aee e [ R JR( Jm( | 5] 18 |5
@
@,
Q
g
el
=
o

[ OFDMA Multi-RU

m
z
s
@
2
m
o
N
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) £ /A () — ]
320 MHz il (6 GHz) 4K QAM
MLO
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T R S
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802.11be ZBMICT S

Catalyst: Radio Configuration > High Throughput > 2.4/5/6 GHz Band

Configuration~ > Radio Configurations~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

A 6 GHz Network is operational. Configuring High Throughput will result in loss of ;
p guring Hig ghp [ Apply

connectivity of clients.

11ax

Vv 11be

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here.

[Enab[eﬂbe ] Select All

AP @ radio )t yhrENBDTEE

Configuring High Throughput Parameters will result in loss of connectivity of all clients
across 802.11be enabled radios of the APs

© 2025 Cisco and/or its affiliates. All rights reserved.

Configuration~ > Radio Configurations ~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

Vv 11be

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here

[ Enable 11be ] Select Al

Configuration~ > Radio Configurations ~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

Vv 11be

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here.

[ Enable 11be ] Select All

&£)\> KT 11be % enable

afradn
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802.11be ZBMICT S

Meraki: Radio Settings > RF Profile

P
£TD SSID A 11be EMTH ZIES

11be ZBMICTE S

SSID 1 SSID 2
11be ready 11be ready

802.11be off

Enable 802.11be on supported APs.

XN

N

o]

MR 31.1.8
Released Sep 2, 2025

—ERD SSID A* 11be ITEHL TVWRWNES
T1be (FFEZ 70

SSID 1 SSID 2 SSID 4
11be ready 11be ready legacy security

~

802.11be off

A Wi-Fi7 cannot be enabled because following SSIDs do not meet the security requirements:

SSID 4 - Legacy SSID

Please check documentation for more details.

Enable 802.11be on supported APs.

© 2025 Cisco and/or its affiliates. All rights reserved.
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802.11be ZBMICT S

Meraki: Radio Settings > RF Profile

MR 32.1.4
Released Oct 1, 2025

-

802.11be

oo [ stogm S o SSID 1-4 Group Y —7HTEME SSID ¢
) £7T 11be EWDIHFE
SSID Group O 802.11be SSID 1 SSID 3
> SSID#1-4 @ [ 11be ready ] [ 11be ready ] '
> SSID#5-8 [ SSID 2 J %® SSID 7 )L—7& Q
> SSID#9-12 a» L 11be ready 11be EW\/‘:T%%
> SSID#13-15 »
-
MR32.1.4 (2025/11/25 ¥R Beta i) Tl SSID 5-8 Group JIL—7RIC11be JEXEEHLD SSID A
SSID Group BT 11be % E&ERAEIC 1DTHEMMELENTNBZIHE
[ SSID 5 ] [ SSID 7 ]
11be ready 11ax -
[ SSID 6 ] Z® SSID JIL—71&
. 11ax 11be ZEETERL (A7)

afradn
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Appendix:
Wi-Fi 7 Client Detail




Wi-Fi 7 Client Detall

CLIENTS

Overview

Status
Location Status
SSID

Access point

Android «

Connections

“Z associated since Nov 24 16:03
unknown ©
Lab WiFi

cc:6e:2a:62:€9:d0

Splash N/A
~ )
Link O Signal |
51dB (channel 1, 2.4 GHz)
Link 1 Signal I
42dB (channel 100, 5 GHz)
Link 2 Signal I
L 46dB (channel 5, 6 GHz) )
Device type, [
oS
Capable Wi-Fi 802.11be - 2.4, 5, and 6 GHz, 802.11r
standards details

Performance

Health for the last 2 hours

No wireless
connectivity data in the
selected time period

100%

latency less
than 64ms

Applications

Usage for the last day + No usage
1b/s
0.75 b/s
0.5b/s
0.25 b/s
0b/s
18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00
e Ping »
Policy Network .
40 ms
Device policy:  normal + IPv4 address: 192.168.104.159 o
IPv6 address: :
Bandwidth: unlimited Loss rate: —

Layer 3 firewall: O rules
Layer 7 firewall: O rules
Traffic shaping: O rules

show details »

IPv6 address (link-local): fe80:0:0:0:51:37ff:.fec7:d94f

MAC address:

Link 0 MAC address:

Link 1 MAC address:

Link 2 MAC address:

02:51:37:¢7:d9:4f
02:51:37:¢7:d9:52
02:51:37:¢7:d9:51
02:51:37:¢7:d9:50

Average latency: -

© 2025 Cisco and/or its affiliates. All rights reserved.
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Wi-Fi 7 Client Detall

© 2025 Cisco and/or its affiliates. All rights reserved.

EoGRE

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Client Properties AP Properties Security Information Client Statistics QOS Properties
Performance Metrics & Multi-Link Capabilities
[ Enhanced Multi Link : EMLSR STR Capable : Yes ]
Client Stats Band : 2.4 GHz Band : 5 GHz Band : 6 GHz
AP Slot AP Slot 0 AP Slot 1 AP Slot 3
Station Link MAC Address be6c.cb45.6a34 be6c.cb45.6a33 be6c.cb45.6a32
BSSID f0d8.0555.c445 f0d8.0555.c44a f0d8.0555.c44d
Numbe.r of Bytes Received 0 0 531593521
from Client
Ngmber of Bytes Sent to 0 0 662633351
Client
Numben" of Packets Received 0 2 505116
from Client
Ngmber of Packets Sent to 0 4 574717
Client
Number of Data Retries 17988
Number of RTS Retries 0
Number of Tx Total Dropped
0 0 0
Packets
Number of Duplicate 0 0 0
Received Packets
Number of Decrypt Failed 0 0 0
Packets
Number of Mic Failured
Packets 0 0 0
Number of Mic Missing 0 0 0
Packets
Number of Policy Errors 0 0 0
Radio Signal Strength Unavailable -45 dBm -36 dBm
Indicator

afradn
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OTA Packet Sniffer

36 2.45651

A"

Cisco_55:c4:48 802.11 454 Beacon frame, SN=724, FN=0, Flags=...:::.

- IEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (352 bytes)
> Tag: SSID parameter set: "Labl"
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
Tag: Country Information: Country Code JP, Environment Global operating classes
Tag: TPC Report Transmit Power: 18 dBm
Tag: Extended Supported Rates SAE Hash to Element Only, [Mbit/sec]
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 34
RSN Version: 1
Group Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 2
Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) GCMP (256) 00:0f:ac (Ieee 802.11) AES (CCM)
> Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) GCMP (256)
> Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) SAE (SHA256) 00:0f:ac (Ieee 802.11) SAE (GROUP-DEPEND)
> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) SAE (SHA256)
> Auth Key Management (AKM) Suite: 00:0f:ac (Ieee 802.11) SAE (GROUP-DEPEND)
RSN Capabilities: 0x00e8
PMKID Count: @
PMKID List
> Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP (128)
Tag: QBSS Load Element 802.11e CCA Version
Tag: Multiple BSSID

afradn
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco



OTA Packet Sniffer

802.11be Beacon Frame 802.11ax Beacon Frame

-—— -

IEEE 802.11 Beacon frame, Flags: .:uussus- C

IEEE 802.11 Wireless Management

> Fixed parameters (12 bytes)

v Tagged parameters (328 bytes)

Tag: SSID parameter set: "Labl"

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/secl]
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code JP, Environment Global operating classes
Tag: TPC Report Transmit Power: 18 dBm

Tag: Extended Supported Rates SAE Hash to Element Only, [Mbit/sec]
Tag: RSN Information

Tag: QBSS Load Element 802.11e CCA Version

Tag: Multiple BSSID

Tag: RM Enabled Capabilities (5 octets)

Tag: Extended Capabilities (11 octets)

Tag: Tx Power Envelope

Tag: Tx Power Envelope

Tag: RSN eXtension (1 octet)

Ext Tag: HE Capabilities

Ext Tag: HE Operation

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

Ext Tag: HE 6 GHz Band Capabilities

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (44)

Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11)
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled

elope
: Reduced Neighbor Report
: RSN eXtension (1 octet)
Tag: HE Capabilities
Tag: HE Operation
Tag: Spatial Reuse Parameter Set
Tag: MU EDCA Parameter Set
Tag: HE 6 GHz Band Capabilities
Tag: Multi-Link (802.11be D3.0)
Ext Tag length: 15 (Tag len: 16)
Ext Tag Number: Multi-Link (802.11be D3.0) (107)
> Multi-Link Control: 0x01b@ Basic
v Common Info
Common Info Length: 13
MLD MAC Address: f2:d8:05:55:c4:50 (f2:d8:05:55:c4:50)
> Link ID subfield: 0x03
BSS Parameters Change Count: 1
> EML Capabilities: 0x4001, EMLSR Support
> MLD Capabilities: 0x0022
Basic STA Profile Count: @
Ext Tag: EHT Capabilities (802.11be D3.0)
Ext Tag: EHT Operation (802.11lbe D3.0)
Ext Tag: Multi-Link Traffic Indication (802.11be D3.0)

VvV V ¥V V V V V V V V V V V V V V V V V V V V.V

afradn
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco




OTA Packet Sniffer

802.11be Beacon Frame 802.11ax Beacon Frame

-—— -

IEEE 802.11 Beacon frame, Flags: .:uussus- C

IEEE 802.11 Wireless Management

> Fixed parameters (12 bytes)

v Tagged parameters (328 bytes)

Tag: SSID parameter set: "Labl"

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/secl]
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code JP, Environment Global operating classes
Tag: TPC Report Transmit Power: 18 dBm

Tag: Extended Supported Rates SAE Hash to Element Only, [Mbit/sec]
Tag: RSN Information

Tag: QBSS Load Element 802.11e CCA Version

Tag: Multiple BSSID

Tag: RM Enabled Capabilities (5 octets)

Tag: Extended Capabilities (11 octets)

Tag: Tx Power Envelope

Tag: Tx Power Envelope

Tag: RSN eXtension (1 octet)

Ext Tag: HE Capabilities

Ext Tag: HE Operation

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

Ext Tag: HE 6 GHz Band Capabilities

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (44)

Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11)
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled

elope
: Reduced Neighbor Report
: RSN eXtension (1 octet)
Tag: HE Capabilities
Tag: HE Operation
Tag: Spatial Reuse Parameter Set
Tag: MU EDCA Parameter Set
Tag: HE 6 GHz Band Capabilities
Tag: Multi-Link (802.11be D3.0)
Ext Tag length: 15 (Tag len: 16)
Ext Tag Number: Multi-Link (802.11be D3.0) (107)
> Multi-Link Control: 0x01b@ Basic
v Common Info
Common Info Length: 13
MLD MAC Address: f2:d8:05:55:c4:50 (f2:d8:05:55:c4:50)
> Link ID subfield: 0x03
BSS Parameters Change Count: 1
> EML Capabilities: 0x4001, EMLSR Support
> MLD Capabilities: 0x0022
Basic STA Profile Count: @
Ext Tag: EHT Capabilities (802.11be D3.0)
Ext Tag: EHT Operation (802.11lbe D3.0)
Ext Tag: Multi-Link Traffic Indication (802.11be D3.0)
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