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- 128bitZE127)LIUX /L = [RSA-3072] 1> [RSA-4096 |

» RSABESIZET —FUAIAMKREN - - -,
+ DKIMA'SD#/ZE [ DNS D UDP/Worw I~ (512 byte) | #l#Idn D

« YA INKEVERIC(E [TEMEREES/ECC] HYE

ﬁnternithngéneerizg Tgilg;orce (IETF) - kJN tevize :d)%”ﬁ:’\]b\
equest for Comments: aughannock Networks
Updates: 6376 September 2018 fﬁ§ L/(/\ .

Category: Standards Track
ISSN: 2070-1721

A New Cryptographic Signature Method for
DomainKeys Identified Mail (DKIM) EdDSA
. 3 —_— — =z
X ECDSATCRWWCE(OE=

Abstract

This document adds a new signing algorithm, Ed25519-SHA256, to
"DomainKeys Identified Mail (DKIM) Signatures" (REC 6376). DKIM
verifiers are required to implement this algorithm.

https://datatracker.ietf.org/doc/html/rfc8463
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RDETIEHEEZ B I =10 — hE=ETFETERK
— CRQC: Cryptographically Relevant Quantum Computer
BRI A 0BT A

BESniELE IRITEE S5 ZREh3 MENICEITIIRE | BEADOER | EX L LWk
BEF7ILITYUXL
1 B

HEHERES AES Grover's Alg T — R IRRMEE BR XE A BROMER/
. , E—— = o &= %) A
2 Simon’s Alg [EBRR R RE R E Y 327:_ S O ZE
3 NHEREES RSA Shor’s Alg = R % FEBIZKEL | PQCADFEIT
DSA/ECDSA Shor's Alg BRSO 2 E
PQC GRIR) £EER = IWiER L —

RITIES (CHE D LR EDOIRILE 1R DZFRIEREN L (CREITSD

—

BIRDBRNDKRFERR [PQC] NDFITEWNWDRN
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®F
Quantum cﬂmputers are prﬂgressing quick EH TOPICS ABOUT TOPIC WORKING GROUP DISCUSSION COMMU
demonstrations of quantum advantage within the next five years. Most experts

agreed in a poll that a quantum computer capable of breaking 2048-bit encryption is Countdown to

— 2d BEE BE BE BE

Years Days Hours Minutes Seconds

https://www.ibm.com/think/topics/quantum-safe-cryptography

Home > Research > Working Groups > Quantum-safe Security

https://cloudsecurityalliance.org/research/working-groups/quantum-safe-security/

The three new standards are built for the future. Quantum computing technology is developing rapidly, and
some experts predict that a device with the capability to break current encryption methods could

appear within a decade ~, threatening the security and privacy of individuals, organizations and entire
nations.

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
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THE WHITE HOUSE
National Security Memorandum on
Promoting United States Leadership in
Quantum Computing While Mitigating
Risks to Vulnerable Cryptographic

Systems

:mj » BRIEFING ROOM » STATEMENTS AND RELEASES

NATIONAL SECURITY MEMORANDUM/NSM-10

Administration The Record Briefing Room Visit Espanol MENU

|

Sec. 3. Mitigating the Risks to Encryption. (a) Any digital system that uses
existing public standards for public-key cryptography, or that is planning to
transition to such cryptography, could be vulnerable to an attack by a CRQC.

To mitigate this risk, the United States must prioritize the timely and

equitable transition of cryptographic systems to quantum-resistant

cryptography, with the goal of mitigating as much of the quantum risk as is

feasible by 2035.
and Technology (NIST) and the Director of the National Security Agency

(NSA), in their capacity as the National Manager for National Security

Systems (National Manager), are each developing technical standards for
quantum-resistant cryptography for their respective jurisdictions. The first

sets of these standards are expected to be released publicly by 2024.

Currently, the Director of the National Institute of Standards

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04 /national -security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
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« 2022FF9H NSA HEZ

(CNSA) # Ver 2.0(CE%r = CNSA 2.0(FMEF4E7/R77)LT
CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 LKL 2031 2032 ELEED

SARRNANANN

Software/firmware signing

Web browsers/servers and cloud services

5
Q

Traditional networking equipment
Operating systems

Niche equipment

Custom application and legacy equipment

+ Niche equipment (e.g., constrained devices, large public-key infrastructure
systems): support and prefer CNSA 2.0 by 2030, and exclusively use CNSA 2.0
by 2033.

ssx CNSA 2.0 added as an option and tested
mmmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year

DNSSECEPKIERSTA =2
EEZDONERES

TERECE T DHE

e — ©) '

GMOIxI kA S

B a T DICHDIES

) X I\NTHERK

CNSA: Commercial National Security Algorithm

2030~2033FF T
CNSA(CTEEBAT

<z >
- NHBEIES
ML-DSA (CRYSTALS-Dilithium)
ML-KEM (CRYSTALS-Kyber)
- HiEfRIES
AES-256, SHA-384/512
NI NI T 7EEH
XMSS, LMS

NSA [Announcing the Commercial National Security Algorithm Suite 2.0] &D

https://media.defense.gov/2025/May/30/2003728741/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS.PDF
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MNZAR(C KD PQCHEATIC E%ﬁﬂ‘@ N
(CEO 1414439 B{21ET (Amendment) DA

o« AU KA
« 2025F6H6

T Eerra me WHITE HOUSE n - SR—— —
PQCRSATIVYYUR  CISAIZ. PQCHIGHRLYA L FIFFIEE BUREZ#S EERZL
S BESHFIUOYUZRE180HLAIC  (December 1, 2025% Tlc 17) T DBRMIIHES
RETL. EMRNICEHRT S (fETE% Sec. 2(d) 4(F)(1))
(EO 14144 Sec. 4(f)(i))
e ERMEEH WEHFIUNUANCHBRENTHS  RLHIR EAGLE
SUSTAINING SELECT EFFORTS TO 90BELAIIC, AMBEEEYNTIVD (IEESTHIER) BHRAY 72 B8 B = R
HRREERICPQCHEEBRT S
’ (EO 14144 Sec. 4(f)(ii))
STRENGTHEN THE NATION’S CYBERSECURITY
AND AMENDING EXECUTIVE ORDER 13694 BRATIe  guroserasons v sems
PQCSRE 2 TPQCHISH RS R, PQCE  (BESTHEIR) BB 0D SR T 44 % 1S
AND E x El V E: ORDER 14144 FeldN\A 7Y R % ATREIRR D
BRICREKT B
(EO 14144 Sec. 4(f)(iii))
Executive Orders June §,2025
EFRiE - #E E¥H ENISTHERE OB - ERF SERHIER EXGEE
[T L. NISTE(LOPQCPILTU XL  (EESTHIER) ERRRPQCHEEEE %
ANOBTZRT L S90BURICHKE - &1k
By the authority vested in me as President by the Constitution and the laws of the United Bﬁ—_bfé" F
States of America, including the International Emergency Economic Powers Act (50 US.C. (EO 14144 Sec. 4(f)(iv))
1701 et seq.), the National Emergencies Act (50 US.C. 1601 et seq.), section 212(f) of the
Immigration and Nationality Act of 1952 (8 U.S.C. 1182(f)), and section 301 of title 3, United 3 ) 3 e 2
States Code, it s hereby ordered: TLS 1356 i NSS (EB5#) &IENSS (OMB) A% B UREZ S WL
203061528 £ TICTLS 1.3MUBADX  (EES Sec. 2(d) 4(F)(ii) TLSEA4 3855
Section 1. Amendments to Executive Order 14144. Executive Order 14144 of January 16, ]'T\J‘—T-{#:E 8/'2 %?i £
2025 (Strengthening and Promoting Innovation in the Nation's Cybersecurity), is hereby (EO 14144 Sec. 4(f)}(v))
amended by:
) , PQCEAERI BFIVE1—Y0OBRMECRQC (88 REURRE#S ZEERZL
(a) striking subsections 2(a)-(b) and redesignating subsections 2(c), 2(d), and 2(e) as BEEERFIVYE1—%) OFES. (ETES Sec. 2(d) 4()EH) HANASERERIIHE
subsections 2(a), 2(b), and 2(c), respectively; =
NSM-10ND E R
(b) striking the first sentence of subsection 2(e); (EO 14144 Sec. 4R)RH)

https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/
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« 20245F8H13H NISTHSFIPS 203/204/205 MMM XICAR SN

A

CRYSTALS- ML-KEM

Kyber (Module-Lattice-Based Key-Encapsulation Mechanism)
CRYSTALS- ML-DSA
Dilithium (Module-Lattice-Based Digital Signature Algorithm)

SPHINCS+ SLH-DSA
(Stateless Hash-Based Digital Signature Algorithm)

FALCON FN-DSA
(FFT (fast-Fourier transform) over NTRU-Lattice-Based Digital
Signature Algorithm)

HQC 77

- FIPS 203 ML-KEM (Kyber): https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
- FIPS 204 ML-DSA (Dilithium): https://nvipubs.nist.gov/nistpubs /fips/nist.fips.204.pdf
+ FIPS 205 SLH-DSA (SPHINCS+): https://nvipubs.nist.gov/nistpubs /fips/nist.fips.205.pdf

FIPS 203

FIPS 204

FIPS 205

FIPS 206
XKIBE, RREEFDL

FIPS 20X
X 2027TFEFE
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— 294X (byte)

=
—

B

7—_
_/[A\

S/ EH

NEEREES ML-KEM Module-L WER3SE 800 1,632 760
/KEM BIKE QC-MDPCHEDSDP % 1,540 280 1,572
Classic McEliece Gappaff=DSDP “oq 261,120 6,492 128
HQC Quasi-CyclefFS DSDP ‘ef;% 2,249 40 1,572
TYRIVEL  ML-DSA Module-LWEFRIZ& 1,312 2,528 2,420
FIN-DSA SISRISE °’if'°es 897 7,533 666
SLH-DSA Ny 2 B O EIRIR SRR 32 64 7,856

X 128bitZEHEEEXIRUIEBOT -5 14X
X KFE - fiREO>ROBE

5+l (&. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates

https://csrc.nist.gov/News/2022/pgc-candidates-to-be-standardized-and-round-4
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PQCPZIIAVUXLET—F YA XL (256bitZ21HY)

NFARES ML-KEM

/KEM BIKE
Classic MctEliece
HQC

TYRIVEY  ML-DSA
FN-DSA
SLH-DSA

Module-LWE & &
QC-MDPC# S D SDP “O0

Gappaff=DSDP “0
Quasi-Cycleff5DSDP R

S

Module-LWERI & . s
(‘/C
SISRIEE ;

~ s /= o0 9
Ny Y 2 BB OEERERME

GMOIxI kA S

F—2H3 414X (byte)

NEf7E Wz 52 E5X/EH
1,568 3,168 1,568
5,122 530 5,154

1,357,824 14,120 240
1,245 40 14,469
2,592 4,864 4,595
1,793 13,953 1,280

64 128 49,856

X 256bitZEBHZRREUZBROT -1 X
X KNF - fRAKE O ROBFE

i¥Hll(X. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates

https://csrc.nist.gov/News/2022/pqgc-candidates-to-be-standardized-and-round-4
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I PQCADBITICL B DNS / DNSSECT D (T ? GMOs R

VT8, IETFY°OARC45/X ETPQCRITICKADFEE T D LD ER(E
UTOXIDIREDOREFEITSNTLD,
 Fragmentation
« UDPDIEREIPT ST A FT—2 3 2 RiRE
- Key Rollover at Root/TLD
- #0O0—)LA—)\—DREZL

 Verification exhaustion
o BLZIREFIC KXDDoSKEMEDIRT

RDASA FEARETEHU SHfED TS CEfFx

G
>
<l



Fragmentation: UDPDIRREIPT ST A > F—3 3 D RJECMO ot

© SRRH:
« ML-DSADEBZL Y1 X (FUDPOHEERA/O— R X
(1232 bytes) Z#EEBLTULED
E/S)EB

Ve —
 IPISOAST—SINFETDE, T7ATIA—
JLC PU“JJE:W’LJ(D?<78§\D (DNS Flag Day 2020M#
17) . BRIFRROEFREMENMET 95
« FHER:
e TCPAD T A—)IL)\w OW3EFE L., DNSH—/NDUY —X

- —~ , 3 {88 7]
7‘3/%'\)9 |/’I/ J /\/iEj(%j:El <
<H# : 128bitL LY >
FRTSRS e
N WEg ES3/B4 x D .
NEREES  ML-KEM Module-L WEPSSE ure, 800 1,632 760 [Z515% : DNS Flag Day 2020]
/KEM BIKE QC-MDPCHEmSDP % 1,540 280 1,572

By C7- o DERY $HA T,

UDP & Fragmentation

Large DNSSEC Response
(>1500 bytes)

P

Reassembly

24 Failure
Standard UDP Packet

(~512-1472 bytes)

IP7 20 XA vT— a3 VIERT2BEEECEF 2T A URIE

Classic McEliece Gappaff=®SDP % 261,120 6,492 128 4_} = -z K
a WGGa m m m m m m A £y W WEWOR0 !rr,.%. e mn W n e aE = -FCI?IL\IE/; ;_ 7 jbit?g% 1;%%%2129()%&6; %77 DﬁSLL_'f %%ﬂﬁ%}jzbz’(%\,}:;)
ﬂjb%% ML-DSA Module-LWEfS#E s 1,312 2,528 2,420 . =

SLH-DSA vy a Eﬂ%ﬁ@@]%ﬂ'ﬁﬁlﬁl% ” 32 64 7,856
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I Key Rollover at Root/TLD: #0—)LA—/\—DEZE - Smozmma

“mEBEF.
* E%IEE. Key Rollover Difficulty

+ ZSK (Zone Signing Key) 72526, KSK (Key S

Signing Key) %PQCH_’,@“é Za. Y — (TLD)(DRoot) L L L5 L
dDDSL I— REEXIET S :

E/ é"EB
?/ = »

« Y —>ADOEF/ v M XHIR(CIKALLIZD, Y —
DI 7AILVHAXHIBKRILT DEENDD
o BER(CEFZENME:
« CNZFRITDBIEHICEMNTULND DELEG L O— R(X%)
ODSLO— ROBLGZEHIE T IIRERESLHD

+ DELEGL-OJ— R(3, $8Y—> (TLD) (C(F [PQCHHISDIHRIE o coaran
BEDOED] TEIRL, TPQCHIEDR—LAY—/)IADES, | e

N (SVCBAERY) | ZELK LT TRLIRDIESH. HY —2 DAE
AEERBERAREHR TEDOEeEHD D
(£2/4 : DELEG L. — K]

IETF DNS Delegation (DELEG) WGICT” Extensible Delegation for DNS” &L\ SInternet-Draft TH&ET,
DNSOZEEHREIRMRL T DFIM T I, ERDNSL I — REFERD, SVCBREX T®ET O ~IJLDoT/DoQ) WigEHREIsETSD 26



IVerlflcatlon exhaustion: ELAREE(C KD DoSEEEMEDR T cMmo+oristai

o TRRH:

« PQCE% (ML-DSAXSLH-DSA) D#&FET X b IZECDSADE~15FIC K3 |

B/ 28R,
'J_"/ = -

e JYIL/N (¥ v a2aDNS) HlOCPUEBEA B EABR -, BEAZF-T
KEDELMIFA X4 3KE (CPU exhaustion DoS) (2Xf L CThEg5Ic4 %

e THE:
e« P4 oY
BXDEICK
IxILF¥F—HE

i

mHi flﬁ =K

(ﬁ%lP) \

KEQELME
& (PQC)

ichbors Effect) .
PQCIREIETIC LD [FEMDiESH]

I 2.
1. 0% — @ﬁ ﬁfmcpuh

REETIEED

: 3. B3

DNS Full o ESROTUN

Resolver, BAALLFIS
;" | «/‘BE

= alid

4.7m% | TR e

D347 > bt F

BiX, AEHEE
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Iuy—xmmmvba@&rm%%ﬁ55mv? MO AR
NBIEIRENR— (T Y — XDBAD R CRENNTE aDc!

jyy—-Xx ECDSA ML-DSA FN-DSA SLH-DSA
(Dilithium-2) (FALCON-512) | (SPHINCS+-128s)

=i/ /84y b 64 byte 2,420 byte 666 byte 7,856 byte
(x1) (x38) (x10) (x123)
A hL—=3/ x1 X38 x10 x67 *2
Fyrva
CPU& T x1 X8~12 x4~6 x15 * 3
X 128bitZ Y
: Fﬁi‘JZ//\b’JI\ (%1) . CPUEM (%3)

https://openquantumsafe.org/libogs/algorithms/sig/dilithium.ht « https://blog.powerdns.com/2024/07/15/more-pqc-in-
mil powerdns-a-dnssec-field-study

« https://openquantumsafe.org/libogs/algorithms/sig/falcon.html « https://www.ndss-symposium.org/wp-
. https://openquantumsafe.org/libogs/algorithms/sig/sphincs.ht content/uploads/2020/02/24203.pdf
ml

« AL —2/Fvrwvia (x2)

« https://blog.verisign.com/security/post-quantum-dnssec-
preparation/
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+ UJ LU 3>DDoSIREDKEN 7Y T
+ PQCIC& DY Bk => mﬂzﬁ'mm DYt EH'B

» EDNSO + TCP J#—J)U/\w D ZRIKINIETHZI7>TY T« o—= 3 > BARFHIRAD DAY
ttw >3 >1#88 DoS DRJEEES ?

 Resource Record Signature (RRSIG) B XDIEF
. UDP 1232 byte#lIfR(CEw k —> ML-DSAZEDEREISE(E %I WiE{bEz(E TC=1
« V—EXbEERXTR b
. gg)m V—> BITEL SR LT SLH-DSA —67 . ML-DSATH 37 fS(CHAE (Verisignst
=
e TLD *° ccTLD D)\ O 7wV T /=S - EE=ERE(CMRIRE?
« BRI MEIRILF—HEZIEN
- ML-DSA #&5IF (& ECDSA D8f%. SLH-DSAT15fZ (PowerDNS 8L D)
o )L— I —)\OS X TER] ENEEESND = 15 MWh &5t (ECDSA— ML-DSA t)E6F)

IRERE...
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I NIST : PQCE#({EDSE2E / On-Ramp J2O0> TV b GMO#J sttt

- BfY: PQCOZERMEER (LatticeX—XFLOBENSORRED) S4SERIR (08
LWEBZIRE) NOsiEfbZiHD CTL\D

&5 FIPS 204 (ML-DSA) > FIPS 206 (FN-DSA) (F1&FEESN—R, & UIEF
N—AES ([CEEREIEEN R DN O EZE D [{RR] hinE LS EE
DNSIC &> TOFBMRA > b = BLGY 1 XDHIR

. TEDPQCES (ML-DSAZ) (F. DNS/t4v N(UDP)CEERAZNE N SEEN S

. ON-RampTIHEBREFBHC LT TS [BEYAXBBMOTIEWN] 7)LT U X L%xigst

SERORBELU (2025F11AKR)

- I[TE, MR 7ILT U XADETE - dHET OANETHR T, SEER T I3EEFET (2027-
2028 L% ? ) DORAFr

« faam: [ERODMI] (CIRDEIRETEEH DN WEFDITETE (20305 R-EX
&) DEHE(CE TETRVDTEEE !

(ZE(B#R : On-RampTDI7)LTU X LMI] https://csrc.nist.gov/projects/pgc-dig-sig
- ZEHEIAENIES (Multivariate): 1 : UOV (Unbalanced Oil and Vinegar)
o BRIV, DRBENIERCKEZLY (DNSIZ(FRMmE?)
- [EEBHIES (Isogeny-based): 5 : SQISign
«  EBEHA ZTHRSANIHT/NSVDONERADEFH. DNSSEC(C &> TIAEMIEH., BL « HEEOFTEIX MYELY
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« 20255F10H7-8HI(CEHE=Y. "Post-Quantum Diversity for
DNSSEC: Routine Performance, Resilient Fallback” EW\DFFKHDH D

-5 ¥BH 935 & UT. Routine Performance(=EEfE(L\) &Resilient
Fallback(=fRR)R{FD2IEFRDPQCHHEkEE T |

« HAERERODFETF
« Routine Performance
« Xw k: BLHYAXHVN, UBHSR, ZILTUXLBITHIES
« TXUw ~ FTUWIBESZENRERD TEEMEHMAEDRESEAERV, MEs5/RAngEME | ?
* Resilient Fallback
« AVUw )\ 1BEHREREDERENDD. EFTEMKMED D
FSAUw ~ BEYAXHAEKR, UDP/\Uowy ~MIISEIR

ﬁtrdiﬁlf& LT, BHODNSL O— K| IOUD%% HHETEAMTL (Merkle Tree Ladder)
— NIZ& > TERNALELZY A4 X (1.6KB) |

https://indico.dns-oarc.net/event/55/contributions/1181/attachments/1136/2377/Post-Quantum% 20Diversity % 20for%20DNSSEC%200ARC%2045. pdf
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« Routine Performance & Resilient Fallback{H

[PQCHZATHF(CRESSHFER ]

20264 : PQC-X1Z#1L,
— Routine: PQC-X
Fallback: SLH-DSA-MTL (15#4)

20284 : PQC-X(ZIE:mrIREasIER R |
L— BNRE(CFallback\t]DE =
Routine: &1k

Main Use: SLH-DSA-MTL (548%)
X Hrlc/gRoutinel& = 1EE

20304 FT1LWLI7)LT U X I(PQC-Y MEEE1L,
— Routine: PQC-Y

Fallback: SLH-DSA-MTL (BUMS14)

GMO IR MiteH
B TR A —
[DNS:EREDEIRR)
[RootY —> ]
RTERNEE

— Resilient Fallback (SLH-DSA-MTL) %Z3&iR
— OSBRI HABEINRVDOTEZERMER

[TLDY —>/)
EXENZWNW(EERLLI—R) . SaA%OEK

— Routine Performance (MAYO/HAWK) Zi%EiR
— MTLE— RDOERZEHZIREKREU

(2Dt — > (Second-Level A TF))
ZHEBORY S — (TIE U TER

— WAZYR— b RRICIGEU TELD S

https://indico.dns-oarc.net/event/55/contributions/1181/attachments/1136/2377/Post-Quantum% 20Diversity % 20for%20DNSSEC%200ARC%2045. pdf



I IETF 124 GMOIxI Mk A

« 2025F11H1~7HI(CRE=MN.

« 11H1~2HI(ZIETF Hackathon™"” PQC DNSSEC MTL Mode Update”
- 11H7HICDNSOP WGT"Post-Quantum DNSSEC"73 & DEEXMNMTHNTZ,

[DNSOP WG]
PQC DNSSECHEEE DI~
28X 7))L T Y X LEEE(Routine Performance + Resilient Fallback)
draft-sheth-pgc-dnssec-strategyD#A7T
A=1"5 OIS
« IETF 122, 123TD)\wv HY > pkER
« ATV —XEEDER(BIND, NSD, Unbound, CoreDNS)
SAELDOPRT(CRAT DEFE R
[Where does this work belong?] &U\SREIRE
imam i~ —:
« DNSOP: DNSSECO>/R—>> hZEIRDH. Merkle treet@iE (C(IAREENE
« CFRG: MTLE— FRODIEEZB|IESRTDC E(CHEHIRZ RSN DT
« PLANTS (GEg): Merkle treet@ &z STEEZIRD FELN. SERAZLSIMIEIIGITRENH?

https://datatracker.ietf.org/meeting/124/materials/slides-124-hackathon-sessd-ietf-124-hackathon-pgc-dnssec-mtl-mode-update-00
https://datatracker.ietf.org/meeting/124/materials/slides-124-dnsop-sessb-post-quantum-dnssec-00



I DNSICHITD PQC%%@!{*%R)J‘%(: IRD - GMOI+s Mk

* DNSEAHBOEBE LU T, BRmDFRNDNEDKDIEETSTIT

DM_CL\ZDODb‘TEETE_C%T ITE ERICEMET DEEIFEATIRIIE
DMN? ERUTTRDET S

Ill-U'J




I FERY I MO T VRFIRR GMO s 2H

s FRIIERICBIFDPQCHHIRNRDI YU — (I FDLESH D 55l (C
DWCIE YU—=XR ) — hEFEZTHERLIZTS0N,

BIND 9 (ISC)

NSD / Unbound
(NLnet Labs)

Knot DNS (CZ.NIC)

PowerDNS
(Auth/Rec)

CoreDNS

EKE: S>> F/AT>3>  +&5T - PoCExPE EER
T—EBXTI (ZERADY —F5)

KER: BHAPQCERZ =M PoChOD (GFHMA) X8R - MREEH

PRIEHY/SEERAT I ARRT I XB& (—8F> R hhiR)
SCBR - ST C RIS RREE - N2 F— RS

KBTS0 A > F CHm PoCr D (GHiIAE)  SSBRAY
(AEF A SIFHER)

X 202511 AR7E

38



| =ERR (EBEONSYT R P)
« IETF124 Hackathon®"” PQC DNSSEC MTL Mode Update” K Dik#4

Name server implementations

Reference Open-Source

MTL reference library

MTL LDNS library

NSD [authoritative name
server]

Unbound [recursive resolver]

BIND [authoritative and
recursive resolver]

Core DNS [authoritative]

Core DNS [authoritative]

N L

https://github.com/verisign/MTL MTL mode with SLH-DSA and ML-DSA

RSA, ECDSA, ML-DSA™M, FL-DSA™, SLH-DSAM,
Mayo /11, SQI Sign™, Hawk!", SNOVA™M , SLH-DSA
w/MTL mode!", ML-DSA w/MTL mode!"

RSA®, ECDSA®, ML-DSA®, FL-DSA®, SLH-DSA®,

Mayo I/11?, SQI Sign®, Hawk(?, SNOVA®@ , SLH-DSA
w/MTL mode®® , ML-DSA w/MTL mode®@(®

RSA®, ECDSA®?, ML-DSA®, FL-DSA?, SLH-DSA?,
Mayo I/11@, SQI Sign@, Hawk(?, SNOVA®@ , SLH-DSA
w/MTL mode@®) ML-DSA w/MTL mode(2©)

TBD RSA, ECDSA, FL-DSA™, Mayo (), SQI Sign",
Hawk, ANTRAG-512, SLH-DSA w/MTL mode

RSA, ECDSA, ML-DSA®, FL-DSA(", SLH-DSA™,
Mayo I/[1(", SNOVA™ , SLH-DSA w/MTL mode™

https://github.com/verisign/mtl-mode-ldns

https://github.com/NLnetlL abs/nsd/pull/397

https://github.com/verisign/mtl-mode-unbound

httos://ei i mtl I .

RSA, ECDSA, ML-DSA®, FL-DSA™M, SLH-DSA™,
Mayo I/111", SNOVA™ , SLH-DSA w/MTL mode™

1 - Enabled at compile time, depends on additional cryptographic libraries

2 - When signed with LDNS.

3 - Includes POC for MTL mode EDNS option. 4

GMOIxI kA S

LAF(CH%EE=NS7)LJY
XAﬁ* éﬂtm%
IR1T

« NIST PQC
 NIST On-Ramp
« MTL mode

https://datatracker.ietf.org/meeting/124/materials/slides-124-hackathon-sessd-ietf-124-hackathon-pgc-dnssec-mtl-mode-update-00 39
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REBETI(E. ROZECDWTTHIMTUELUE,
° 55@203()&%15‘:@
e 128bitZENADEIT & PQCEITO2DDOAIENHD B ITE. EBE56FT—FH 1 XHEEE(C |
. [EFETE#E] YONISTICKDIEEINZPQCI7)LT U X I
« PQCBBITDAAM LU=V b
« DNS/DNSSECICH 1T BPQCEIT CIa T I D=0k &
« PQCIFEEL &5 0N
« DNSAD=E
s BATEAL U iR (C /Rl E A EE
« NIST On-RampZO> 127 b, OARC. IETFRREICKBPQCHEITOIEHE
« Hackathon’d E(C KBHEEERMMEZZCPQCI7)LIY X AEE(CKDEEDHL




I IR (CDNSER(CENDDIETEN

» 59 PQCEZZBMICT DRE(FITRVLNE LNFE AN,
5 IDNSYJ b 7ZmR:H] (CfRS5. TCP/EDNSOD/N\TY hoA

XERE (1232bytes) HAELIH.
ANy M ROYI UTULWRULD, SOSE(CER

FIG L CWWZIEITTZB EE X3

SHMNS TEDIEMARBIE [Next Step] (CIRDFET !

59,

U CWEIEWEEETXIC1bitTH
ZICITIZDTHNIEIELWTYT

H1

GMO IR A RH

BEATH

DT 7 AT IA—ILINITSD

D DRIRE



I PQCEITICHIT/ZIBIRINETHFEIIBESEURL (1/2) GMOI#IMARAH

« NIST Post-Quantum Cryptography
« FIPSOSRARRAR. BIS D> ROFLEL, ERAIAS > AN F
« https://csrc.nist.gov/projects/post-quantum-cryptography

« JETF DNSOP WG
- DNSSECEEE®D k= T hEST. ER LOREE R . MMEZEE(L
 https://datatracker.ietf.org/wg/dnsop/documents/

« IETF PQUIP WG
« PQCRATICEITTZHA ROERFIE. ERBMEINEREZZENL
 https://datatracker.ietf.org/wg/pquip/documents/

« DNS-OARC (DNS Operations, Analysis, and Research Center)
« D=0 3vITRKEN., PQCEHF—4. ERAEIZ1 ">« DEHICET DIEHR=EE
« https://www.dns-oarc.net/




I PQCEBITICHIT/ZIBERINETHEILESEURL (2/2) GMOI#IMARAH

« Verisign Labs - PQC DNSSEC Research
« MTLE— RODEFGEN. IL— Y —2EEBRER, BEXLY 1 AZBE{CATRICREATDIEHRSGD D
« https://www.verisign.com/en_US/company-information/verisign-labs/index.xhtml
« ICANN SSAC (Security and Stability Advisory Committee)
« PQCBATICEAT D7 RINA/TFUNXE., URTFHiL/KN— MBI B1EHRSD D
« https://www.icann.org/groups/ssac
 NLnet Labs - DNSSEC & PQC Implementation
- NSD/UnboundmM=EFtEN, ERRRIHEED U —XJ — b, FitiJ OO0 DigEkd D
« https://www.nlnetlabs.nl/projects/



I fiih\KCEHRBDCEREDBNIT~ GMOIxI MR AH

« E-malil
« kanno@gmo-connect.jp
*SNS
X (IHTwitter)
 https://x.com/satorukanno

« Facebook
 https://www.facebook.com/satoru.kanno

[ BEEICTEREEW ! ]
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