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https://www.nic.ad.jp/ja/rpki/guideline/
https://www.nic.ad.jp/ja/rpki/guideline/
https://www.nic.ad.jp/ja/rpki/guideline/config-sample.html

RPKID{L#E A & FEEEEA

e ROA (Route Origin Authorization)

o BGPTHENONIASESEIP7 RLRADEHAEDEICH LT, FNHAIEL
VWHEAENDE THhD & amnd EFERANmINIET—F
(https://www.nic.ad. jp/ja/basics/terms/roa. html)

e VRP(Validated ROA Payload)

o ROAF+ w1 —/\HhROAZIREEL. EBRNIELWLWEHIILEEDZ
VRPELTHEAT D

o VRPIZRTRZ'O +JIWZHWTIL—FICEREI 1. ROVICFIAATINS
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https://www.nic.ad.jp/ja/basics/terms/roa.html

RPKID{L#E A & FEEEEA

e RP(Relying Party)
o RPKIODEXT —F%ZURE - #REEL. FY VI I1ZERIDV/ILDITT
(RFC8210)
o ROAAFvwIat—/NNEFIEEZERTHAEAINS
e ROV(Route origin validation) = Z'J < RSk
o BGPIL—H—ICHNT, BRBRIBFHRHPDIPT FL X EASHESDHEAGHEN
IEUVLWAE DD ZVRPICEDWTHREEKR D L D ICT D72 DL A
(https://www.nic.ad. ip/ja/basics/terms/rov. html)
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https://www.nic.ad.jp/ja/basics/terms/rov.html

RPKID{L#E A & FEEEEA

o JIRIKIJ
o JPNICHFITT DY —REEAAERE DEFIIAERARE NDEFESL
ANDESSAY () e abnt R /N K ISRy el AN
(https://www.nic.ad. jp/ja/rpki/rpki-terms—conditions. pdf)
® I:llb\IJIEFJ
o YV —REIBAEZRITI SR
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https://www.nic.ad.jp/ja/rpki/rpki-terms-conditions.pdf
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https://www.nic.ad.jp/ja/rpki/
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INZXAIEIBEBAOOT A

o ZNIERESDOTA VIEHRZUTICHERH
o [https://docs. google. com/spreadsheets/d/1Boc4z2yRjiD00o0HDYLodEmBv
f13GIa0SvpF3M2 jxrE/edit?usp=sharing]

(local PC) ssh [username]@iw25.orumoru.com -p 10022
Password: [fjn_fhc4QKUlmwz_trw]
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https://docs.google.com/spreadsheets/d/1Boc4z2yRjDOOo0HDyLodEmBvfI3GIq0SvpF3M2_jxrE/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1Boc4z2yRjDOOo0HDyLodEmBvfI3GIq0SvpF3M2_jxrE/edit?usp=sharing

INIXAIBEBAOOTA Y

o BABICOTAIUNBINTDELLTDLDIR, 7T ERFEDWM
BRI HAXAZ 1 —NRRIND

Welcome to InternetWeek2025 ROA cache server trouble shooting handson's ssh gateway
machine!

Username: user4eo
NAME IP
server 172.16.250.118
router 172.16.251.120
exit Do exit
Machine name?:
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INIXAIBEBAOOTA Y

o BARRHTOIA I UEEWSREZEANT S I ETOTA1Y

AVETAE

Welcome to InternetWeek2025 ROA cache server trouble shooting handson's ssh gateway
machine!

Username: user4eo
NAME IP
server 172.16.250.118
router 172.16.251.120
exit Do exit
Machine name?: server
Machine Password is iw25-rpki
Connecting to server (172.16.251.118)...

user@iw25-user28-server:~$%
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INDZXZ DIRBEADOTA Y

o ZDEE. PUERLMTPNATADKD SNTZFRIE. HFXFD
MR eEZRUTANTS

Welcome to InternetWeek2025 ROA cache server trouble shooting handson's ssh gateway
machine!

Username: user4eo
NAME IP
server 172.16.250.118
router 172.16.251.120
exit Do exit
Machine name?: server
Machine Password is iw25-rpki
Connecting to server (172.16.251.118)...

user@iw25-user28-server:~$%
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INOZXAEIBAOOTA

o RHETIE” exit” ZFIA(LUFIE,

17U CTL\BERF)

7 I RGN TexitZ=F

user@iw25-user28-server:~$% exit

logout

Shared connection to 172.16.251.118 closed.
server 172.16.250.118
router 172.16.251.120
exit Do exit

Machine name?:
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ROAF v w2t —/\V DT 7ICDOUT

e rpki-client
o RRDPE UL I&rsync’O b~ JJLZERAUVVTROAEES L. VRPEL THEAZE
TI5V k0T 7
o JV—HFEDRIRtzZWY T 3 UEEIFIREI N
o ESt8Hmetric fileDHANATEE
o ROADINEZEITOEICOIV Y REETITIHNENHD
o Stayrtr
o W—FEDRIREYYIaIEEDHFZ=BELEEY TRDITT
m O—HAJLDVRP(jsonfezN) =S89 5
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ROAF v w2t —/\V DT 7ICDOUT

e routinator
o URI MUMNSDROAIREHAEESRTRE Y U 3 VgD AZHEANDE
=AY AV N
o http TEERAIY RRNA 2 DREND S

o servicek UCEMFY &7z6h. —EicENd 573 CEHARIICROADEXEM

AlEE
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https://www.nic.ad. jp/ja/materials/iw/2023/proceedings/02/
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https://www.nic.ad.jp/ja/materials/iw/2024/proceedings/h3/

ROAF v v 2 2 —/\DENEFESR

o S[OlFZEFIICrpki-client & stayrtrzad X b—IUBH
o A4 UAM—IAETBEEN =S

Machine name?: server
Machine Password is iw25-rpki
Connecting to server (172.16.251.118)..

user@iw25-user28-server:~$% which rpki-client
/usr/local/sbin/rpki-client
user@iw25-user28-server:~$ which stayrtr
/usr/local/bin/stayrtr
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ROAF v v 2 2 —/\DENEFESR

o rpki-clientldcronZAAVWTCTIERBIEICETIT AL ORESTH
o LEEZMEBATILcronETCERETIT DIEE
o ANNIXAUTIIFEEITEHATSD

user@iw25-user28-server:~$%$ sudo su
[sudo] password for user:iw25-rpki roki-client®

root@iw25-user-base:/home/user# crontab -e 1B S B T S —HH &R

LS VLV N N NY VY NENTNT VT

# m h dom mon dow command

50 * * * update
@ * * * * Jusr/local/sbin/rpki-client > /var/log/rpki-client.log 2>&1
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ROAF v v 2 2 —/\DENEFESR

o VRPODIRREZ(LZFH<Tz6D. cronsREZEIML
o EMREBEERT—YDIEDRH. cronsXEEHRICIRATH

user@iw25-user28-server:~$%$ sudo su
root@iw25-user-base:/home/user# crontab -e

LS VL VT N N NT VY NENTNT VT

# m h dom mon dow command

50 * * * update
#0 * * * * Jusr/local/sbin/rpki-client > /var/log/rpki-client.log 2>&1
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ROAF v v 2 2 —/\DENEFESR

o rpki-clienthH19 DVRPODIRIETcZHE

=3

=17

EES

root@iw25-user-base:/home/user# exit

exit

user@iw25-user28-server:~$ 1s -1 /usr/local/var/db/rpki-client/

total 201672

-rw-r--r-- 1 rpki-client _rpki-client 31063730 Nov 18 17:02 bird
-rw-r--r-- 1 rpki-client _rpki-client 33670651 Nov 18 17:02 csv
-rw-r--r-- 1 rpki-client _rpki-client 80020003 Nov 18 17:02 json
-rw-r--r-- 1 rpki-client _rpki-client 822739 Nov 18 17:02 metrics
-rw-r--r-- 1 rpki-client _rpki-client 41421285 Nov 18 17:02 openbgpd
-rw-r--r-- 1 rpki-client rpki-client 19504965 Nov 18 17:02 rpki.ccr
—,'\
RISEHBHREHERL.

cronhNEY] ICENE L TULN 2 hVRESR
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ROAF v v 2 2 —/\DENEFESR

o rpki—clientZFFETI D
@) 5~ 1 Oﬁj\%:lirg{[%%o
o FEITBFlogZMESRLIZWWAIL” /var/log/rpki-client test. log” Z=ZHg

user@iw25-user28-server:~$ sudo rpki-client -mj 2>&1 | sudo tee

/var/log/rpki-client_test.log _____J///A\\\\

BT TR, FHAR—-X !
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ROAF v v 2 2 —/\DENEFESR

o rpki-clienth /19 SVRPOIRTFEL = H

EHEE T D

user@iw25-user28-server:~$ 1ls -1 /usr/local/var/db/rpki-client/
total 201672

-PW-P--r--
-PW-P--r--
-PW-P--r--
-PW-P--r--
-PW-P--r--
-PW-P--r--

1

1
1
1
1
1

_rpki-client
_rpki-client
_rpki-client
_rpki-client
_rpki-client
_rpki-client

_rpki-client
_rpki-client
_rpki-client
_rpki-client
_rpki-client
_rpki-client

31063730
33670651
80022441

822752
41421285
19505148

Nov
Nov
Nov
Nov
Nov
Nov

18
18
18
18
18
18

17
17

17

— 7

102
102
17:
17:
102
17:

A\

37
37

37

bird

csv

json
metrics
openbgpd
rpki.ccr

B ST H B 2 ST

ON

FHERITHEYNCENMEL TULZDHESD
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ROAF+ v 21— /\DEWEHESD
o MEEBFHADABZDZTVNTHLD

user@iw25-user27-server:~$ cat /usr/local/var/db/rpki-client/csv | more
ASN,IP Prefix,Max Length,Trust Anchor,Expires
AS13335,1.0.0.0/24,24,apnic,1764080227
AS18144,1.0.64.0/18,18,apnic, 1764125416
AS13335,1.1.1.0/24,24,apnic,1764080227
AS4134,1.1.4.0/22,22,apnic,1764122659
AS4134,1.1.16.0/20,20,apnic,1764122659
AS4134,1.1.32.0/19,19,apnic,1764122659
AS4134,1.2.9.0/24,24,apnic, 1764122659
AS4134,1.2.10.0/24,24,apnic,1764122659
AS4134,1.2.11.0/24,24,apnic,1764122659
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ROAF+ v 21— /\DEWEHESD
o MEEBFHADABZDZTVNTHLD

user@iw25-user27-server:~$ cat /usr/local/var/db/rpki-client/csv | more
ASN,IP Prefix,Max Length,Trust Anchor,Expires
AS13335,1.0.0.0/24,24,apnic,1764080227
AS18144,1.0.64.0/18,18,apnic, 1764125416
AS13335,1.1.1.0/24,24,apnic,1764080227
AS4134,1.1.4.0/22,22,apnic,1764122659
AS4134,1.1.16.0/20,20,apnic,1764122659
AS4134,1.1.32.0/19,19,apnic,1764122659
AS4134,1.2.9.0/24,24,apnic, 1764122659
AS4134,1.2.10.0/24,24,apnic,1764122659
AS4134,1.2.11.0/24,24,apnic,1764122659
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ROAF v v 2 2 —/\DENEFESR

o stayrtr®servicelE:sR
o stayrtridZEailCservice& U TEIK KD RELHEFHFH

user@iw25-user28-server:~$ sudo cat /etc/systemd/system/stayrtr.service
[Unit]
Description = Stay-rtr

[Service]
ExecStart = /usr/local/bin/stayrtr -bind :3323 -cache
/usr/local/var/db/rpki-client/json -slurm /usr/local/etc/slurm.json

ExecStop = /bin/kill -WINCH ${MAINPID} ____jE;:\\\\\\‘\\\‘
Restart = always

Type = simple e RTRIEport :3323 Tlisten
e VRPI& /usr/local/var/db/rpki-client/json
[Install] ZiEE

WantedBy = multi-user.target o slurml& /usr/local/etc/slurm. jsonZz+&E
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router DEMERESR
o routerNOJ 14093

user@iw25-user28-server:~$% exit
logout
Connection to 172.16.251.82 closed.
server 172.16.251.82
router 172.16.250.84
exit Do exit
Machine name?: router
Machine Password is iw25-rpki
Connecting to router (172.16.250.84)...

Last login: Fri Nov 15 ©3:55:07 2024 from 172.27.1.227
--- JUNOS 23.1R1.8 Kernel 64-bit JINPR-12.1-20230307.3e7c4b6_buil
user@iw25-user28-vmx>
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router DENMEFEER

o BGPOLY I a3 UEWERTD

user@iw25-user28-vmx> show bgp summary
Threading mode: BGP I/0

Default eBGP mode: advertise - accept, receive - accept

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed
inet.o

1043832 1043831 0
inet6.0

236354 236353 0
Peer AS InPkt OutPkt
State|#Active/Received/Accepted/Damped. ..
172.16.250.250 65102 147181 36

inet.0: 1043831/1043832/1043832/0

2400:5320:ff00:16fa::250 65102 236388
Establ

inet6.0: 236353/236354/236354/0

History Damp State Pending

%) 0 %)

0 0 0
OutQ Flaps Last Up/Dwn

0 0 15:56 Establ

36 %) %) 15:46




router DENMEFEER
e ROAFv w1t —/INEDEGHREEZIRATD

user@iw25-user28-vmx> configure
Entering configuration mode

[edit]

user@iw25-vMX-base#set routing-options validation group rpki-client session [ROA cachelIP]
port 3323

user@iw25-vMX-base# show | compare

[edit routing-options validation group rpki-client]
+ session [ROA cacheIP] {

+ port 3323;

+ }

user@iw25-vMX-base# commit 172.16.250.0/24t 2 DIP

commit complete

[edit]
user@iw25-vMX-base# exit




router DENMEFEER
o ROAXFv w2t —NEDLEYI I ZEHERTD

user@iw25-user28-vmx> show validation session
Session State Flaps Uptime #IPv4/IPv6 records
172.16.251.118 Up 2 00:50:58 609951/161270

o ROAFv v at—/NEDERFINR

e uptime
o V4, voDVRPHAEN
D\EEREIRE
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router DENMEFEER

e ROVDOIR) U —EREZTT

—

P,

@

user@iw25-user28-vmx> configure
Entering configuration mode

set
set
set
set
set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV
ROV

term
term
term
term
term
term
term
term
term
term

valid from protocol bgp

valid from validation-database valid
valid then local-preference 200
valid then validation-state valid
valid then accept

invalid from
invalid from
invalid then
invalid then
invalid then

protocol bgp
validation-database invalid
local-preference 50
validation-state invalid
accept
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router DENMEFEER

e ROVDIRNI—HREZTOD

set policy-options policy-stateme
set policy-options policy-stateme
set policy-options policy-stateme
set policy-options policy-stateme
set policy-options policy-stateme
set protocols bgp group GoBGP imp
commit check

commit and-quit

nt ROV term unknown from protocol bgp

nt ROV term unknown from validation-database unknown

nt ROV term unknown then local-preference 100

nt ROV term unknown then validation-state unknown

nt ROV term unknown then accept
ort ROV

R

XH

[TER> /=R EHValidTHDIHEE

o #RE&%ZacceptL. LP200Z%ERE
o F(TEH-/zRREMinvalidTHDEE
X8 Zaccept L. LPS0ZERE

O
o BEFEDEMATILreject=FAT S
o FZFTEN ORI unknown Th DHZE

o fRE&%ZacceptL. LP100ZERE
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router DENMEFEER
o ROVOIGRZMERIT D

user@iw25-user28-vmx> show route validation-state valid detail
user@iw25-user28-vmx> show route validation-state invalid detail
user@iw25-user28-vmx> show route validation-state unknown detail

I~
]
e valid
o LP200, accept
e unknown
o LP100, accept
e invalid

o LP50, accept
MRENFNRESNTVLWDRENERTED




slurmée
EHACARZDHDAlIE. FEFSEILN



SLURM&E [

e ROA Fv v atr—/NICEEINTZ ROA NMFETDIHNDLD
[Z VRP Z4 R D{LHADZ &
([RPKI HAFSAE]&KY )
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in the RP Stack



https://www.soumu.go.jp/main_content/000941397.pdf

SLURMZT 7 - JLEC Afl

e validationQutputFilters
o  EHEINERBEAET SVRPAIL—FIC
X INR<RD
o “orefix”
m EZEXRYMI—UZEIEERX
o TIET DIFZFEEREER
o “asn”
m ZEANZEIEERE
o “prefix” &7 asn” ZERFIZFERT %5
BlIEEES5EZHT DVRPIL—F [TEnE
INRLLRD
o FEREU TEEEMRIEunknown¥IE RS

#HslurmI 74 )L 5l

{

}

"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [
{
"prefix": "198.51.100.0/24",
"asn": 64497,

}
1,

"bgpsecFilters": []
}

ocallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []

}
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SLURMZT 7 - JLEC Afl

e locallyAddedAssertions
o EEHEINIZARBEDVRPHAVRPsIZEINT N,
W—FCEREINDLDICRD

o “orefix” ” asn”

m WBINTX—%, BINT SVRPD
prefixEasnZigE

o “maxPrefixLength”

m ENIBRPOEARZIEE

|
o EREUTEHERIGvalidERd

##slurmZ 74 )L {5l
{
"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpseckFilters": []
1
"locallyAddedAssertions": {
"prefixAssertions": [
{
"prefix": "198.51.100.0/24",
"asn": 64497,
"maxPrefixLength": 26,

}
],

"bgpsecAssertions": []

}
}
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slurmzEA L. ROVDBRZETRZAD

o ERIFPAINZERETDHEEHLDIN,
HENCHNMYDTWA I FIVN DT T 7 THD
“control-=slurm.py” ZFIHIT S
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http://control-slurm.py

IREDs lurmDHP B Z=iERET D
e ROAAFvwIat—/I\HSslurmDHBEAEHERT D

user@iw25-user28-server:~$ sudo python3 control-slurm.py --view-plane
Path: /usr/local/etc/slurm.json

{
"slurmVersion": 1,
"validationOutputFilters":\;§:::::::;EEE;;;:\\\\\\\\\\
E;S:;ﬁﬂz:z H, slurmDRAFIL™ usr/local/ete/slurm. json™ [
}s 5D &, slurmDHBENERZ ENERTED
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}
}
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slurmENNRIDROVIER ZHESR I S _Valid

user@iw25-user28-vmx> show route validation-state valid

inet.0: 1042771 destinations,

1042771 routes (1042770 active, © holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
1.0.0.0/24 *[BGP/170] ©0:38:22, localpref 200, from 172.16.250.249
AS path: 65103 2497 13335 I, validation-state: valid
> to 172.16.250.254 via fxpo.0
1.0.64.0/18 *[BGP/170] 00:38:22, 1ocalprefim.250.249
AS path: 65103 2497 2519 7675 " BT TR
> to 172.16.250.254 via fxpg =~ validationQutputFilters” [SEMTED
1.1.1.0/24 *[BGP/170] 00:38:22, localpref /coDprefixZziZEZ TH<
AS path: 65103 2497 13335 I
> to 172.16.250.254 via fxpé€
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slurmENNEIDROVIER ZHEEET S Invalid

user@iw25-user28-vmx> show route validation-state invalid

inet.0: 1042771 destinations, 1042771 routes (1042770 active, © holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

1.39.81.0/24 *[BGP/170] ©0:42:14, localpref 50, from 172.16.250.249
AS path: 65103 4777 2516 6762 9498 55410 38266 ?, validation-state:
invalid

> to 172.16.250.254 via prQ;EAjES:\\\\\\\\\\‘
1.44.160.0/23

*[BGP/170] 00:42:14, localpref

AS path: 65103 4777 2516 74 &~R" locallyAddedAssertions” [SEATFENDTZ
> to 172.16.250.254 via fxpg Oprefixcorigin-aszZa TH<
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E2nE)

validationQutputFilters?®:Bin(ValidiRERDE

| 4

user@iw25-user28-server:~$%$ sudo python3 control-slurm.py -a
[sudo] password for user:

1: prefixFilters / 2: prefixAssertions?: 1

ASN?:

Prefix?: 1.0.0.0/24

comment?:

Are you sure you want to add the following information?

Type: validationOutputFilters.prefixFilters
Prefix: 1.0.0.0/24

y/n:y




local lyAddedAssertions®:EMN(Inval id#RE&dDValidqk)

user@iw25-user28-server:~$%$ sudo python3 control-slurm.py -a
1: prefixFilters / 2: prefixAssertions?: 2

ASN?: 38266

Prefix?: 1.39.81.0/24

MaxPrefixLength /?: 26

comment?:

Are you sure you want to add the following information?
Type: locallyAddedAssertions.prefixAssertions

ASN: 38266

Prefix: 1.39.81.0/24

MaxPrefixLength: /26

y/n:y
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SlurmHIEE(SEMENTLVDHMERT D

user@iw25-user28-server:~$% sudo python3 control-slurm.py --view-plane
Path: /usr/local/etc/slurm.json

{

"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [

{
}

"prefix": "1.0.0.0/24"

1
"bgpsecFilters": []
})
"locallyAddedAssertions": {
"prefixAssertions": [
{
"asn": 38266,
"prefix": "1.39.81.0/24",
"maxPrefixLength": 26
}
]J

"bgpsecAssertions": []
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stayrtrZzrestartd s

user@iw25-user28-server:~$%$ sudo systemctl restart stayrtr
user@iw25-user28-server:~$ systemctl status stayrtr

e stayrtr.service - Stay-rtr
loaded (/etc/systemd/system/stayrtr.service; enabled; preset: enab>
active (running) since Wed 2025-11-19 11:20:33 JST; 7s ago

Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

2807 (stayrtr)

8 (limit: 9432)
540.0M (peak: 540.7M)
4.868s
/system.slice/stayrtr.service
L2807 /usr/local/bin/stayrt

SlurmDZBEZ=ERICERA T D7z ICrestart=175
stayrtriXEHARIICVRPE s lurmZEsRdA L 7= 6D,
restart U< TEIRIEEGERATINSD
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slurmENNRDROVIERZEHESR I S _Valid

user@iw25-user28-vmx> show route 1.0.0.0/24 detail

inet.0@: 1042771 destinations, 1042771 routes (1042770 active, © holddown, 1 hidden)
1.0.0.0/24 (1 entry, 1 announced)
*BGP Preference: 170/-101

Next hop type: Indirect, Next hop index: ©

Address: 0x38fd818e52dc

Next-hop reference count: 2023998

Kernel Table Id: ©

Source: 172.16.250.249

Next hop type: Router, Next hop index: 337

Next hop: 172.16.250.254 via fxp0.0, selected

Session Id: ©

Protocol next hop: 202.249.2.169

Indirect next hop: 0x38fd819b5408 363 INH Session ID: @

Indirect next hop: INH non-key opaque: ©x0 INH key opaque: 0x@

State: <Active Ext>

Local AS: 64551 Peer AS: 65103

Age: 1:07:08 Metric2: ©

Validation State: unknown
Task: BGP_65103.172.16.250.249 » —— s Oy

A:iouncemgnt bits (2): ©-KRT 3-Resolve tree 1 5‘5[&3:5 lurm(gﬁaﬁk_btreco rdh‘@ﬁﬁ L\_n\

AS path: 65103 2497 13335 I Val |dﬁﬁ%7_:“j EB@b‘\JnknOWf\ﬁEﬁ':g{t LJE:

Aggregator: 13335 16.34.7.24

Accepted ENHEERTE D
Localpref: 100
Router ID: 172.16.250.249

Thread: junos-main
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slurmEMNEDROVIERZHEEET S Invalid

user@iw25-user28-vmx> show route 1.39.81.0/24 detail

inet.0@: 1042771 destinations, 1042771 routes (1042770 active, © holddown, 1 hidden)
1.39.81.0/24 (1 entry, 1 announced)
*BGP Preference: 170/-201

Next hop type: Indirect, Next hop index: ©

Address: 0x38fd951252fc

Next-hop reference count: 2374

Kernel Table Id: ©

Source: 172.16.250.249

Next hop type: Router, Next hop index: 337

Next hop: 172.16.250.254 via fxp0.0, selected

Session Id: ©

Protocol next hop: 202.249.2.110

Indirect next hop: 0x38fd819faad@8 370 INH Session ID: @

Indirect next hop: INH non-key opaque: ©x0 INH key opaque: 0x@

State: <Active Ext>

Local AS: 64551 Peer AS: 65103

Age: 4:20 Metric2: ©

Validation State: valid

Task: BGP_65103.172.16.250.249 » —— s Oy
A:iouncemgnt bits (2): ©-KRT 3-Resolve tree 1 5‘5[&3:5 lurm(gﬁaﬁk_btreco rdh‘@ﬁﬁ L\_n\

AS path: 65103 4777 2516 6762 9498 55410 38266 ? Inval |d%§ﬂ%7£j E:E)O)bi‘val |dﬁﬂ§':g1t LJE :

Aggregator: 65010 10.191.81.98 e
ENHERTES
Localpref: 200

Router ID: 172.16.250.249

Thread: junos-main
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validationOutputFilters®DEIER(slurm;

-
| 4

E2nE)

user@iw25-user28-server:~$%$ sudo python3 control-slurm.py -d
1: prefixFilters / 2: prefixAssertions?: 1

ASN?:

Prefix?: 1.0.0.0/24

Are you sure you want to delete the following information?

prefix:1.0.0.0/24,

y/n:y
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local LyAddedAssertionsDalE&(slurmDE

L 4

1

2ME)

user@iw25-user28-server:~$%$ sudo python3 control-slurm.py -d
1: prefixFilters / 2: prefixAssertions?: 2

ASN?: 38266

Prefix?: 1.39.81.0/24

MaxPrefixLength /?: 26

Are you sure you want to delete the following information?

asn:38266, prefix:1.39.81.0/24, maxPrefixLength:26,

y/n:y
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slurmDBBIBREN TV H\EEET S

user@iw25-user28-server:~$% sudo python3 control-slurm.py --view-plane
Path: /usr/local/etc/slurm.json

{
"slurmVersion": 1,
"validationOutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []
}s
"locallyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}
}
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stayrtrZzrestartd s

user@iw25-user28-server:~$%$ sudo systemctl restart stayrtr

60




routerf8lsessionZzcleard s

user@iw25-user28-vmx> clear validation session
Cleared 1 sessions

user@iw25-user28-vmx> clear validation database
Clearing database
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s LurmBIFRERDROVIERZ MR T D _Valid

user@iw25-user28-vmx> show route 1.0.0.0/24 detail

inet.0@: 1042773 destinations, 1042774 routes (1042772 active, © holddown, 1 hidden)
1.0.0.0/24 (1 entry, 1 announced)
*BGP Preference: 170/-201

Next hop type: Indirect, Next hop index: ©

Address: 0x38fd818e52dc

Next-hop reference count: 2023999

Kernel Table Id: ©

Source: 172.16.250.249

Next hop type: Router, Next hop index: 337

Next hop: 172.16.250.254 via fxp0.0, selected

Session Id: ©

Protocol next hop: 202.249.2.169

Indirect next hop: 0x38fd819b5408 363 INH Session ID: @

Indirect next hop: INH non-key opaque: ©x0 INH key opaque: 0x@

State: <Active Ext>

Local AS: 64551 Peer AS: 65103

Age: 19:46 Metric2: ©

Validation State: valid

Task: BGP_65103.172.16.250.249 » —— s »
A:iouncemgnt bits (2): ©-KRT 3-Resolve tree 1 5‘5[&3:5 lurm(gﬁaﬁk_btreco rdb‘ﬁiﬁj]'fbl\_n

AS path: 65103 2497 13335 I Val Idﬁﬁﬁlu__;')t: tb\\‘]’ﬁ%’?\?‘i%

Aggregator: 13335 10.34.7.24
Accepted

Localpref: 200

Router ID: 172.16.250.249

Thread: junos-main
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slurmglBRIZBDROVIER ZHEEET S Invalid

user@iw25-user28-vmx> show route 1.39.81.0/24 detail

inet.0@: 1042773 destinations, 1042774 routes (1042772 active, © holddown, 1 hidden)
1.39.81.0/24 (1 entry, 1 announced)
*BGP Preference: 170/-51

Next hop type: Indirect, Next hop index: ©

Address: 0x38fd951252fc

Next-hop reference count: 2375

Kernel Table Id: ©

Source: 172.16.250.249

Next hop type: Router, Next hop index: 337

Next hop: 172.16.250.254 via fxp0.0, selected

Session Id: ©

Protocol next hop: 202.249.2.110

Indirect next hop: 0x38fd819faad@8 370 INH Session ID: @

Indirect next hop: INH non-key opaque: ©x0 INH key opaque: 0x@

State: <Active Ext>

Local AS: 64551 Peer AS: 65103

Age: 11:32 Metric2: ©

Validation State: invalid Reason: Max-L

Task: BGP_65103.172.16.250.249
Announcement bits (2): ©-KRT 3-Resolve tree 1
AS path: 65103 4777 2516 6762 9498 55410 38266 °?
Aggregator: 65010 10.191.81.98

Accepted

Localpref: 50

Router ID: 172.16.250.249

Thread: junos-main

Inval i dfRERICRE DT ED R TED

FLIFE slurmlCEEE Uz record MR ES N
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REHZICDOWT

NSO 1—F74 00170 L CHEENICROAAT YY1
T — I\DIRREZIESRTI DL D ICEEREREZE A ZH

o grafana
m BSULET—5DT3>71
o prometheus
m PBULET—59DT7T—I9IR—ZANDREF
o node-exporter
m prometheushHhimetrics filezSMBIT D2HDT—E XL
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BEMRERICOJTM 21T

o O—NIVDTSIFHSLL FprometheusDURLICZ IR B

o https://iw25.0rumoru. com/userXX/prometheus
o PRLULRJRMICEHIN/zuser & A Epasswordz AS7

< > (¢ ® https://iw25.orumoru.com/user40/prometheus

oJ4>

https://iw25.orumoru.com
1-%-%&

IKAD-F
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https://iw25.orumoru.com/userXX/prometheus

BEMRERICOJM DZITD

o O—NILDTZ I N SprometheusiCOT 1T SD
o ERO74am5S TExplore metrics] @RI D ETERT—ID
metricsZHESRAIRE

ddddddddd
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115

RERE(COJ 1

&

B
mn

o O—HNIDTZOFHSLLTFgrafanaDURLICZ I RXT S

//iw25. orumoru. com/userXX/grafana

https
admin

O

iw25-rpki CgrafanalcO 7 1 2 B]RE

©)

Home > Dashboards

o

Welcome to Grafana

The steps below will

quide you to quickly

tting up your

Welcome to Grafana

Email or username

admin
Dashboards

Starred dashboards

Recently viewed dashboards

Password

iw25-rpki

Need help?

DAT DASHBOAR
Add your first data source Create your first dashboard

if you have no prior

Set up and understand Gr
u through the entire process.

torial gui
Learn how in the doc:

Learn how in the docs &7
Latest from the blog

Grafana Assistant
Investigations

About
typical
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https://iw25.orumoru.com/userXX/prometheus

EREBRDBERZITD

\
A\l

o grafanallsXEZEIL. prometheush55F—49 ZEREU.

J2 TDIERZITD
o grafanaJ:‘Cdata sou rceO)iE 175

ome > Connec tions > Data sources

Connection
Add data source

Prometheus server URL * http://localhost:8080

v Successfully queried the Prometheus API.
Prometheus
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EARERDBEZEITS

o LITURLASrpki-clientAXM AU TL\Sgrafanad
v ah—FRFZIE—953
o https://github.com/rpki-client/rpki-client-grafana
% main ~ | ¥ 1Branch © 0Tags Q Goto file

{3 job Add file churn graph, reshuffle positioning of panes

bcb6642 . last year @ 11 Commits

BB assets Add screenshots of panels 2 years ago
D LICENSE Initial commit 3 years ago
[ README.md formatting last year
] rpki-client_CA_repository.json Refresh dashboards last year
I D rpki-client_overview.json I Add file churn graph, reshuffle positioning of panes last year

rpki-client-grafana / rpki-client_overview,json (3

& job Add file chumn graph, reshuffle positioning of panes bcb6642 - last year O History

Code Blame 1726 lines (1726 loc) - 41.3 KB R VaRd
1 {
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https://github.com/rpki-client/rpki-client-grafana

ERERBOBEEZITD
e grafana®% Vv amR—RKRR—IDSHFHRI YV 1 Rh—RD

S— ~

141 R—b+,Z1TD

Dashboards
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EREBRDBERZITD

e grafanaD¥ Vv 2aR—RR—IHWSEFHIRI VI a3 h—ROD
14 IR—bZETD

Import dashboard

Import dashboard

& Obti
Upload dashboard JSON file p ions

Name

rpki-client overview

Find and import dashboards for common applications at grafana.com/dashboards
Folder

[ Dashboards

Import via dashboard JSON model i i o
Unique identifier (UID)

Change uid

prometheus

prometheus

Import Cancel
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EARERDBEZEITS

o 1 UIR—brURYYYIR—RHMSrpki-clientDEITH
7 R E AR B xS Al B

&

v Overview

Last Completion Unique VRP Unique VAP Router Keys Run Time

22:47:52 . - — 00:04:10
7 J J £
Last Run time 00
] 00:02:30
Total Certificat... Total Manifests Total Objects

00:01:40
00:00:50

Version 14:00 1500 16:00 17:00 18:00 19:00 20:00  21:00 0 23:00 00:00 01:00

= elapsed == system = user

File churn overview VRPs per TAL

800000 Na
500000
600000 = afrinic

400000 T—m—————— = apnic
400000

22:00

e - v aR—REALIR—EUTH
B e | C<fcTun

- failed

14:00 15:00 16:00 17:00 18:00 19:00 20:00 2100  22:00 23:00 00:00 0100

= deleted == deleted extra = extra == new
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AW aRk—RICDUWT

o rpki-clientEITIRFOENIFEHR
o rpki-clientDExIREITHFE
o rpki-client=RITRFDrun-time
o rpki-client@version

o efc
o rpki-clientEITEFDVRPIEER
o TALEDVRPHEEX
o VRPEIODZEIE
o URI kU E&DEHE
o etc
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B

REBDBAICDNT

BERADITTT —YICIEFZMZATHE ST, rpki-clienth s
HAISNDIAB(metrics)ZZDERFIFAHALTLD
prometheus, node-exporterMEZEICEAU TEHFRIRC &IEULT
H59 ., BEOEHEL & RIRRDFIE TIBZERTEE

ROAT v 12— /\FZIFED U CRPKIBELEDIBHRINEZ 1T D
ke UCTEERAARE
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NSJIVDa1—7T420ICD0WT
o [VRPAEFEICEETERVVIRE] OERIEZIKICHIZS

=2 BECRERBVAESDRY FT—2(C

fati 0 20
SRR RSB B /0 —

fri}

BREEBEHDORY FNJ—UICE ) _
RN R LNINY — FDMDINY —




SOV aA—FT1420TICDWT
o FNHTENY—IFENY—EBICDVTHNDS

REICHEREFRVWABEEDRY FT—7(C
MRENHD/INY — 2

REEBEDODRY FT—UIC%
BIREMNRWNINY —
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X EICHRBIXGEVNBEEDRY b= (ICH@EN S S/INY —2

o JL—5ERAFv YY1 —/\EDBEICHERBEILLLD
o MICHIDHEENIKE>TWVWBDIFER. I—T 1 VI ICHENH D EEHR
m nat,napt, FWICKD T 1L
o ROAF+v w21t —/\DUPLINKICEIREILZR LA
o BDBEREICHEBENR TEROAF v v 21— /NDUPLINKICRIREN &
Bima. VRPOEFHHITHNRLN
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IW—5 ERAF v v 2 15—/ \EDBEICRRED R LD

e pPINg
o router&EROAF v 1 —/NITH U CEREEDIERZITD
m RIBICKDTRAF vy 1 — /I SRY DEBEENRVNEKL DR
HBatHd
e traceroute
o RPETORBMNIEEHIERZITO
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IW—5 ERAF v v 2 15—/ \EDBEICRRED R LD

e State
o RPEMDTwWIIaIRESE
WS

e session uptime
o TYIIUNIHTEND
THSIREFXRTEE U
&
e Last PDU received
o RPHOSHTRREICT—FZEZED
N7z H ECEH,

user@iw25-user28-vmx> show validation
session detail
Session 172.16.251.118, State: up, Session
index: 3
Group: rpki-client, Preference: 100
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s
Serial (Full Update): 4
Serial (Incremental Update): 6
Session flaps: 18
Session uptime: 00:49:40
Last PDU received: 00:02:38
IPv4 prefix count: 604955
IPv6 prefix count: 160835
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IW—5 ERAF v v 2 15—/ \EDBEICRRED R LD

o SSIAVRZRAWLWTstayrtrAlistenU TLWBIHMESRZITD

user@iw25-user28-server:~$ ss -antu | grep 3323
tcp LISTEN © 4096 *:3323 IR
tcp ESTAB © 0 [::Fffff:172.16.251.118]:3323 [::ffff:172.16.251.120]:62148
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IW—5 ERAF v v 2 15—/ \EDBEICRRED R LD

e ROAF+vwatr—/NEDEHICRIEED
fupl TEx-full)] &7%23

iRW\ESstateld

user@iw25-user28-vmx> show validation session detail
Session 172.16.251.118, State: up, Session index: 3
Group: rpki-client, Preference: 100
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s
Serial (Full Update): 4
Serial (Incremental Update): 6
Session flaps: 18
Session uptime: 00:49:40
Last PDU received: 00:02:38
IPv4 prefix count: 604955
IPv6 prefix count: 160835




ROAS: v 2 21— /NDUPLINKICRREIE R LD

e ROAF+v w1t —/NDUPLINKICRIREN B BI5E
router, ROAF+ v < 21— /\_ETVRPOEFHHITNHN T VRPHAEX
NA—EICRBZEV, UCRD>TCUEOEGEN DD
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ROAX v 2 21— /\NODUPLINKICFEREIK TS L VA
o ROAF+v v aty—/N\LT—HRIICUPLINKZEIFRT

user@iw25-user28-server:~$ sudo apt install net-tools

user@iw25-user28-server:~$ sudo ip route del default via 172.16.250.254 dev lan
user@iw25-user28-server:~$ sudo ip -6 route del default via 2400:5320:ff00:16fa::ffff dev
lan

user@iw25-user28-server:~$ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.16.250.0 0.0.0.0 255.255.255.0 U 0 0 0 lan

172.16.251.0 0.0.0.0 255.255.255.0 U 0 0 0 peer
172.16.251.0 172.16.251.254 255.255.255.0 UG 0 0 0 peer

user@iw25-user28-server:~$% ping 1.1.1.1
ping: connect: Network is unreachable
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ROAF+ w2 21— /NDUPLINKICRIREIZ /R L \H
e ROAF+ w1t —/V_ETTROA cacheZHIfRd B

user@iw25-user28-server:~$sudo rm -r /usr/local/var/cache/rpki-client/*

cacheh%x > TVSEIEU TUPLINKD G WIHE I DOBEIRH
TIRWNz8
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ROAS: v 2 21— /NDUPLINKICRREIE R LD

o UPLINKZHIRRUZIREETTrpki-clientZ3E1T9 5
o -5 300(f) CEITHR T X COEEZIERE

user@iw25-user28-server:~$ sudo rpki-client -mj -s 300

Processing time 100 seconds (@ seconds user, @ seconds system)
Skiplist entries: ©

CCR manifest state hash: 5PYNCqbX8902pklLHIYbmfZIxvnsUauvIBsg8pcy
CCR ROA payloads hash: 5PYNCgbX8902pklLHIYbmfZJxvnsUauvIBsg8pcyfIU=
CCR ASPA payloads hash: 5PYNCqbX8902pk1LHIYbmfZIxvnsUauvIBsg8pcyfiU=
Route Origin Authorizations: © (@ failed parse, © invalid)

AS Provider Attestations: © (@ failed parse, © invalid)

BGPsec Router Certificates: ©

Certificates: 5 (5 invalid, © non-functional)

Trust Anchor Locators: 5 (@ invalid) t Imeout)é—:]:b""' bfa:b\i_%A
Manifests: @ (@ failed parse, @ seqnum gaps) —
Certificate revocation lists: © 7 7_]- ) l/ I\ 0)1: | mGOUtT“% 5 1 E#Fﬁﬁﬁ%a_ 5

Ghostbuster records: o
Trust Anchor Keys: ©

Repositories: 5

New files moved into validated cache: ©

Cleanup: removed 1 files, 12 directories

Repository cleanup: kept @ and removed @ superfluous files
VRP Entries: @ (@ unique)

VAP Entries: @ (@ unique)
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ROAS: v 2 21— /NDUPLINKICRREIE R LD

e ROAF+v v aty— /N ETVRPHUNFETET TV SN HEEE L.

stayrtrzrestartd9 s

user@iw25-user28-server:~$ cat /usr/local/var/db/rpki-client/json | jq
0
user@iw25-user28-server:~$ sudo systemctl restart stayrtr

'.roas | length'
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ROASF+ v 2 21— /NDUPLINKIC FEREIX 7R LAY
o =9 L TBEDRPIERZHIFRY 2

user@iw25-user28-vmx> clear validation database
Clearing database

user@iw25-user28-vmx> clear validation session
Cleared 1 sessions
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ROAS: v 2 21— /NDUPLINKICRREIE R LD
o JL—Y LETROAAFxv Y atf—/INEDEHRZHRT D

user@iw25-user28-vmx> show validation session detail
Session 172.16.250.82, State: up, Session index: 3
Group: rpki-client, Preference: 100
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s

Serial (Full Update): ©

Serial (Incremental Update): © stateld Tupl THDHRAF+v v 27— /\HRAZERE CE
Session flaps: 4 BWEWDIRRBEBRIRTET,
Session uptime: 00:00:08 EENDER<WVWO>THY, FHEICERIBERVMVRPSIHOICRSD
Last PDU received: 00:00:05 IREZHEED

IPv4 prefix count: ©
IPv6 prefix count: ©
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ROAS: v 2 21— /NDUPLINKICRREIE R LD
o EREETROADEFINAZHEERT S

iw25-user-base ¢ @ Lasti5minutes v > @Q Q Refresh v

v Overview

Last Completion Unique VRP Unique VAP Router Keys Run Time

04:20:04

Q 0 O i
Last Run time

00:06:40
00:05:00

Total Certificat... Total Manifests Total Objects
00:03:20

e I_ﬂ 00:01:40
Version © 3 0 @ 04:20

= elapsed == System == user

F‘:Z churn overview VRPs per TAL %*Egﬂ:%-t“ B BOAO) Hy?%: l : %,ﬁ‘y L/ -t
= VB ENHEERTED

400000

200000
o

Repositories

200
150

Oosoooseossososossssosscsssosoosososssssssosssosssscssssossss
04:20 04:25

== deleted == deleted_extra == extra == new
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ROAS: v 2 21— /NDUPLINKICRREIE R LD
o JTICRERIFRIZUPLINKZBEEMT D

user@iw25-user28-server:~$ sudo ip route add default via 172.16.250.254 dev lan
user@iw25-user28-server:~$ sudo ip -6 route add default via 2400:5320:ff00:16fa::ffff dev
lan metric 1024

user@iw25-user28-server:~$% ping 1.1.1.1

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seqg=1 ttl=53 time=20.6 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttl=53 time=20.6 ms
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ROAF+ w2 21— /NDUPLINKICRIREIZ /R L \H
o UPLINKZERRUTz%&rpki-clientZ=3E1T

user@iw25-user28-server:~$ sudo rpki-client -mj

Processing time 158 seconds (240 seconds user, 35 seconds system)
Skiplist entries: ©

CCR manifest state hash: NrRDLnO3UM+j+iumpOuM7Xy2qRf6G73IjOxBH1t3r/Y=
CCR ROA payloads hash: 1k8266pZgj8mavM3zFmzkpOEq6TD80pWrD5Q30jBojY=
CCR ASPA payloads hash: 5PfA2N6g31ZF1NZdPz01smDQ6DmBnlpoq3cCi77fzfg=
Route Origin Authorizations: 340815 (15 failed parse, © invalid)

AS Provider Attestations: 145 (@ failed parse, @ invalid)

BGPsec Router Certificates: 2

Certificates: 49295 (14 invalid, 130 non-functional)

Trust Anchor Locators: 5 (@ invalid)

Manifests: 49281 (130 failed parse, © seqnum gaps)

Certificate revocation lists: 49151

Ghostbuster records: 1

Trust Anchor Keys: ©

Repositories: 106

New files moved into validated cache: 488555

Cleanup: removed @ files, 87195 directories

Repository cleanup: kept 6157 and removed 3 superfluous files

VRP Entries: 776663 (771469 unique)

VAP Entries: 145 (145 unique, © overflowed)

VSP Entries: © (@ unique)
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ROAS: v 2 21— /NDUPLINKICRREIE R LD

e ROAF+v v aty— /N ETVRPHUNFETET TV SN HEEE L.

stayrtrzrestartd9 s

user@iw25-user28-server:~$ cat /usr/local/var/db/rpki-client/json | jq
771469
user@iw25-user28-server:~$ sudo systemctl restart stayrtr

'.roas | length'
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ROAS: v 2 21— /NDUPLINKICRREIE R LD
o JL—Y LETROAAFxv Y atf—/INEDEHRZHRT D

user@iw25-user28-vmx> show validation session detail
Session 172.16.251.118, State: up, Session index: 3
Group: rpki-client, Preference: 100
Port: 3323
Refresh time: 300s
Hold time: 600s
Record Life time: 3600s

Serial (Full Update): ©
Serial (Incremental Update): © stateH Tupl M DVRPEERBU TLWBZ ENERTED
Session flaps: 21
Session uptime: 00:08:06
Last PDU received: 00:00:05
IPv4 prefix count: 610282
IPv6 prefix count: 161187
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