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America’s Cyber Defense Agency o

Q
NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE -

Home [ Togics / CyberThreatsand Agvisories / lnformacionSharing / Cyberincident Reporting for Critical Infrastructure Act of 2022 (CL... siare: ) ¥ in @

Cyber Incident Reporting for Critical Infrastructure
Act of 2022 (CIRCIA)

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, CYBER THREATS AND ADVISORIES

[CJEREA PN EEIEN Organizations should repart anamalous cyber activity andjar cyber incidents 24/7 to reporticisa.gov o 1-844-Say-CISA.

In March 2022, President Biden signed into law the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA). Enactment of CIRCIA marked an important milestone in

improving America’s cybersecurity by, among other things, requiring the Cybersecurity and Infrastructure Security Agency (CISA) to develop and implement regulations requiring

covered entities ta report covered cyber incidents and ransomware payments to CISA, These reports will allow CISA to rapidly deploy resources and render assistance to victims {88 : CISA [Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) |
suffering attacks, analyze incoming reporting across sectors to spot trends, and quickly share that information with network defenders to warm other potential victims. https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-

reporting-critical-infrastructure-act-2022-circia
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@ Proposed Rule ll

]1 ‘You may be interested in this newer document that published on 05/06/2024 with aclion

View Document
Proposed rule; extension of comment period

Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA)
Reporting Requirements

CISA is facing a tight CIRCIA deadline. Here’s how
Sean Plankey can attempt to meet it

A Propesed Rule by the Homeland Security Department on 04/04/2024 F v

PUBLIHED DOCUMENT: 2004-06526 (83 FA 23644) CYBERSCOOP Topics «+ Special Reports Events Podcasts \Videos Insights Cybx

- Department of Homeland Securlty
Cybersecurity and Infrastructure Security Agency © Lstentothis aricle 436 Loam mers

6 CFR Part 226
[Cocket No. CISA-2022-0010]

RIN 1670-A404

[y Decument AGENCY:

Dates

curity and Infrastructure Security Agency, DHS

g Tebleol
Canlenis

ACTION:
[ fetted

Dacuments Prapeeed Aule

@ Pubic SUMMARY:

omments

The Cybies Incident Reporting for Crilical Infrastruciure Acl of 2022 (GIRGIA), a5 amented, requires lhe
Cybersacurtty and Infrastructure Secunty Agency (CISA) to promulgate ragulations Implementing the
statute’s covered cyber Incident and ransom payment reporting requirements for coverad entities. CISA

mment on the proposed rula to implement CIRCIA'S requirements and on several practical and

s related o the implementation of hess new reporling requirements

<3 print DATES:

Comments and retated material must be submitted on or before June 5, 2024

[2) oiher Farmats ADDRESSES:

. ou may send comments, Kentied by docket number CISA-ZI22-U010, trough the Federal D Borminaon 1o be Gbecier of the uberse ) ntras - s o b
ublic I A F Mattie » -
> In i eRulemaking Fortal avallable &t Atip.i Wi reguiations. oo v enat # buliding, In W, o0, [ Vednesda X NeretryCN

88 : Federal Register [Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) Reporting i : CyberScoop [CISA s facing a tight CIRCIA deadline. Here's how Sean Plankey can attempt to meet it |
Requirements | https://www.federalregister.gov/documents/2024/04/04/2024-06526/cyber-incident- https://cyberscoop.com/cisa-sean-plankey-circia-deadline-op-ed/

reporting-for-critical-infrastructure-act-circia-reporting-requirements
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STATEMENT

Cybersecurity Disclosure

Erik Gerding, Director, Division of Corporation Finance
Dec. 14, 2023

A i
notr

todsy in my official capacity as Director of the SECs Division of Corperation Finance, and my views do
\ars, of any athar C: fon stafr[]

omary, | am exprassing my visv
rily reflect the views of the Cor

sian, any af the Ci

In July of this year, the Commission adoptad final rules that will require public companies to disclose bath material cybersecurity incidents they
experience and, on an annual basis, material regarding their rigk strategy, and 1] These
rules will provice investors with tmely. consistent, and comparable information about an important set of risks that can ceuse significant losses
to public companias and their investors. This disclosura can halp investors evaluate those risks es thay make investmant and voting dacisions.

In recommending these final rules, the staff of the Division of Corporation Finance, together with staff from around the Commission, carefully
considered the comments the Commission recenved[2] on the March 2022 proposed rules.[3] The C: ion took the luding
concerns about comeliance and threat actors —into sccount in deciding to make changes from the proposal and in fashioning » set of rules that
sdvance our goals of p investors and facilitating capital

Because some of the new disclosure requirements will take effect later this monith, it is important to underscore the changes the Commission
made from the proposal, highlight some significant parts of the rationale and mechanics of thesa rules, and clear up potential misconceptions.

Aboirk Submit a Tip or Complaint

© 2025 JPCERT/CC
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Hi#8 : U.S. Securities and Exchange Commission [Cybersecurity Disclosure]

https://www.sec.gov/newsroom/speeches-statements/gerding-cybersecurity-disclosure-
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Courts & Litigation  Cyberseourity & Tech Executive Bramch

Harmonizing Cybersecurity Incident Disclosure After Loper Bright

Francesca Lockhart, Karl Lockhart | Tuestday, November 26,2024, 2:00 PM sherecn- £ X in W B B8

The SEC's cyber disclosure rule
solution.

underscores the need for regulatory harmonization post-Loper Bright. CISA’s rules offer a

mputer dask in afog 3 itireyurLoom/3ufrz7y. Froe Use]

Hi88 : LAWFARE [Harmonizing Cybersecurity Incident Disclosure After Loper Bright]
https://www.lawfaremedia.org/article/harmonizing-cybersecurity-incident-disclosure-after-loper-bright
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July 23. 2025
Doth fefecom ghar

ey Db, il ey b s e
Sen. Cantwells letter continued. “Ths

il 73

H# : U.S. Senate Committee on Commerce, Science, and Transportation [Cantwell Seeks Digital Forensics Expert's
Assessments of AT&T and Verizon Network Security After Chinese “Salt Typhoon” Hack]
https://www.commerce.senate.gov/2025/7/cantwell-seeks-digital-forensics-expert-s-assessments-of-at-t-and-verizon-
network-security-after-chinese-salt-typhoon-hack
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What We Investigate _ —
Terrorisn  Counlerintsllipence IETEREEEE Public Cortuplion  Civil Righls — Transnational Organized Crime | While-Collar Crime— + More ﬁﬁ@ﬁ@tmii m (L— J: D F’Iﬁ /T%LEIH‘E g_ 5
News | Most Wanted | FBI Guidance to Victims of Cyber Incidents on SEC Reporting Requirements  Business and Industry Partners

B) [CDWT. FEDEE (BixEE) N

FBI Guidance to Victims of Cyber Incidents

on SEC Reporting Requirements /( \/:/5' > |\ (L__jb VC I?ﬁﬁ?ﬁﬁﬁiﬂ‘%f@% &
ikl - Pk e L sl iy e i e OF i e Yi¥r U5 a . FBISEOBTHLEI N\ DESS %=

coordination with the Department of Justice, is providing guidance on how victims can request related disclosure delays for national security

) B ) \= g_ jj‘ '~ 2 )\
or public safety reasons. The FBI recommends all publicly traded companies establish a relationship with the cyber squad at their local FEI g < 4 3 5 & 0) /r g %
0= Y / _LA

field office.

ng a delay and providing necessary information to the FEBI,

C rules, to view the Justice Department's guidelines o r‘m‘wi » Ti ity incident delay determinations, and to read . - =X l 7—_. /r S, =~ I\jj'}_'_*ﬂ HG)Q /r => 0“
th tive about how victim requests are processed. [ j - / / 'LJ N _— /
The FEBI gly encourages ies to contact the FBI directly or through the U.S. Secret Service {(USS8), another federal law ( S EC Fﬁ — %E E IJ T‘\ (3:4 E J,\X W ) (_ a._D\ (,j- 5 IE&,.-
enforcement agency the Cybersecurity and Infrastructure Security Agency [CISA), or another sector risk management agency soon F /] N 7~ (@ 17.1-

after a regi of a newly-di ed cybersecurity incident may pose a substantial risk to national security

or public safety. This early outreach allows the FEI to familiarize itself with the facts and circumstances of an incident before the *%% F*ﬂ F;a 50) ﬁ:ﬁ EE[;;\\ % ;E ?ﬁ g_ 5 )?-? E (ﬁﬁﬁ@ Ka rl

company makes a materiality determination. IT the victim of a cyber intrusion engages with the FBI or another U.S. government
agency, this engagement doesn't trigger a determination of materiality. However, it could assist with the FBI's review if the company

determines that a cybersecurity incident is material and seeks a disclosure delay. LO C k h a rtHjJ %& ( : J: 5 La Wfa re EE $ )

Please note that delay requests won't be processad unless they are recaived by the FBI immediately upon a company’s determination o

disclose a cyber incident via Bk.
LY 1
:@ — —
- — —
—cA — —
= d —

Request a Delay™ SEC Rule FEBI Policy Directive DOJ Memo

84 : FBI [FBI Guidance to Victims of Cyber Incidents on SEC Reporting Requirements]
https://www.fbi.gov/investigate/cyber/fbi-guidance-to-victims-of-cyber-incidents-on-sec-reporting-
requirements
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UNITED STATES SECURITIES AND EXCHANGE COMMISSION
WASHINGTON, D.C. 20549

FORM §-K
CURRENT REPORT
Pursuant to Section 13 or 15(d) of the
Securities Exchange Act of 1934

Date of Report (Date of Earliest Event Reported):
October 15, 2025

FS, Inc.

(Exact name of regiatrant a2 specified in itz charter)

Washington 00026041 91-1714307
(5tate or other juriadiction (Commission (TS Employer
of incorposation) File Number) Idemtification No )
01 5th Aveane
Seattle, WA 93104
(Address of princigal exseusive offices) (Zip Cods)

Reegivtrant’s telephone number, inchuding area cade (206) 272-5555

Not Applicable
Fosmer name or former address, if changed aince last report

) Wrritten communications pursnant to Rule 425 under the Securities Act (17 CFR 230 425)
O Soliciting material pussaant to Rule 14a-12 under the Exchenge Act (17 CFR 240.14a-12)
0 Pre-conmmencement commuaications porsuat to Rule 144-206) under the Exchange Act (17 CFR 240.144-2(6))
[ Pre-commencement communications pursaant to Rule 13e-4(c) under the Exchange Act (17 CFR 240.132-4(c})

“hock the appropriate box below if the Form 8-K filing i intended to sinmultancously satisfy the filing obfigation of the regisrant sader any of the following provisions

For more information regarding the security incident at F5, the actions we are taking to address it, and our
ongoing efforts to protect our customers, click here.

'] Security Advisory L

. . . Al Recommended Cantent
KOO0O0154696: F5 Security Incident
Published Dote: Oct 15, 2025  Updoted Dote: Oct 23, 2025
v Evaluated products:
We want 1o share information with you about steps we've teken 1o resolve a security incident &t FS and our angaing efforts 1o protect our customers.

tor maintained long-term, persistent access to, and downloaded files from

In August 2025

certan F5

1 3 highly sophisticated nation-state thre

forms. We have

ms included our BIGIP procuct development environment and engineering knowledge

1o contain the threat actor, Since beginning these activities, we have not seen any new unauthorized activity, and we beliave our

containment efforts have been successful.

In response to this Incldent, we are taking pros; measures to protect our customers and strengthen the securlity posture of our enterprise and

/& have engaged CrowdStrike, Mandiant, and other leading cybersecurity experts to support this work, and we are actively

product environments.

engaged with law enforcement and our govermment partners

We have released updates for BIG-IP, FS0S, BIG-IP Next for Kubermetes, BIG-IQ. and APM cligats. More information can be found in cur October 2025
Quarterly Security Notification. We strongly advise updating to these new releases as soon as possible.

What we know
At this tme, based on our nvestigation of avallzble logs:

+ We have confirmed that the threat actor exfiitrated files from our BIG-IP product development environment and engneering knowledge

management platforms. These flles contained some of our BIG-IP source code and information about undisciosed vulnerasilities we viere working

{88 1 UNITED STATES SECURITIES AND EXCHANGE COMMISSION [FORM 8-KJ
https://www.sec.gov/Archives/edgar/data/1048695/000104869525000149/ffiv-20251015.htm
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RELATED TOPICS: CYRERSECL RITY BEST PRACTICES, NATION.STATE THREATS
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As America’s Cyber Defense Agency and the National Coordinator for critical infrastructure security and resilience,
CISA's mission is to safeguard America's eritical infrastructure and enhance our nation's collective resilience, We
help protect &

anydme. Notably, a critical element in the U.S. Government’s ability to understand the totality of the Salt Typhoon campaign targeting U.S. telecommunications infrastructure was the fact

Home | MewsRFuents | Mees | SoeegiheningAmerca's Resiliense Azainst the PRC Cyber Theasts

that CISA threat hunters previously detected the same actors in U.S. government networks. This information, along with industry tippers, is what allowed our law enforcement
partners to gain access to images of actor-leased virtual private servers. This, in turn, gave us and our federal government partners visibility into the breadth of the campaign and

allowed us to notify and provide technical assistance known or suspected private sector victims.

HiBE : CISA [Strengthening America’s Resilience Against the PRC Cyber Threats] https://www.cisa.gov/news-events/news/strengthening-americas-resilience-against-prc-cyber-threats
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