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Wi-Fi 7 O45# - Multi-Link Operation (MLO)
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Wi-Fi 7 O45# - Multi-Link Operation (MLO)
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Wi-Fi 7 O45# - Multi-Link Operation (MLO)
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Wi-Fi 7 O%# - Multi-Link Operation (MLO)
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Wi-Fi 7 Q%5 - Multi-RU

Multiple Resource Unit (MRU)
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Wi-Fi 7 O45# - Compressed Block Ack

512 Compressed Block Ack

Block Ack 7L —A%=KIRT B —4 VR

Wi-Fi 6/6E ADDBA Request
« 1DO7L—ADHI|C N |
Bk 256 D MPDU % &#] [ Aok ———| Setup
 ADDBA Response —

« ExK 256 {@ ® MPDU (XL T
12D® Block Ack 7L—ATIEETZE 5

Data & Block Ack

WI-FI 7 1207 L—ADH(C BlockAckReq
&K 512 {Ed MPDU % &# BlockACK
ENEEEEEEER
° HX s T D
120 Block Ack 7L —ATIHETE S T% ear own
Sender Receiver

I —IN—~ vy KDHIRE
S7—YL—MCBIFTBEE/NT A=V ADMA L

© 2025 Cisco and/or its affiliates. All rights reserved.

afradn
Cisco



Wi-Fi 7 O%58FE & &

s FYRINRYTAVT
« 320 MHz TB/RY T« VI D R— b
« Preamble Puncturing TF&%ZRE LU TRy Ta4 VT
4096 QAM
- BWVEBRBRETLDERET—YL—t
MLO (Multi-Link Operation)
« BEFrXILORBFATEEDOESR - KEL
MRU (Multi-RU)
FEIRBUR 7 % SR 73 < RhERICH) A
Compressed Block Ack (512 MPDUs)
-Tmh:www — /=~ FHIBE BEDEEI

U LD '
© 2025 Cisco and/or it right cisco




Wi-Fi 6E / Wi-Fi 7 O/RKA1 > k
=l Rl




Wi-Fi 6E / Wi-Fi7 ORA >V~ -EFa2 VT4

Wi-Fi6GE D+ 1) 71 &

-

\_

WPA3
Personal/Enterprise
Enhanced Open H'WA 7B

~

/

1t

g A
PMF
(Protected Management Frame)
DY
- Y

CCCCC



Wi-Fi 6E / Wi-Fi 7 D/RA Yk -EF2 VT«

Wi-Fi7 OtF* 17571 Ef

4 ) a )
WPA3 PME
Personal/Enterprise (Protected Management Frame)
Enhanced Open HYWh7E Hwia
\_ ) - \ Y,
L~
- 7 )
251t TN DILER WPA3 Personal T
(GCMP256) ZH LU LY AKM =5 7R—
\_ J
[ Beacon Protection ]

CCCCC



Wi-Fi 6E / Wi-Fi 7 D/R1 > b

-EXxa2VUr~g
Beacon Protection

AT

Y F v I %iTWOWAP DE—

t((_«ﬁ

Y a{RET DITHHA

WPA3 4 Way Handshake I

Beacon [IEs, MIC] Beacon [IEs, MIC1]

M3: [Beacon Integrity Key] [MIC]

Channel A Channel B @

KNEBENE—DAVZEHELTHRANTES

IEs: Information Elements
MIC: Message Integrity Code

0 h
ccccc



Wi-Fi 6E / Wi-Fi7 ORA >V~ -EFa2 VT4

)74 BHEE
IS LAN £ 1) 7« BEfE
Reference
Wi-Fi 5 (Legacy) Wi-Fi 6 Wi-Fi 6E (6 GHz2) Wi-Fi 7
Open Open Open Enhanced Open Enhanced Open
(OWE H7R— k A4 7E) (AKM: OWE) (AKM: OWE)
(Cipher: CCMP128) (Cipher: CCMP128 and GCMP256)
Personal WPA1, WPA2, WPA3 WPA2, WPA3 Transition WPA3, PMF A\wh78 WPA3, PMF A\wh78
Transition
WPA3, PMF (gAY 3y (AKM: SAE, FT+SAE) (AKM: SAE-EXT-KEY, FT-SAE-EXT-KEY)
WPA3. PMF 473 3 v (Cipher: CCMP128 or AES) (Cipher: CCMP128 and GCMP256)
’ (WPA2 AKM: PSK, FT+PSK, PSK (SHA-
256))
(WPA3 AKM: SAE, FT+SAE)
(Cipher: CCMP128 or AES)
Enterprise | WPA1/WPA2/WPA3 WPA2/WPAZ3 Transition WPA3, PMF h\wiZB WPA3, PMF h\ywiZ8
Transition
WPA3-dot1x (Enterprise), (AKM: FT+802.1x, 802.1x-SHA256,  (AKM: FT+802.1x, 802.1x-SHA256,
PR 802.1x-SuiteB) 802.1x-SuiteB)
WPA3-dot1x, PMF (& PMF 347> 3> (Ciph;(r: CUCI)MP128, GCMP128 & (Ciphexr: (;JéMP‘I28, GCMP128 &
A7ay GCMP256) )
(AKM 802.1x, FT+802.1x & 802.1x-
SHA256, 802.1x-SuiteB)
(Cipher: AES, CCMP 128, GCMP128
GCMP256)

. ) . . afradn
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Wi-Fi 6E / Wi-Fi7 ORA >V~ -EFa2 VT4

Wi-Fi 6, 6E, 7 Xfit7% WLAN

Personal (PSK/SAE) SSID

WEEH: AKM 24 or 25, Cipher - CCMP128 and GCMP256
#2Z: WPAS Transition Mode (a.k.a WPA2 + WPA3 Mixed Mode)

General Security Advanced
Layer2 Layer3 AAA
D WPA + WPA2

MAC Filtering

O

Lobby Admin Access (]

WPA Parameters

WPA Policy 0O
GTK Randomize O
Transition Disable  (J

WPA2/WPA3 Encryption

WPAZ2 Policy
WPA3 Policy
Beacon Protection

Add To Policy Tags

]
@]

AES(CCMP128) (@
CMP128 0

CCMP256
GCMP256

Protected Management Frame

PMF

Optional

Association Comeback Timer*

SA Query Time*

200

Fast Transition

Enabled v

Status
Over the DS (]
Reassociation Timeout * 20

Auth Key Mgmt (AKM)
802.1X 0 FT + 802.1X O
802.1X-SHA256 (O SUITEB192-1X 0
CCKM 0 PSK
FT + PSK PSK-SHA256 0
SAE FT + SAE
SAE-EXT-KEY FT + SAE-EXT-KEY

Anti Clogging Threshold*

1500
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L2 security: WPA2+ WPAS

AKM: PSK + SAE + SAE-EXT-KEY

PMF: Optional
«  Wi-Fi 7 client > WPA3/SAE-EXT-KEY/PMF T##:
« Wi-Fi 6E client » WPA3/SAE/PMF T

« WPA3XIHD Wi-Fi 6 client

> 2.4/5GHz #IC WPA3/SAE/PMF THE#:
« Legacy client » 2.4/5 GHz & I(C WPA2 TH#x

Note: ZARw & Wi-Fi 7 [ AKM 24, 25 ZhEE LETH
BRaBREIEI 547 M TORER L, AKM 8, 9 TH MLO/11be

MEMETHLDTY

WPA1 AU BERIEEICHEWNI SA 7Y MHWBES
B SSID #ER LT WPA1 454 7Y N O Bi% 1S

AKM 8: SAE

AKM 9: FT-SAE
AKM 24- SAE-EXT-KEY
AKM 25- FT-SAE-EXT-KEY
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Wi-Fi 6E / Wi-Fi7 ORA >V~ -EFa2 VT4

Wi-Fi 6, 6E, 7 Xfit7% WLAN

Enterprise (dot1x) SSID

BB AKM 3, 5 Cipher - CCMP128
#2Z: WPAS Transition Mode (a.k.a WPA2 + WPA3 Mixed Mode)

=n
=04

7E

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

MAC Filtering (]

Lobby Admin Access (]

WPA Parameters Fast Transition

WPA Policy B WPA2 Policy Status Enabled
GTK Randomize & WPA3 Policy ®
Transition Disable (J Beacon Protection (J QUREnelDS -
Reassociation Timeout * 20
WPA2/WPA3 Encryption
AES(CCMP128) (@ CCMP256 0O
GCMP128 0 GCMP256 0 Auth Key Mgmt (AKM)
802.1X () FT +802.1X ()
Protected Management Frame 802.1X-SHA256 (@ CCKM O
PSK O FT + PSK O
PMF Required PSK-SHA256 0 SAE 0
Association Comeback Timer* PR O B e O
FT + SAE-EXT-KEY (J

SA Query Time* 200

L2 security: WPA2+ WPAS
AKM: 802.1x-SHA256 / 802.1x (SHA1)
PMF: Optional

WPASXT IS D client: WPA3 Enterprise TiRTE

LT

SWIi-Fi7 9547 D CDREZFALT MLO TEED

FIRE S ICEH L E T

9547 MH WPA3 [CIEF IS THNIE WPA2 TEREL TK

=2

Note: HWR S A NZE>TWB—EDY T4 7> k TIIHEBEH
RETHAREMELHDTT. FRIICERRIAEZHIIHLET

Note: WPA3-SuiteB 5 (C1E SSID 2072 WEBEAH D FT
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Wi-Fi 6E, Wi-Fi 7 T+ a2 U7 4 D2

» WPA3 / PMF H%WAZE (6E/7 #i8)
« WPA2 BIRTE DRI L

+ Wi-Fi 6 Blgi& 6E, 7 ZHEFIE S 2 & IFAJRE
« WPA2/WPAS3 Personal Transition Mode
 WPA2/WPA3 Enterprise Transition Mode
« WPA1 3BT %

« Wi-Fi 7 TIIES{LARIILERSES Wi
« CCMP128 + GCMP256
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