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Getting Started with Abuse Contact DB

How do | query the Abuse Contact database?

The Abuse Contact Database is exposed via DNS. This means you can send requests to the Abuse
Contact DB the same way you would with a DNSBL or any other DNS-based list. This configuration permits
a higher volume of queries than would be possible with an HTTP API

IPv4

To obtain the abuse contact for IP 78.47.241.202, you reverse the octets of the IP address and append

“abuse-contacts.abusix zone.*

Example

The response contains the abuse contact in the TXT record.
Multiple results are comma-separated in one TXT record. If you da not get any result, the range or IP does

not exist, or the responsible network owner doesn't deciare an abuse@ role address.

IPv6

IPVE queries are also supported but require the lookup to be in “Nibble” format, which is the format used

How do | query the Abuse Contact
database?

1Pva.

[
command-line Tool
LegalNotice

Learn more about the Abuse
Contact Database

o

abusix.com
Getting Started with Abuse Contact DB
https://abusix.com/docs/abuse-contact-db/getting-started-abuse-contact-db/
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https://abusix.com/docs/abuse-contact-db/getting-started-abuse-contact-db/

Getting Started with Abuse Contact DB

Abusix GmbH @ Abuse Contact DB #fEH L T. www.apnic.net ®abuse@EiELE A5

$ host www.apnic.net
www.apnic.net is an alias for www.apnic.net.cdn.cloudflare.net.

www.apnic.net.cdn.cloudflare.net has address 104.18.235.68
www.apnic.net.cdn.cloudflare.net has address 104.18.236.68
www.apnic.net.cdn.cloudflare.net has IPv6 address 2606:4700::6812:eb44

www.apnic.net.cdn.cloudflare.net has IPv6 address 2606:4700::6812:ec44

$ dig -t txt 68.235.18.104.abuse-contacts.abusix.zone. +short

"abuse@cloudflare.com”

AR R 7A Y —IMER], vAT FLRIEHHBAAVET F L XZFFAXNBIHE ICIERIER
$ pip install querycontacts

$ querycontacts 2606:4700::6812:eb44

abuse@cloudflare.com
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(ContactDB is a free service, so you don’t need to subscribe or create an account to use it!)
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https://abusix.com/docs/abuse-contact-db/abuse-contact-db-faq/

Abuse Contact DB #1{F£5 (2% 7

Abuse Contacnt DB DfEWN A - E A HIE

« UL A% Getting Started with Abuse Contact DB %55 ¢
https://abusix.com/docs/abuse-contact-db/getting-started-abuse-contact-db/

« FEFTE=A Abuse Contact DB FAQ 128 % D Tt
https://abusix.com/docs/abuse-contact- db/abuse contact-db-faq/
#2512 Do | need to provide attribution to the Abuse Contact DB when | use the service? |27 FE

Abuse Contact DB A'[E|& T Babusei@EiEAL X —IL T KL XIZHENEFTZHD?

« Abusix GmbH (. RIROwWhoisT—2ZR—ZXH B A =T FLRAZINEL TWB EHBLTWLWET,
https://abusix.com/docs/abuse-contact-db/abuse-contact-db-overview/

e Abusix GmbH (f. abuseEIRLX —IIL T KL ZAEFEMABIIL TWB ESRBEL TWE T,
https://abusix.com/docs/abuse-contact-db/validate-abuse-role-addresses/
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https://abusix.com/docs/abuse-contact-db/abuse-contact-db-faq/
https://abusix.com/docs/abuse-contact-db/abuse-contact-db-overview/
https://abusix.com/docs/abuse-contact-db/validate-abuse-role-addresses/

Abuse Contact DB AR L 70 L I 2E

Abuse Contact DB IZBARDIPT K L R&E,
NIRDwhois|Z& kX NL7-abuseE MR ICIFB R L T<NEHA,

()

—
RIPENCG”;
«

(oD
LAGNIC
(-

f""“""'"'.

SR
EU 2 EndJUsers & B

.............

JPNICZ7 B2

[PNICD & 5 Zof8# (NIR) [ZftoEHICHEHZ2D ? ? ]
https://blog.nic.ad.jp/2022/7172/

Abusix GmbH |Z TRIR®OwhoisT — X X— X H 5 X —JL
TRLAZFRELTWS| EE->TWET,

2% Y Abuse Contact DB IZNIR, EHAlIA X —% v b L
X b DOwhoislZEFIN/ERKEITEBEREL T<NE
A,

[JPNIC whois #Z2BBL L] EEELI-WLWTTAH.
JPNIC whois (Cabuse@f&5ix ((F& A E - KED) &
mINTWERA,

abuseEI& I D EFDERE BIE. 2022F7H. E@
T & T, MEATHARDabuseE KL [EZIH A
W] TB2Fenkun] ICHELWVWTT,

HLT-HEREBEL D — [abuseEigE| ZHFEDHHEL

(JPNIC) |PJ_" FL XEBHEFICEET 2IPNICYEZERETO SR o
BIFEEHEBE —BLUPR Yy b7 =2 OFRENBICXTIGT 5B (Abuse) DB SRBEIIE ~

https://vvvvvv.nic.ad.ip/ia/topics/2022/20220822—02.htm|

N%ﬁﬁﬂi%}b



https://blog.nic.ad.jp/2022/7172/
https://www.nic.ad.jp/ja/topics/2022/20220822-02.html

NEH B B7- | BADabuseE#84 2= D M |

abuse.ch “Measuring Reaction Time of Abuse Desks” (2018/10/1)
https://abuse.ch/blog/measuring-reaction-time-of-abuse-desks/
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Average Reaction Time: 153h 58m
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It shows that abuse desks in Ukraine (UA), Japan (JP) and Zimbabwe (ZW) tend to be slower than
abuse desks located in e.g. Mexico (MX), Iceland (IS) or Pakistan (PK).
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https://abuse.ch/blog/measuring-reaction-time-of-abuse-desks/
https://www.jpopf.net/JPOPM44Program
https://www.youtube.com/watch?v=nfukKldD_Ok
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abuseRBRDOHIE, EARBEFZT HEATANTZBD

abuseRO D L [FFEREREE] [£ X3

« “damage control wet training” A TRERT 5 &
[CNTFOEISA A —2IC0>7=20 771 ] Ao F0WHETCS
HmBBNE LT=EL OBETT ]
« “l'am sorry to hear how busy your role is - sadly many anti-
abuse desk workers would have a similar story” TEhH 7=
“similer story” & THIEL W

REREOBEMER S FEBERIC, —RILLTEZHDTTN

abuse B[O DOHF DOEE (L “Shit Jobs” ITH7-%

U.S. Navy, it is in the public domain in the United States.
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https://www.google.com/search?q=damage+control+wet+training&tbm=isch
https://www.amazon.co.jp/dp/4000614134

D release new_versionsh e e ot verzion 2w oo

D xarfschemajsor

[ README ' MIT license

XARF - eXtended Abuse Reporting Format

Latest Release

Find the latest schema release on the releases page

« xarf_bundled. schema. son

cludes all versions (superschema)

all schema definitions in one file

contains only internal references

small

best for most use cases, when the used tool is good enough to understand complex internal references
(multiple hops)
® xarf_deref.schema.json
includes all versions (superschema)
all schema definitions in one file
contains no references
pretty big file size

can be useful for some not-so-sophisticated code generation tools that can't handle references

Current Version

Build status
[ 14 taiion

Coverage

Tanguages

GFHub abusix / xarf
https://github.com/abusix/xarf
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X-ARFD{E T https://github.com/abusix/xarf &z

X — )L~y X —T

Content-Type: multipart/report; report-type=feedback-

report; #¥8FE 9 5
AFED

XARFO R F —~<I&

=L (abuseBOD A
BT X1 B E. XARF JSONL 7 FR— kd 3 /%

R DURL

ICBtATH D) BB, HEMIC
¢— [ ABAY

https://github.com/abusix/xarf/tree/master/samples/positive/3

YA N—WERE
« botnet
« ddos
e exploit
« loginattack
« malware
s openservice
e phishing
e portscan
e potentially_compromised
e spam

« webcrawler

=EHWEE
» childabuse
e copyright
e harassment_image
* harassment_ur

« trademark

validator.html
\_

~

X-ARF online Validator »*
blocklist.de [C&H 2 D T/ERT %
ERWTT,
https://www.blocklist.de/de/xarf

J

{

"Version": "3",
"Reporterinfo": {

"ReporterOrg": "ExampleOrg",
"ReporterOrgDomain": "example.com",
"ReporterOrgémail": "reports@example.com",
"ReporterContactEmail": "contact@example.com"”,
"ReporterContactName": "Mr. Example",
"ReporterContactPhone": "+ 01 000 1234567"

e

"Disclosure": true,
"Report": {

"ReportClass": "Content’,

"ReportType": "Phishing",

"Date": "2018-02-05T14:17:10Z",

"Sourcelp": "192.0.2.55",

"SourcePort": 80,

"SourceUr!": "http://phish.example.org/index.html",

"Ongoing": true,

"Samples": [

{

"ContentType": "text/html",
"Base64Encoded": false,
"Description": "Just a test sample”,
"Payload": "<html>Phishy</htm|>"

¥

phishing content DIFED X ¥ —~<
https://github.com/abusix/xarf/blob/master/sa
mples/positive/3/phishing sample.json



https://github.com/abusix/xarf
https://github.com/abusix/xarf/tree/master/samples/positive/3
https://github.com/abusix/xarf/blob/master/samples/positive/3/phishing_sample.json
https://github.com/abusix/xarf/blob/master/samples/positive/3/phishing_sample.json
https://www.blocklist.de/de/xarfvalidator.html
https://www.blocklist.de/de/xarfvalidator.html

Abuse Contact DB & X-ARF #FE <

HIDS® failZ2ban [Z
« Abuse Contact DB T abuse@E#&c & Rk L.
« X-ARF ez CabuseEOICL 7 R— b3 3

TovaryhdH)ET ! ZEEEFTI !

GBI, ROBREBDHZHETY,
AlmalLinux release 9.3 (Shamrock Pampas Cat)
fail2ban-1.0.2-12.el9.noarch

Postfix ZEZOMTAZEI A B L. sshd%E T I Bruteforce Attack &
M-, 7=/ N7 Cabusel  R— FABEBNEE SN F T,
TTHTLL SR TabuseL F— FFRIESATLE S (=
7’0/ XDabuse TR I T4 27X T ICEIS) DT, jail D
RIEITIEEB (D ZLEDH Y E T,

7 arvEERLTWVWD 7 7403
Jetc/failzban /action.d/xarf- login-attack.conf T,

aéf—a“%x—/w)zlsjz X-ARF D JSON%Z T 2 E0H H V)
SEICRY) £9,

SCRYSDE

# cat /etc/fail2ban/jail.local
[DEFAULT]
bantime.increment = true
ignoreself = true

bantime = 1d

findtime = 40m

maxretry = 10

backend = auto

usedns = warn

logencoding = auto

[sshd]
enabled = true

action = %(action_xarf)s

action = %(action xarf)s #ZEZL 7Z1f

CE) BITY, banFEEIEWLD D, o »
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32 abusix Products »  Solutions *  About v Resources

The Leader in
Network Abuse
Management

Why Abusix?
el &7
Boost Response Speed Save Tim
and Service F—
AbuselO Abusix GmbH

Open Source Abuse Management
https://abuse.io/

Abuse Management
https://abusix.com/network-abuse-management-solution/

« MESORARIZIZ. —MZAY7Z Mail User Agent ° CRM & IZES VY 2 —> 3 VA E

o EHEML AbuselO (HEEEIXZRER - 7EHY) , Abacus, Abuse Management (IH AbuseHQ)
20243R7F D FIR PR IIX-ARF & /X — X TZ % Abuse Management —3R. <% AbuselO O 7 £ % =i
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https://abuse.io/
https://wordtothewise.com/tools/abacus/
https://abusix.com/network-abuse-management-solution/
https://abuse.io/resources/live-demo/
https://abuse.io/resources/live-demo/
https://abuse.io/
https://abusix.com/network-abuse-management-solution/
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« [X-ARFTXITERS | ERE L TWDabuseBHBH P WTT, 7oA 10HED 2 H WD,
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Q Browse @B AccessData ~ @ FAQ T About
14 AS209363 sco-webage-20190220 - None 0 1 9 minutes
15 AS268490 ALP._INTERNET EBR 0 1 9 minutes

The following table shows the top 15 hosting providers with the slowest abuse desks. To generated these statistics, URLhaus measures the time between when URLhaus
sent the abuse complaint to the hosting provider and when the reported content goes offline. Please consider that the accuracy is +/- 1 hour.

Rank  ASNC) Country Online Offline Average Reaction Time

1 AS8245 VIDEOBROADCAST-AS =AT 0 1 5 years, 6 months, 6 days, 17 hours, 2 minutes

2 AS23520 COLUMBUS-NETWORKS B Us 0 1 4 years, 6 months, 14 days, 16 hours, 19 minutes
3 AS6 BULL-HN == US 0 1 4 years, 2 months, 23 days, 19 hours, 10 minutes
4 AS10099 UNICOM-Global HK 0 1 3 years, 9 months, 6 days, 10 hours, 11 minutes
5 AS197838 CHEELOO-AS = PL 0 1 3 years, 8 months, 1 days, 17 hours, 58 minutes
6 AS199391 XGlobe-199391 =L 0 3 3 years, 6 months, 25 days, 19 hours, 21 minutes
7 AS57043 HOSTKEY-AS wm RU 0 1 3 years, 5 months, 20 days, 12 hours, 33 minutes
8 AS5263057 Connect_Network EBR 0 1 3 years, 5 months, 14 days, 4 hours, 29 minutes
9 AS24164 UBBNET-AS-TW =mTW 2 1 3 years, 1 months, 15 days, 18 hours, 40 minutes
10 AS30782 TOYA-KRAKOW-AS - PL 0 1 3 years, 1 months, 4 days, 20 hours, 34 minutes
1 AS37024 Yoprov =W 0 1 2 years, 9 months, 27 days, 23 hours, 58 minutes
12 AS60822 WISP1 (w1 0 1 2 years, 9 months, 15 days, 2 hours, 6 minutes
13 AS9811 DRCSCNET B CN 2 2 2 years, 9 months, 5 days, 8 hours, 32 minutes
14 AS10292 CWI-1 B Us 0 1 2 years, 7 months, 25 days, 16 hours, 36 minutes
15 AS57803 TELESERVIS-AS wm RU 0 2 2 years, 7 months, 22 days, 1 hours, 44 minutes

The full list of average reaction time over all hosting providers (ASNs) can be found here:
* Average Reaction Time (for all hosting providers)
If you are a hosting provider, network owner or national CERT, you can subscribe to the URLhaus feed for your ASN or country here:

* URLhaus Feeds
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URLhaus Statistics
https://urlhaus.abuse.ch/statistics/

URLhaus Average Hosting Provider Reaction Time
https://urlhaus.abuse.ch/statistics/reactiontime/
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https://www.icann.org/octo-ssr/daar
https://urlhaus.abuse.ch/statistics/
https://urlhaus.abuse.ch/statistics/reactiontime/
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