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- ERUYIIIN-FEE - 10~20E% (BIND 9 : 16E%. Unbound : 11E%)
- AWSEEBBEVY AR —v—DDNSHREE : 5B (5ERZiB X AEAREIEREN)

@ MNote

CNAME resolution will fail if more than five CNAMEs are chained together in your DNS configuration. If you require a longer chaining,

we recommend using email validation.

AWS Certificate Manager DNS validation - AWS Certificate Manager
<https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html>

e RFC 1034(c(E. AFOLICEEENTLS

domain software should not fail when presented with CNAME chains or loops;
CNAME chains should be followed and CNAME loops signaled as an error.

RXA>YTRI17(ZCNAMEDETHY )L —T (SEBU TERECHRBIASIT[XRL,
CNAMEDEHLIBREENANETHD, CNAMEDI =T 3IS5—¢UTRHMENBZINETH S,
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https://jprs.jp/tech/material/iw2013-lunch-L3-01.pdf#page=29
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o AURASVRAICKBORRIBEENLT —YEEE Fry3195L. KTA—IVAPKIEIIY
- ZO#ER. BIND 9ORRSetZ ¢ DL I1— RO¥D _EBREN100ICHIPREN

CVE-2024-1737: BIND's database will be slow if a very large number of RRs exist at the same name
<https://kb.isc.org/docs/cve-2024-1737>
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According to @agercasa (Jaap Akkerhuis), Bill Manning said they wanted to be conservative
and leave some room for future expansion.

Why 13 DNS root servers? :: Miek Gieben
<https://miek.nl/2013/november/10/why-13-dns-root-servers/>
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(RFC 8901) RETHIAINTLS

o CM:%ETH. KeyTrap (#&it) (CRIAEINIC

JPRSH:EEEFH | KeyTrap (F—hk3vY)
<https://jprs.jp/glossary/index.php?ID=0276>
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NXNSAttack: Recursive DNS Inefficiencies and Vulnerabilities
<https://dl.acm.org/doi/pdf/10.5555/3489212.3489248>
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- —E(CALIBIBNSDER Mitigation

- ZEISE

o LHIFHROEMFZIX
- FEURVOINSADIGE ZIRAL

* MaxFetch(k) — Resolve NS-names k at a time, not all at once
0) N SO)Q& — Amortized on several queries

* MaxBreadth — bound # of NS-names per referral response

-10°

622,818
114,070 135,055
g
5,715 E' l:‘ 48,8900 g 494 119

* Detect NX NS replies (NLnetLabs)

(=]

IS

* DNSSEC — NSEC (Petr Spacek)

Number of domains

— DNSSECHRTERSE%SEFE e
# Name Servers [ referral resp.

= P Kol o )

WZDHRZTITD

57T : <https://www.usenix.org/system/files/sec20_slides_afek.pdf>

Copyright © 2025 %ASHHAL A KUH—EX

18



JPRS

KeyTrap (CVE-2023-50387)

o 2024F(CFREINIAREIEE
- EBEOTNWIIIINN-RE - 51T - F—EXNRES DI SR

KeyTrap: Serious Vulnerability in the Internet Infrastructure
<https://www.athene-center.de/en/keytrap>
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T — Akamai CacheServe. BIND 9. Knot Resolver, PowerDNS Recursor.
Unbound. Windows DNS Server
J\TUwIDNSH—EX 1.1.1.1, Google Public DNS. Quad9. OpenDNS
DNSY—Jl delv. DNSViz. ldns-verify-zone. kzonecheck
DNSZ1J35Y dnspython. getdns. Idns. libunbound
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e KeyTrap®DiwXF1 MUcH. 25V THDFLUI.

The Harder You Try, The Harder You Fail:

<https://arxiv.org/abs/2406.03133>

The KeyTrap Denial-of-Service Algorithmic Complexity Attacks on DNSSEC

The Harder You Try, The Harder You Fail : RN THRDFEXKT S
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o ZIIF1. E(FTIWYVIIN=[CEHT—BXRER LA,
WS RFC 1034ICBpAEENTHOREAR,

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started) so that a request
can't get into an infinite loop or start off a chain reaction of requests or queries
with other implementations EVEN IF SOMEONE HAS INCORRECTLY CONFIGURED SOME DATA.

VYN —set B (SHERENDEBIRIRAIEA T OEITHS

1. [TEREEND DT —HZER O TERIEL TWZELTE ] YITZA MRV —TICBEo1z0. MOEEEDRICIIIA MD
BVEDEOEHRGHEISEISNOUBVLSC, YERE (J\oy MEEE, 5T OtARENIE) 2IHITS.

o HATEDL, CNEENTHRRDIBEE LI AN,
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o E(F RAFIOERNIOVTHERIBBEAICHITIREUNEDSNT
W, IFIABHEDFESHTZRFC 9413 T, ONAMRAIRRIICEYT
NIT7 DRBiE-YAN-E - FRILB WA DT HMHEESTOD
C. [RETRESCIOBRBER(IBIRIZEVDTEICEOITVDAIL

RFC 9413 - Maintaining Robust Protocols
<https://datatracker.ietf.org/doc/rfc9413/>

RFC 9413 (202356 H%1T)
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e S IETFICCARIRENEINTULS,

Upper limit values for DNS
<https://datatracker.ietf.org/doc/draft-fujiwara-dnsop-dns-upper-limit-values/>

o COIRFEIIDNSZIKICTBIZ8IC. DNSJ O NIWVDETESER
BCOVNT, SR ERMEZETEULLSEVSEDRRAI,
CCETICGGRUEATESEFN TV,

o IEEHEIICD AL

— draft-fujiwara-dnsop-dns-upper-limit-values
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o 20T, [RAKI|RHE : MO ILVLIFEZUIIFE, CORSE
SHOCIEITAMCIDKKLIRDLIIC, ﬁ%dﬁixﬁ’("'ﬁﬁfat’&

BALT, ZZREA/HELZROTHIS. LLDTLR.
o ZORZEL. 7OMINDERNS5ELSEVWDNSZEIRI B0

|I|n

DiEEND—DICERES,

opyright © 2025 HRXEHARL S FUH—ER 33



° 5

JPRS

ExICHITDEE (1/2)

faITUlcLI(C. EPMEDSEED TR TRV EZFIRAUE

DNSODRess1%H . CNFETIAEHN SN TULS,

o KeyTraphEssIEn SNz, ISCTBIND 9NDZEFRZIEHAHUT
LWBPetr Spacek (RNL-22/\F1v)) KHEISKBRI 0%
NEUTWEZDT, #8ITLTHIT S,

BIND 9 Security Release and Multi-Vendor Vulnerability Handling,
CVE-2023-50387 and CVE-2023-50868 - ISC
<https://www.isc.org/blogs/2024-bind-security-release/>
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e 202482 14HMDISCTOT M5, ENSAIRER %5 AU,
RKFEOERMNED—ED,

Indeed, you read it correctly, even back in 1987 when the original DNS
specification was written, the top priority was limiting the amount of
work done by the implementation! Again and again, researchers

continue to show implementers the dark corners where this simple

instruction was not followed.

:Eta_nO O O

57t : <https://www.isc.org/blogs/2024-bind-security-release/>
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