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o SASE&SSEMELNHST?

o SASE: Secure Access Service Edge
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o ZTNA:Zero Trust Network Access
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Log Viewer . - -
8 PCAP Download Time Generated 1 Severity Subtype Threat Name Firewall Threat ID
Fil Il/Threat Vv @ Severity = 'Critical' AND Source Location = 'Unknown' e g . .
i et = 2025-06-08 21:51:32 IIII Critical vulnerability Apache CouchDB JSON Remote Privilege Escalation Vulnerab... 58159
Time Zone: Japan Standard Time
[+ 2025-06-08 21:51:32 M critical vulnerability Apache Solr xmiparser XML External Entity Expansion Remot... 30009
PCAP Download Time Generated 4 Severity Subtype Threat N:
B 2025:06:0821:51:32 I crtest— vuinera fpscheq ' 2025-06-08 21:51:32 I”I Critical vulnerability Oracle Java IE Browser Plugin docbase Parameter Remote Co... 35986
] 2025-06-08 21:51:32 M| critical vulnerability Apache S
o wsosonaistsz | ll it ety O 2025-06-08 21:51:32 M critical vulnerability Jenkins Remote Code Execution Vulnerability 56426
[+] 2025-06-08 21:51:32 M| critical vulnerability Jenkins R
2025-06-08 21:51:32 Critical vulnerabili GNUCLi g e .
e lll:cuict sy ‘ B 2025-06-08 21:51:32 M critical vulnerability GNU C Library Gethostbyname GHOST Buffer Overflow Vuln... 38384
] 2025-06-08 21:51:32 Il critical vulnerability 1BM Infor
IF 2025-06-08 21:51:32 Critical vulnerability HPE Intell . e, . . .
R = [+ 2025-06-08 21:51:32 Il critical vulnerability IBM Informix Dynamic Server index.php testconn Heap Buffer... 30292
2025-06-08 21:51:32 M| critical vulnerability HPE Intel
4] 2025-06-08 21:51:32 Il critical vulnerability HP Integ; e das, .
L. 2025-06-08 21:51:32 M critical vulnerability HPE Intelligent Management Center WebDMServlet Insecure ...~ 38341
] 2025-06-08 21:51:32 Il critical vulnerability Apache §f
4] 2025-06-08 21:51:32 Il critical vulnerability NetIQ A} = e &
D - = : [+ 2025-06-08 21:51:32 | critical vulnerability HPE Intelligent Management Center WebDMServlet Insecure ... 38341
2025-06-08 21:51:32 Ml critical vulnerability D-Link Rq
+] 2025-06-08 21:51:32 Il critical vulnerability Zoho May . - ) L. -
o e [ e B 2025-06-08 21:51:32 M critical vulnerability HP Integrated Lights-Out Authentication Bypass Vulnerability 39752
D 2025-06-08 21:51:32 I critical vulnerability TerraMas D 2025-0. 82 32 s | s 5 . i . 88
o e e oy T 025-06-08 21:51: II" Critical vulnerability Apache Solr XML External Entity Expansion Remote Code Exe... 54884
D 2025-06-08 21:51:32 M| critical vulnerability Kibana Ti . . . .
B I Il Citesl  vinerabity  Atassian D 2025-06-08 21:51:32 "" Critical vulnerability NetlQ Access Manager Identity Server Directory Traversal Vul... 40581
4] 2025-06-08 21:51:32 Il critical vulnerability Sonatype Nexus Repository Manager Remote Code Execution... 55155 code-execution trust 2001:2:zs B Unknown trust 2001558, BHH 80 web-browsing
[+] 2025-06-08 21:51:32 Ml critical i ine DesktopCentral AgentLogUpload Arbitrary File... 38473 code-execution trust 2001: Unknown trust 200: 80 web-browsing
2025-06-08 21:51:32 M| critical vulnerability Exhibitor Ul Command Injection Vulnerability 58188 code-execution trust Unknown trust 200: 80 web-browsing
4] 2025-06-08 21:51:32 Ml critical il ine Applicati dential.do Comma. 40786 code-execution trust 2001: Unknown trust 200 80 upnp
] 2025-06-08 21:51:32 Il critical vulnerability D-Link DNS-320 ShareCenter Remote Command Execution V... 56613 code-execution trust 200: Unknown trust 200: 80 upnp
[+ ] 2025-06-08 21:51:32 Il critical vulnerability Homematic CCU2 Remote Command Execution Vulnerability 40787 code-execution trust 2001 Unknown trust 200 80 upnp
p 2025-06-08 21:51:32 "" Critical vulnerability Cisco Elastic Services Controller REST API Authentication Byp... 55879 info-leak trust 2001: Unknown trust 200: 80 ‘web-browsing
[+ ] 2025-06-08 21:51:32 Il critical vulnerability Dell EMC VMAX Virtual Appliance Manager Authentication B... 54515 info-leak trust 2001 Unknown trust 200 80 upnp
4] 2025-06-08 21:51:32 Il critical vulnerability 1BM Informix OpenAdmin Tool welcomeService.php Comman... 40562 code-execution trust 2001: Unknown trust 200: 80 upnp
[+ ] 2025-06-08 21:51:32 Il critical vulnerability Micro Focus GroupWise Post Office Agent Buffer Overflow V... 36485 overflow trust 2001: Unknown trust 200! 80 upnp
4] 2025-06-05 20:48:49 Il critical vulnerability Microsoft Message Queuing Remote Code Execution Vulnera.. 94255 code-execution trust 2001 Unknown trust 200: 1801 incomplete
[+ ] 2025-06-05 20:48:42 M| critical vulnerability CyberPanel Command Injection Vulnerability 95785 code-execution trust 200: Unknown trust 200 8090 web-browsing
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