NTT Information Sharing Platform Laboratories

IPv6
JPNIC Next Generation Task Force
2003 11 29
NTT

<kat o@yce. net >

2003/11/29 NTT 1



NTT Information Sharing Platform Laboratories

. 2003 11 29
NTT
e |IPVv6
— 1997 IPv6
. IPv6
— 2000 7 Windows IPv6
— 2002
Mobile IPv6

-—)

2003/11/29 NTT 2



IPVv6

Mobile IPv6
Mobile IPv6
Mobile IPv6
Mobile IPv6

o 0 kW

2003/11/29 NTT

NTT Information Sharing Platform Laboratories




P2pP

IPVv6

8
S
e
Q
L
-
S
S
©
ol
£
S
1)
c
S
5
IS
=

P2pP

VolP,

Web

=

e T e U TR L

=

by
1 ik

LD

Teracdal.
T

iy et

" r-"

NTT

2003/11/29



NTT Information Sharing Platform Laboratories

i - HOTSPOT

< = pfzone
NTT Com HotSpot

2003/11/29 NTT 5



NTT Information Sharing Platform Laboratories

ol )
wi{ur] [y

[~

2003/11/29 NTT 6



— VoIP

. IPvo
— |PVv6
— ISP

NTT Information Sharing

Platform Laboratories

||ﬁ Mobile IPV6

2003/11/29 NTT



IPVv6
Mobile IPv6

NTT Information Sharing Platform Laboratories

=

e |PVv6
— L2
L2

) P\

 Mobile IPv4

— Foreign Agent

iIngress filter
2003/11/29 NTT 8



Mobile IPv6

NTT Information Sharing Platform Laboratories

(1| Mobile 1Pv6

2003/11/29 NTT 9



Mobile IPv6

NTT Information Sharing Platform Laboratories

/ | Home Link /
# pi ng6 M\addr

CN Reply from MN K

CNaddr |Reply from W XK
Reply from MN K

Foreign Link 1

Prefix P1/64 -

Caddr#

MNaddr

2003/11/29 NTT 10



MN Home Link

NTT Information Sharing Platform Laboratories

Home Link

CNaddr

Foreign Link 1
Prefix P1/64 === == -

IPVv6

2003/11/29 NTT 11



NTT Information Sharing Platform Laboratories

’a Home Link

/

CN
CNaddr

Foreign Link 1
Prefix P1/64

> vN

2003/11/29 NTT 12



NTT Information Sharing Platform Laboratories

Home Link

/

CN
CNaddr

Care of Address
(Caddrl)

V6

Foreign Link 1

Prefix P1/64 f X

RA MAC EUI-64
=
64 64

Caddrl
\ J

2003/11/29 NTT 13




MN Care-of HA (Notification)
HA Binding Update

NTT Information Sharing Platform Laboratories

)~
|
' Home Link

| /

| CN

‘ CNaddr

MN
MNaddr/Caddrl

Foreign Link 1

b P1/6 IPv6.. . Binding Update
Prefix P54 | Costmaadgew |
.S rc“Caddrl”k e
Destination Opt I-Eader HA ...................................
Home.Address ob\ e,
MNaddr” < MN__J
Moblllty Header —— L —
Binding Update e
Message ----- s s

2003/11/29 NTT 14



HA Care-of (Acknowledge)
Binding Acknowledgment

NTT Information Sharing Platform Laboratories

Binding Cache Entry
ACK HomeAddr CoA
MNaddr Caddrl

I Home Link

| /

CN
CNaddr

MN
MNaddr/Caddrl

Foreign Link 1

Prefix P1/64
IPVG o
\Dst“c‘a‘ddvrl”’\\f ................
“.9rc "HAaddrrw, MN______
c / ..................................................................
Routing Header Ty@\ e
C“MNaddr 4~ HA
Mobility Header S
Binding AGK™ e
*... Message .~ N 5

2003/11/29 NTT 15



CN MN

NTT Information Sharing Platform Laboratories

Binding Cache Entry
HomeAddr CoA

MNaddr Caddrl

CN
T CNaddr
I
Foreign Link 1
Prefix P1/64 1. CN MN
HA
CN HA 2. HA Binding Cache
CN Binding Cache
Caddrl
3 CN

2003/11/29 NTT 16



MN CN Care-of
Return Routability

NTT Information Sharing Platform Laboratories

Binding Cache Entry
HomeAddr CoA
MNaddr Caddrl

Home Link /
MN | _ CN
M Na:ldr/(:addrl i) V6 CN addr

Foreign Link 1

Prefix P1/64 | IPV6 ... R
DstiCNadde¥——— -,
‘Sre."Caddrl” w .CN
Destination Opt Hetger | .
Home Address Opt _ MN
Mobility Header - R
Binding Update Opt R ———————— —

2003/11/29 NTT 17



CN Care-of (Acknowledge)

Return Routability Procedure

NTT Information Sharing Platform Laboratories

Binding Cache Entry
HomeAddr CoA
MNaddr Caddrl

Home Link /
Binding Cache Entr
MN CN J y
— HomeAddr CoA
MNaddr/Caddrl CNaddr MNaddr Caddrl
ACK
Foreign Link 1
Prefix P1/64 L S ———
‘Dst:Caddr’ > ——1 -
Stc “CNaddr™w.__ ~MN_
Destination Opt Hedaer >< .........................
Home Address O .. CN
MNaddrA}/ R —
obliteae |
_Binding Ack Opt ¥ e

2003/11/29 NTT 18



CN Binding Cache

Binding Cache Entry

NTT Information Sharing

HomeAddr

CoA

MNaddr

Caddrl

MN

M

MNaddr/Caddrl

Foreign Link 1
Prefix P1/64

=Dr

Dst “MNaddr”
Src “CNaddr”

Dst

]

Dst “Caddrl”
Src “CNaddr”

Routing Header Type2

MNaddr

2003/11/29

T

Home Link

MN

Platform Laboratories

/

CN

Binding Cache Entry

HomeAddr

CoA

CNaddr

MNaddr

Caddrl

Dst “MNaddr”
Src “CNaddr”

Binding
Cache

7
/

/" Link Layer

\
\
.

|

Dst “Caddrl” «¢

Src “CNaddr”

Routing Header Type2

MNaddr

Dst

NTT

3




MN Home Address Opt CN

NTT Information Sharing Platform Laboratories

Binding Cache Entry

HomeAddr CoA
MNaddr Caddrl
Home Link / )
Binding Cache Entr
MN | CN ding y
— — = HomeAddr CoA
MNaddr/Caddril CNTddr Sy— Caddrl
Foreign Link 1
Prefix P1/64
Dst “CNaddr” Dst “CNaddr”
Src “MNaddr” Src “MNaddr” >
‘ “. TCP Layer,” i
Sre Dst “CNaddr” T ’ Dst “CNaddr”
—1 | Src “Caddrl” P L Src “Caddrl”
Destination Opt Header ayer Destination Opt Header
Home Address Opt oL \ Home Address Opt
—p “MNaddr” Link Layer “MNaddr”

€4 I |

2003/11/29 NTT 20



CN Binding Cache
MN Binding Request

NTT Information Sharing Platform Laboratories

Binding Cache Entry

HomeAddr CoA
MNaddr Caddrl
Home Link / o
MN | CN Binding Cache Entry
- m HomeAddr CoA
MRerdCade CN @.ddl’ MNaddr Caddrl
Foreign Link 1 g
Prefix P1/64
Dst “MNaddr’ -« | e _
Src “CNaddrl” :\\>|\/| N
Routing Header Ty@\ ......................................... o MN CN
MNaddr « _CN Care-of Address
\t:_'_'_'_'_','ﬁj::::::::::::::::: ............ S — CN Care-of
Mobility Header P Acknowledge
Blndlng Request Opt / et

2003/11/29 NTT 21



Mobile IPv6
Binding Cache CN

NTT Information Sharing Platform Laboratories

IPv6 Node (not MIPv6 capable)

I |
Home L ink |
I |

|
- | : IPv6 Node
- ‘ — " I NodeAddr
\ Bz

Foreign Link 1 = o =
Prefix P1/64

2003/11/29 NTT 22



NTT Information Sharing Platform Laboratories

MN < CN
Return Routability

2003/11/29 NTT 23



Platform Laboratories

Binding Cache Entry
HomeAddr CoA
MNaddr Caddrl

CNgddr

Foreign Link 1
Prefix P1/64

. CN MN
. CN MN
e HA=MN |IPsec

||- Return Routability (RR)

2003/11/29 NTT 24




Return Routability STEP 1
MN KO, K1

NTT Information Sharing Platform Laboratories

“—

Home Link

KO: Home Init Cookie

K1: Care of Init Cookie .l

MN
M Naddr/Caddrl

CN
CNaddr

Foreign Link 1
Prefix P1/64

e KO: Home Init Cookie
e K1: Care of Init Cookie
64

2003/11/29 NTT 25



Return Routability STEP 2
MN 2 Test Init

NTT Information Sharing Platform Laboratories

(1) HoTI(KO)-
HA-~MN  IPsec L ko N
/

,

/ Home Link 4
MN CN
MNaddr/Caddr1 CNaddr
_ S A 4
Foreign Link 1 K‘l
Prefix P1/64 (2) CoTI (Kl)
MN CN 2
(1) Home Test Init (HoTI) cookie KO
(2) Care of Test Init (CoTl) CN cookie K1

2003/11/29 NTT 26



Return Routability STEP 3
CN TO,T1

NTT Information Sharing Platform Laboratories

. o — . (; ™ ‘:
KO (KL ¢ %N %

HA = MN IPsec

. ') : ) )

Home Link *?@L\‘A’ =
M Naddr/Caddrl CNaddr
e —/

Foreign Link 1
Prefix P1/64

CN 20 Kcn
CN Ni, Nj , |

(1) home keygen: TO = HMAC_ SHA1(Kcn, (MNaddr+Ni+0x00))
(2) care of keygen: T1 = HMAC SHAI1(Kcn, (Caddrl+Nj+0x01))

2003/11/29 NTT 27



Return Routability STEP 4
CN MN TO,T1

NTT Information Sharing Platform Laboratories

HA=MN IPsec

Foreign Link 1
Prefix P1/64

CN MN 2
(1) Home Test (HoT)
cookie KO, T0, i
(2) Care of Test Init (CoT)
MN cookie K1, T1, ]

2003/11/29 NTT 28



Return Routability STEP 5
MN TO,T1 MAC

NTT Information Sharing Platform Laboratories

HA = MN IPsec
(T
;KO _

W Home Link

= T1 MNaddrI/Caddrl mu‘ } CNaddr

Foreign Link 1
Prefix P1/64

—p-Binding Key Kbm = SHA1 (TO+T1)

MN Binding Update Kbm (MAC)

MAC = HMAC_SHA1 (Kbm, (Caddrl+CNaddr+BU))

Binding Update

2003/11/29 NTT 29



Return Routability STEP 6
MN CN Binding Update

NTT Information Sharing Platform Laboratories

Home Link

MN
MNaddr/Caddrl

CN
CNaddr

Foreign Link 1
Prefix P1/64

..........................

..........

““MNaddr”. «—

Mobility Header e —
Binding Update Opt :

"""""

2003/11/29 NTT 30



Return Routability STEP 7
CN BU

NTT Information Sharing Platform Laboratories

MN
MNaddr/Caddrl

Foreign Link 1
Prefix P1/64

IPv6
CN

Mobility Header MAC
Binding Update Opt

.. CN BU
Binding Auth

MAC, i, j
" «lﬁiﬁi
BU

2003/11/29 NTT 31



Return Routability

NTT Information Sharing Platform Laboratories

— CN MN
. MN
 PKI + IPsec

- HA MN

« RR HA-=MN

— CN non-IPsec CN < HA

2003/11/29 NTT 32



NTT Information Sharing Platform Laboratories

2003/11/29 NTT 33



IETF

NTT Information Sharing Platform Laboratories

. Internet Drafts
— draft-ietf-nobileip-ipv6-24.txt
— draft-ietf-nobilei p-m pv6-ha-i psec-06.t xt

RFC
e 1996 24
 |D-15 RFC IESG
Return Return
Routability Routability
600000 30

T ——
500000 . 25

. A f}

400000 //
300000 15 1/)
10
200000 //'/'
5
100000 /
0 & 1 1
0 : : : : 1995/10/2 1997/3/11 1998/7/24 1999/12/6 2001/4/19 2002/9/1 2004/1/14
0 5 10 15 20 25 8

2003/11/29 NTT 34



IETF

NTT Information Sharing

mobile-ip
— mip4 MobilelPv4
—— MIP6 MobilelPv6
— mipship| MIPv6 Signaling and

2003/11/29

Handoff Optimization

FMIP, HMIP

NTT

Platform Laboratories

35



58 IETF mip6 WG

NTT Information Sharing Platform Laboratories

e |ID-24

° a
— MobilelPv6 MIB

— MN l/F
— API

2003/11/29 NTT 36



58 IETF mip6 WG

NTT Information Sharing Platform Laboratories

— IPVv6 MobilelPv6

. THAI 2004/1
http://www.tahi.org/

2003/11/29 NTT 37



Moblile IPV6

NTT Information Sharing Platform Laboratories

CN

MN

BSD KAME , Linux MIPL, USAGI ':\\ ]I

. NEC, Cisco J

(

oS

HP HP-UX, Tru64 UNIX J

Microsoft Windows Server 2003, Windows XP

AV

Gnux Zaurus / HP iIPAQ Linux\

Windows CE .NET 4.2 J

|
|
\

2003/11/29

NTT

38



Mobile IPv6

NTT Information Sharing Platform Laboratories

— ISP

— P ISP
— ISP

— MSP Mail Service Provider
XxXxxx@hotmail.com ISP

2003/11/29 NTT 39



Mobile IPv6

NTT Information Sharing Platform Laboratories

« FMIP (Fast MIP), HMIP (hierarchical MIP)

- ISP
e ISP

— Mobile IPv6

2003/11/29 NTT 40



NTT Information Sharing Platform Laboratories

» SIP, Dynamic DNS, VPN
. VNC, Windows Terminal Service, SunRay

Mobile IP, LING

, PHS, LAN L2

@)

2003/11/29 NTT 41



Mobile IP VPN

NTT Information Sharing Platform Laboratories

Mobile IP VPN

ipUnplugged
“Managed Mobile VPN”
(MobilelPv4 )

& Mobile IP

2003/11/29 NTT 42



NTT Information Sharing Platform Laboratories

2003/11/29 NTT 43



IPVv6

NTT Information Sharing Platform Laboratories

NEMO

MobilelPv6

2003/11/29 NTT 44



NTT Information Sharing Platform Laboratories

2003/11/29 NTT 45



NTT Information Sharing Platform Laboratories

2003/11/29 NTT 46



IETF NEMO (Network Mobillity)

NTT Information Sharing Platform Laboratories

Route Optimization |
(RO)

Mobile
Router
(MR)

- 52 , 353
MONET BOF

— 54 NEMO BOF

bi-directional tunnel — 55

— (02/11) WG

Multi-Home
Multi-MR

Multi-Home
Multi-Interfaces

x
Visited Mobile Node

Local Fixed Node
(LFN)

o

(VMN)

(LMN)

Local Mobile Node |

Mobile Network

AA\ Nested Mobility

2003/11/29

NTT

47



NEMO

NTT Information Sharing Platform Laboratories

NEMO Basic Support

NEMO Extended Support

2003/11/29 NTT 48



NEMO Basic Support Protocol

draft-i1etf-neno-basic-support-01.txt

NTT Information Sharing Platform Laboratories

NEMO
Explicit Network mode

HA 3ffe:1800:01234:4567:/64
Binding Cache

Binding Cache

R Home CoA Life Time
Binding Update address
MNP HA Blndlng —  HOA CoA XXX
Blnglng Update ACk [ Destination Gateway
DST: HA CoA 2001:218:1234::1 3ffe:1800:1234:/64 | Mobile Router
SRC: 2001:218:1234::1 . \
Destination Opt Header HoA 3ffe:1800:1234::1
HoA Option
3ffe:1800:1234::1
Mobility Header Mobile Network Prefix (MNP)
Binding Update Mess. 3ffe:1800:1234::/64
(Rbit ON 4 '
MNP Option 1ok * i\
3ffe:1800:1234:1/64 | | \ - -

2003/11/29 NTT 49



NEMO Basic Support Protocol

draft-i1etf-neno-basic-support-01.txt

NTT Information Sharing Platform Laboratories
HA 3ffe:1800:01234::/64

HA .
Binding Cache
HA Home CoA Life Time
address
HoA CoA XXX
bi-directional
HA-MR HA = CoA
Destination Gateway
Ly | 3ffe:1800:1234::/64 tunO

CoA 2001:218:1234::1

HoA 3ffe:1800:1234::1 \
Q

2003/11/29 NTT 50



NTT Information Sharing Platform Laboratories

— Mobile IPv6

. ISP

2003/11/29 NTT 51



NTT Information Sharing Platform Laboratories

« |[ETFWG
— mip6 WG
http://www.ietf.org/html.charters/mip6-charter.html
— mipship
http://www.ietf.org/html.charters/mipshop-charter.html
— nemo WG
http://www.ietf.org/html.charters/nemo-charter.html
 Mobile IPv6
— KAME project
http://www.kame.net/
— USAGI Project
http://www.linux-ipv6.org/
— MIPL Mobile IPv6 for Linux
http://www.mipl.mediapoli.com/

— Vb6start.net
http://www.v6start.net/

— |Pv6style
http://www.ipv6style.jp/

2003/11/29 NTT 52



