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X.509 2R 4K D PKIX

X.509h AR T O—H—DIRE
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D EES

=B ElF(Authentication) or 8 A] (Authorisation)?




B HVEH?

s BET-ZETEITHDTENEIZT (TS
s Hu-FEELLZWLAI00MEET
o FSORNTIAR—UAVR=YRGTRA—I AN




EEER-ATS

o FSRAM-EEHME. BN, APOYOFRHICH T HEREZTELS
& (1]

o FSRN-FERM, BE. gEAOESITONT, EMBLLE A
DEMSLIICEWTEBEZELIE 2]

o FSRMDEFH: BLGWERMNMECYSDIZHEHLLT . X
ML IDEDHHIRRIZENTRINELLITENZEASET
S & (3]

[1] Dictionary.com
[2] Oxford English Dictionary
[3] McKnight and Chervany 1996. http://misrc.umn.edu/wpaper/wp96-04.htm <S8
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FARNIL—LT—D&IF?

o« FSRANIL—LTIT—D&IL, EFRIEAANGEHA
(identity credential) 3Tt 1T45F (Kl H =
FH)DAANE, X270, TLTRAGEAZE
HIT9T B TATUoT14T4-F—EX-TAN
AZ—=)DTZAINO—R)—REIZEEEL
T AFKIIZTHRMEDEEADIE

— The Open Identity Exchange (OIX)

¢ FSRRIL—LT—IDBEMIE. FSRN BE
~DBEFIRIEFLT L
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HALUTATADARARERELTERT H=ONDIL—LT—ITH
B ZTDRABIIZEDIUTATAHNESTEALOIZIEHRERESILT S
. F-EZEDIOTATADEFERLAZTKRILET HT=-OIZEHNS,

— ECAT.IVTATaEILEE?
2\ BRISESEBAZE (public-key certificate - PKC): 1—H DAREDOZF Dt
DITHEIT HERL . TOEAEZTRITI SZERDMEREZAV-E
FELIZE>TEOLNGZWVESIZLI=HD,

— FNRZFDMDIERN I TATADHENETRT DH?
RIEERIXA—YDEANE L RABESO-BMIBRLIT HETIL—
HDIERAEEERKT S,

— INDIUTAT14ZH#AT HX.500D A% THDo

— CZITKELGEENH D, X.500D#AN L EFE =Y RI>TWV=UT B AT

BV AR HENEDER SRR BESIZERSNBIEIZES,



PKID FBEE B (X {r] HV?

e X.509&Y)

o certification authority (CA): (ZTA4T4~D) Y
BABEEIRAZEZ1ER LT A1 9 466210 L
DA—H(EEINDIA—V)TA/HERD &,

o KoTIELLWX.500: 514 (ZLTHDIFEHREBHY
IB)ELIUTATAIZT AT HCATIEFELA
S AP YA A

s ZNHACAD—FELGTZREITHS,



X.509NDEET

 1988%E(Z#IkR (v1 SEBAE)
e 19934 (28 " hR (v2 EBAE - EHr N TLVELY)
» 19972 =k (v3 SEBHE - IRFEDPKITERK

i<EhHN D)

* 20014 [ZZEMUAR (X.509 AC A TS ANSUF v
— OASIS SAML & 7 H—a> M E i)

o ZMEDAR: 2005, 2009, 2013 F(Z/\TBIEL
AU NLEE

+ 201657 H DRRIFA—T U PKIZI=H DF =73k
FAMETILAAS, CUDELGEHITIE?




X.5091ZH>T=-REL. TNPZD

IETF PKIX

. x.509li;?.3;1'tn&% THRDI=6HDER LND7O

KaJJLZEE U’CL\&%}\OT_

— PKIXIZEFBHEER, 3/ LRAV T, 1‘/74/0):.1?
BRE X T—4 . LDAPV2XOFTP/HTTPD X FE 3
FREEEFRREH —/\, ﬁfﬂ/\ﬂﬁ E’(bﬁfﬂ/\ﬂﬁ;{é
Y — /I \R—XDFEAERREE. SR U H—EHEHE
L\OL7EII~:I)L’E?EFI LTS,

o X509(j:mu_IE1?75\& O)J:jlﬁchJ T&%fid)h\

DHARIEIREL TUVELY

— PKIXTIl& RFC3647[ Certificate Policy and Certification
Practices Framework | #"C%TL‘%)

. >L<.509(i')7)L94A0)9&AJLIE_EE%L’CL\7E
\

— PKIXHV S [ZOCSPAAEREESMNTLNS




PKIXIZH DD RE

« CADIEHEMEZRAEENLEELFEITELY, CPE
CPSIZADIEBED=-ODEEMLEXETHD,

« IMEDAA—FRYIPKID AR —)LIZEET BHIZIE
RETES,

- Bl SRIRIEEITHEDANEZERELENCEAHYS
675\4/9 — U CIHEESh DA R THYBS

— IR ERTHEDIIRZE(FEETE. [OMNENTE
75%%)5%
— CRLAEXIZH-TLEL, EBIF 5= DEFRNRLL
g E5A[REMELH S
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DECBIZHBE LAY DEHE
ey ., - 5 s

Your Certificates | People | Servers I Authorities | Others |

You have certificates from these organisations that identify youw:

Certificate Mame Security Device Serial Mumber Expires On 85
4 S5ymantec Corporation
Persona Mot Validated - 137397... Software Security Device  55:CRET:74:80:62:50.5C:A3:74:F8: ARER3B:35:79 18/07,/2014
4Thawte Consulting (Pty) Ltd.
Thawte Freemail Member Software Security Device  ORBI:BA 27/10/2006
4University of Kent
dwel Software Security Device 07 17112012
4VeriSign, Inc,
William GATES Software Security Device  TE2D:C2:28:1E:41:C6:DE12:38:F2:D2:0F82:06:C3 04,07,2012
William GATES Software Security Device  TC:2B:26:FA:35:58:FB:20:D1:A4:81:37:50:6D:BA:A0  28/06/2011
William GATES Software Security Device  12:C0:3CEAOE26:CRC9:20:2R56:65:94:1 A:41:AD  21,/06,/2010
William GATES Software Security Device  TCA3:EET3:6T:A3:44:BB:36:2B:20:5B:94:D2:AB: DA 17,/06/2009
William GATES Software Security Device  3DiFB:AZ:ER:DESEDE:2C:E2:C4:AR:9C:04:42:B0:90  05/05/2008
William GATES Software Security Device  21:04:A6:7A:9C:09:46:82:BD:80:B4: CR:5C:23:A8:AD  27/02/2007
William GATES Software Security Device  10:FAABAZCLERCCIMARIZ98:0RERSZFNFL 19/12/2005
William GATES Software Security Device  1E:28:1F4D:F:E2:CB:E&:BT:86:35:2E:0F:AF0L: D1 17/11/2004

Backup... Eackupﬁ;l.l....] ’ Import... Delete...
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ST AIDSD A Ayt—?

% Job Offer - Inbox - Local Folders - Mozilla Thunderbird
Fil=

ile  Edit Wiew Go  Message Tools  Help

Ig Get Mail = |_-ijrite @Address Biook. M et xDeIete @ Reply @Reply all @Forward E-}} Forwards = @ Back - '\i) Tag = | Search all messages... <Chrl+K =

|{:2| Inbox - Lo... |~ |Regarding ... = |~ |YourIndivi.. | |- |Securityco.. - |[TAS3ALL] ...  ~|Re:20101.. -~ |Re:Secwrit..  ~|Re:WP&EB.. - |CROSSRO.. L 20101028 .. - JISC Sicm... - [TAS3ALL] .. =
from Bill Gates <bil_gates_12000@yahoo, coms Message Security £|
i 15
sulsict b @i Message Is Signed EI
to dow.chadwick@truetrust. co.uk <d.w. chadwick@truetrust, co.uks 0 This message includes a valid digital signature. The message has not been altered

since it was sent. other actions

Signed by:  Willam GATES
Email address:  bil_gates_12000@wyahoo, com
Certificate issued by:  VeriSign Class 1 Individual Subscriber CA - G2

Hi David

this is Bill Gates here. Would you like a job as PEI security architect : .
within Microsoft? If =ao, please give me a call IE"iiewSignatureCertiFicateﬂ

yours
Message Not Encrypted

. This message was not encrypted before it was sent, Information sent over the
Eill B - L -
Internet without encryption can be seen by other people while in transit,

@ Urread: 2 Total: 24

Teaching},... e E-ticket 0 O Supporting R o R A - 0 e [ Untitled - Ma... 0 IdFramewor. .. 0 SemanticSer. .. L'y

R R L L 't-"'l}?_é" a
S8 ENg... G WP1 Cantrib... b and ... Offer - 1,.. Ly nnth_pr... 33 PKI -the sal... 83 Trust in Digit...
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MDREERED SR REELT-=,
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FTRIIZIEX.509 PKINNEIE, AEF XX TH S

LB MLTWLAPKIDOAEE. B EADWeb Y —/NIZHEITEHE
FXATEBED=HDSSL/TLISTH S,
LMALZ<LDEMYESE (O—Y) (X, SEBEFXFE->THELT . L
IXEREER EBEZRBELY,

600LL L DERBDEEERMTFEL TS,

- ZLDEBLGLHEIZHS
KWL EB(TENODETHERBICEINE >N EESPHTHI
H_EMTELHDH?

— AR D CPACPSZEHRL D IXIFERITIEALY,
Fzm%%%ligﬁéft)%b“%iﬁ;éaa#qf: UFELREBTHo=Y.
SASNBEELEEEZIZESYBEEZ S DM,

— FERICERERERAFRMILGLNESE

— iﬁ’éﬂif:lﬁﬁ_



WO DEREER XEFE TS/ !

e 201143H. ComodD iz R 5t DEEKF (RA) HMEA
1. 747EI‘J7I~ Google. Skype. Yahoo,Mozillazz 2L
700)~;l«r/%7b\)\ot90)ssm‘tﬁﬂi7b\% TSN T=,

+ 20114F9A . Diginotar CAlE/ \wA—DE ALY D7 E
2537}0)17% HINT-EEBHENRITSIN-RICEELTL
>7=,
— Diginotar CA(iT?/’)" BRFmITDEEBAEZFHITL TV !

+ YL—L 7 REMZ - FASHE (DigiCert Sdn. Bhd.) [
201142 f&*b\*im A—H DPCICRANLITEITHNI
BESHETILYITFEA RAR—ILT B{ADAdobe Flash
UpdaterD{EbNTLE 2Tz, TDRIAIRDIEAE LI
li??"?"ﬂ'l HELWTERINSN TS,

o INBLIFRIEDALTUOROWNOMNTHY ., KYZLM
ﬁEL’CL\éo




S 8075 ST B B R A

« BUFHEAEDRLR/ICHh DA N Aotz BLLLZE

-

RSB DD TSLEEBREZ FHKITESH S,

« COEAZEXERITICRDPHBHE (MITMIE) 1T

57—:&)‘:1§bméo

« A—HFDITSVHIX"RKYD" MM DIERESNT-SSL

REFAZZZ T AN BT AAVNRTIND,

s BAFHEIIMITMIESERAZEZFE>TT—2%ESL.

RYPDWebT A MZRITTHESIET 5.

. (

BIERFTED) 7V FH oD/ Ny MERTMITMIZED

T_&)d)%nnﬁ‘ﬁ:bhéo
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INTINETT D LS D—ER

A PACKET FORENSICS

Technical Details

Man-in-the-Middle Capabillities
Intercept any communication within
Secure Socket Layer (SSL) or Transport
Layer Security (TLS) sessions

All Packet Forensics targeting and policy
capabilities can operate within the

encrypted tunnel

Operational Configurations
in-line with hardware bypass / failsafe
Import any certificate / public key or
generate your own for presentation
Avallability

Available in firmware releases after
August 3 1st, 2009 for all Packet
Forensics platforms

Available under customization program
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HARIZEITAMITMIE

GENUINE KENT POP3 CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)

Serial Number:
77:eb:7b:b5:09:24:8¢:48:58:a4:4f:96:d1:dd:0d:e0

Signature Algorithm: shalWithRSAEncryption
Issuer: C=NL, O=TERENA, CN=TERENA SSL CA

Validity
Not Before: Apr 19 00:00:00 2013 GMT
Not After : Apr 18 23:59:59 2016 GMT

Subject: OU=Domain Control Validated,
CN=csmail.ukc.ac.uk

MITM KENT POP3 CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
57:5f:7e:cd:26:24:8¢c:48:58:a4:41:96:d1:dd:0d:e0
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=Sunnyvale,
O=Fortinet, OU=Certificate Authority,
CN=FortiGate
CA/emailAddress=support@fortinet.com
Validity
Not Before: Apr 19 00:00:00 2013 GMT
Not After : Apr 18 23:59:59 2016 GMT

Subject: OU=Domain Control Validated,
CN=csmail.ukc.ac.uk



EEEFISERNSD (I I=nH?

* Fortinet7 74 7 ) #4—JL (Fortigate) (&> T
WNSRTILRZDD T —ko A
— AT IR T E—FDSMTPEPOP3H—/ N[
YT ETRERAENER SN SIEE
o LAMLEEMNZZEIFENY K5HVE0N,




RPIZE D EOITIEHINSDH?

DI FA—A—IICANVEFE TESLEDKREEIZHEWLNTETDI—HF D

REZHEIGD,

TS9P R A —(d EHEEINBIL—FEREERDHAE AN ARTIZA

NERETHb.

TR T —[EWeb Y A FDEEBAEZREL I HHTIZ R INEHRZ

FIVIITRETH5

77r7-lj-/\/'3l—(j: 2 & (key usage) D &G T R TOEBAE D)
S EREF VT RETH D,

TJo)YRA—[FEEINLZWNIL—F O EERIBEAEX NS X -

AT DLHIBRT H5RNETHD,

— ?PZ'ED%EE’]*”IA‘C%%) Flame*°Stuxnet’a & TEHONHMDSD )L—FEBREMNF

TI)YRE —[LEELRAIMNE T TOFAAE - Eof=C&IC
J:?J'C:L 4;75\;’) Ho%‘_?ﬁnli % FEFORETHD
IIIPFRVF—MK05?

Z & T &LY: Ahmad Samer Wazan, Romain Laborde, David W Chadwick,
Francois Barrere, AbdelMalek Benzekri. “Which web browsers process SSL

certificates in a standardized way?” 24th IFIP International Security
Conference, Cyprus, May 18-20th, 2009
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o DIVHA—D—FICAPMERETEDLEDIRIEICENNTETHOI—HF D
ftIE%j:Dhtijo

- ART7ICA

« I y : 7 HICRIIR \iEits

.« I 3 i DEOLETARTO HZE DR
> —1 CEe %

« J el AShEEREE S EE N 5 X -

{FHNHMD5D ) SEBAEMNFE

« ZET&LY:Ahmad Samer Wazan, Romain Laborde, David W Chadwick,
Francois Barrere, AbdelMalek Benzekri. “Which web browsers process SSL
certificates in a standardized way?” 24th IFIP International Security
Conference, Cyprus, May 18-20th, 2009
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Ahmad Samer Wazan, Romain Laborde, Francois Barrere,
Abdelmalek Benzekri, David W Chadwick. "PKI
interoperability: Still an issue? A solution in the X.509
realm" Proc 8th World conference on Information Security
Education, New Zealand July 2013
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X.509 (2016) TE(ToHNTWNSZDHD
ZTHE
T E BRI

- @LD@T HZHIFRLIZYSRBAD B<TELWETHZEAN

X.509H 5 PKIXOPMI T L VER 4 & Bl 5

— dg%ory authentication specifications”ZX.509hVi5X.511
[Z

— INRAT—FRR) O —{E4kE X509 X511 ZFB &)
— NAJ—RR)—RAEF—TEX.509D5X.520(ZF& &l
PKIEPMIZBRIEIZ 1T TEL SV aVITERE

— 8 13BIZ/E4EERAE (AC) t/‘ﬁﬁﬁ‘fbﬁﬂib\ﬂ LCCRLIZ
HENSAXEIZDLVTIEELR—

FEhOnTHoT EHELTLIVHASN. 17-‘—9%5_’&%’11[5%

— certificationPath, forwardCertificationPath and

crossCertificate (184U 1ZpkiPathAME 11 B)




2014FNEHDX.509(ZHITHFNDih
DIE1E

o BROHN—2aVICHIELBHEXNHSHIDP (issuing
distribution point) #5&k O [ #& (DR 398)

» ARV ARDN=D3 U BRE, ENDENGEE D/ —
23V [TDOWNT O A BABRG L%k (DR 397)

* PKIXILERICEDIWREDHD. FSANT U A—IZET 25+
77554 BR (DR 394)

* expiredCertsOnCRL X.509%ks 5k D A~ BABRE 7% 3 E (DR 393)

. SEBRERBRIL LR N, BIHIIEL ARBITRE. £
LLIEZDEADEIIZ DT, WDOEELLTiHRREHN
LS EBHREIL T 5= D KELEIE (DR 391)

* X500DEEDE)AK

http://x500standard.com/index.php?n=Ig.DefectReports




FD D X.509;F Ef

PKIZAZIZ7AIL

- AY—rJ 1)k

— EEEILANDPKI (WPKI)

— J9ZORaVEa—T42T
Cryptographic Message Syntax (CMS)

— FhNGL{E2=FT R TDHOASN.1DEEZHIFRL TASN.1
DEELEIN-ITO—FIL—ILTHEABEEIIZT S,

PKIDFEIILDT7ARREATF R

— IV to X VDPYRYIZEITS. BEXGPKID R YR
D—oMD =&

REIESNT=A—)LIEEEFREES N f=Post Office

Protocol

- BMELRFLLDDEFIE

]




ISO/IEC JTC1/SC27

M-l R2 T4 )L—T: 2013F4 B IZEA1RL 1=
Framework for PKI Policy / Practices / Audit

FEEHY RHZFTIE (Term of Reference) : TR —I A
~ OB &, REELANILDRGDHPKIDRT AR -H—
EX- TJONAZDEBE~D, IHEEREDHLEFE
B (LIS F-IUMBA BT A MEED -6

%*}Jow;r ARIEPKIFS AR —EX-TA/NAF —

BICEHTHLD
2013:-1oﬁ 248 BE-{C)Il, 20145478 ~8H &
A, NATWebExD7BIDE—T 42T BRIThNnTLVS,

)“)jj( u?“zE) 77/;(( n?‘ZE) jFUZs )l/
’712/7)1/7 ZRA A48T, Ivr‘J 5 [E SETSIA
b@4/7/b




ISO PKIRZRT AT IL—T DR

&L AR—KZ, TR14516/X.842 (2002)D RELFIRDOIENEE
“Guidelines for the use and management of Trusted Third Party Services”
(ERESNT-FE=FY— I:ZOﬁIJH% EEEICEHTDIHARTM4Y)

— TTPH—ERDIALEBEDHDHARSIO DIRE: ERMLGERTE IR
HENEH—EX TTPY—EXDERBAEEW . RE lJt;J?:O):L—*)L

— BHDOTIPADOXE: 34 LREVT BRI, REE, GIAZEELE
FAFH—EX

INWBLENTWN-ZDODNDKEHIELE:

— 1. RAARDAVKR—RUNTHAENGRRIZDOWNT, REAERICH T A8 E AL
ECPSEEHTRYMENTLVEMN o1,

— 2.1SO/IEC 2700x ) —XIZANFEDLOTHIBRSN TLV=TR 13335
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