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1.

4.

Internet for everything, “invisible computers”
(Donald A. Norman, MIT press, 1999)

Mbps
® 50Mbps

®
“Border protection”




PSTN:

® Network as service infrastructure

Circuit switch




Internet;

® End-to-End model

Core routers

Core routers

N




Internet for Everything

® Always connected with global address
® New services with various kind of devices
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(bps)
~ 100M

10-50 M bps

10M

100m 1km 10km




® CD-ROM 1

600MB

524288 (sec) 146

-V 32

— ISDN B 76800 (sec) 21.3
— 3200 sec) 53
— Ethernet 480 (sec) 8

— 106 (sec) 1.78
— -3 31 (sec)

— 0C-48 1.9 (sec)

— 0C-192 0.4 (sec)
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— Honeypot
firewall

— Load splitting (DoS

(DOS ®

— Out-band management

IDS, virus check, ....
Monitoring & analysis




Border Protection

® Firewall

(2002)

Authorized communication can go through FW

Firewall + others

Generic traffic goesto DMZ

42%

Enterprise Network




Border Protection (2)

® Broadband

— Firewall

— firewall
e Clustered firewall

® Broadband
— all packet dump & testing
— 10Gbps




® Internet

® Internet “Invisible
Computers”
— EX.




® “border protection”
- FW, IDS




Protection everywhere
Protection at end node
broadband (around 10Gbps)
False positive / false negative
Industrial espionage, Attacks conducted by insiders
traceback
Computer Forensics & Crime-scene Investigations

1-2-3




XSP




® xSP




ISP: Internet SP
ASP: Application SP
SSP: Security SP
SSP: Storage SP

(Service Provider)




XSP

Confidentiality (
Integrity (
Authentication & Authorization

Accountability (
Traceabillity (tractability) (
Contingency Planning & Incident Response (







Demarcation

— XSP







Accountability & Traceabillity

e IDS

— JANOG










