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fpl.c: ETHEE (FreeBSD-4.10)
#include <stdio.h> % cc -0 fpl fpl.c
% ./fpl
int main() Hello, Hello, Hello, Hello,
{ Hello, Hello, Hello, Hello,
unsigned long *fp; Hello, Hello, Hello, Hello,
Hello, Hello, Hello, Hello,
fp = (unsigned long *) 0x08049694; Hello, Hello, Hello, Hello,
(*fp) = Ox804853¢; Hello, Hello, Hello, Hello,
Hello, Hello, Hello, Hello,
printf("Hello, "); Hello, Hello, Hello, Hello,
fprintf(stdout, "World¥n"); Hello, Hello, Hello, Hello,
Hello, Hello, Hello, Hello,
return O; Hello, Hello, Hello, Hello,
} Hello, Hello, Hello, ~C

2004/10/4
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fp2.c:
#include <stdio.h>

char shellcode]] =
"¥Xebh¥x0e¥x5e¥x31¥XCcO¥X88¥X46¥X07¥xX50¥x50¥x56¥xb0¥x3b¥x50¥xcd"
"¥X80¥xe8¥Xed¥XIEXTTEXTTYEX2T¥XB2¥X69¥X6e¥X2f¥XT3¥X68":

Int main()

{ -
unsigned long *fp; fﬁ?f;grisfiDA.lO)

fp = (unsigned long *) 0x080496b4; | -/TP2

ol ) . Hello

*fp) = dl hellcode; T

(*fp) = (unsigned long) shellcode; | ™ & pinssh DoOD O D)

printf("Hello, ¥n"); ’ FPFD $§T STAT TIME COMMAND

fprintf(stdout, "World¥n"); 34489 p2 S 0:00.01 (sh)
$

return O;

}
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e Buffer Overflow (Stack-based / Heap-based / off-by-one)
e Double free Bug
e Format String Bug
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Buffer Overflow &l

e Buffer Overrun &1L S
o TERLIZN\VI7FODHARXEHBATT—INEZTAENTLEIKREE

char c[10];

c[0] = "H";

c[1] = "e;

c[2] = "I";

c[3] = "I";

c[4] = "o";

c[5] = *,";

c[6] = "W*;

c[7] = "o;

c[8] = "r";

c[o] = "I"; /<0000 */
c[10] = *d"; /* overflow! */
c[11] = "¥0°; /* overflow! */
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Vulnerability Type 2004 2003 2002 2001
Input Validation Error 296 (52%) | 530 (53%) | 662 (51%) | 744 (49%)
(Boundary Condition Error) 46 (8%) | 81 (8%) | 22 ( 2%) | 51 ( 3%)
(Buffer Overflow) 105 (18%) | 237 (24%) | 287 (22%) | 316 (21%)
Access Validation Error 43 (1 8%) | 92 ( 9%) | 123 ( 9%) | 126 ( 8%)
Exceptional Condition Error 77 (13%) | 150 (15%) | 117 ( 9%) | 146 (10%)
Environment Error 6 ( 1%) 3 (0% | 10 (1%) | 36 ( 2%)
Configuration Error 17 ( 3%) | 49 (5%) | 68 ( 5%) | 74 ( 5%)
Race Condition 6 (1% | 17 (2%) | 23 ( 2%) | 50 (3%)
Design Error 135 (24%) | 269 (27%) | 408 (31%) | 399 (26%)
Other 41 ( 7%) | 20 ( 2%) 1 (C 0%) 8 ( 1%)

NIST CKEEHEIZEREMB) ICAT Metabase (200448H 18HKR) &Y
http://icat.nist.gov/icat.cfm?function=statistics

2004/10/4
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gets - fgets, (v)scanf - fgets+(v)sscanf
getenv, realpath, getwd (I DUIETHAX(TERE
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Buffer Overflow®D =5
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strncat, strncpy, snprintf 75 &
ST —RENTELWVLDONESIHIHEZTE
FILXF ¥0' TORIHERET S
strncpy [EFILXFENFISNGENIENH S
strncat [XF (2 FILXFEFINT 5

snprintf, vsnprintf [ 1ISO C99 THE#E{LINT-BIE T, EIZFIL
XFZHTINT DA, ISO C99 LYRIMD C DUWEZRTHMLELE
DMNEHB
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Stack-based Buffer Overflow
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Stack-based Buffer Overflow

bo.c: ETHEE (FreeBSD-4.10)
#include <stdio.h> % cc -0 bo bo.c
% ./bo
int main() Before: 1 = 0, After: 1 =
{ Before: 1 = 1, After: 1 =
int i; Before: 1 = 2, After: 1 =
int a[5]; Before: 1 = 3, After: 1 =
Before: 1 = 4, After: 1 =
for(1=0;1<=5;i++) { Before: 1 = 5, After: 1 =
printf("Before: i = %d, ", ); Before: 1 = 1, After: 1 =
ali] = 0; Before: 1 = 2, After: 1 =
printf("After: i = %d¥n", 1); Before: 1 = 3, After: 1 =
} Before: 1 = 4, After: i =
Before: 1 = 5, After: 1 =
return O; Before: 1 = 1, After: 1 =
} Before: 1 = 2, After: 1 =
"C

NPFPOPRWDMNMPFPFOPRWDNEO
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Stack-based Buffer Overflow

sbo.c:
#include <stdio.h>

void func()

{
char c[30];
gets(c);
printf("%s¥n", c¢);
return;

}

int main()

{

func();
return O;

}

EITHE (FreeBSD-4.10)

% cc -0 sbo sbo.c

% perl -e "print "A"x40;" | ./sbo
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Segmentation fault (core dumped)

%

funcFEUHLEED X5y getsBDR3vY
c[0] c[0] = 'A’
C[l] C[l] — 1A1
c[28] j> c[28] = "'A
C[29] C[29] — A
0x8048543
(main~NREYF7KL ) 0x41414141 (AAAA)

2004/10/4
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Stack-based Buffer Overflow oo

0x8048543 d c[0]
------------------ C[l]
c[2]

c[28]
c[29]

0x8048543

<main>F

A—HFRE2YY
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Stack-based Buffer Overflow

0x8048543 d c[0]
------------------ C[l]
c[2]

c[28]
c[29]

0x8048543

<main>F

A—HFRE2YY
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Stack-based Buffer Overflow oo

0x8048543 m) co]=A
.................. 1] = A
c[2] = A

c[28]. = A
c[29] = 'A

0x41414141

<main>F

A—HFRE2YY
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Stack-based Buffer Overflow

0x8048543

S B AVMER )

/
/

RET RET [

) 0x41414141

<main>F

A—HFRE2YY
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Stack-based Buffer Overflow

<main> <func>
CALL <func> CALL <gets>
0x8048543 =)
OXXXXXXXXX

RET RET

XXX XXXXXX
<main>fH

aA—HRAYY
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Stack-based Buffer Overflow

CALL <func> CALL <gets> e FFJ:I—F‘%j:

0x8048543
RET RET

OXXXXXXXXX

<main>F

A—HFRE2YY
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Heap-based Buffer Overflow

o E—TJHEIBIZHERINTI=/\YITFIZDN\THEZS
Buffer Overflow D&
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Heap-based Buffer Overflow
hbo.c: -
#include <stdio.h> ETHER (FreeBSD-4.10)
#include <string.h> % cc -0 hbo hbo.c
#define BUFSIZE 8 % ./hbo
int main() bufl = 0x804b030, buf2 = 0x804b040, diff = 0x10 bytes
{ before overflow: buf2 = AAAAAAA
unsigned long diff; after overflow: buf2 = BBBAAAA
char *bufl, *buf2; after overflow: bufl = BBBBBBBBBBBBBBBBBBBAAAA

bufl = (char *) malloc(BUFSIZE);

buf2 = (char *) malloc(BUFSIZE);

diff = (unsigned long) buf2 - (unsigned long) bufl,;
printf("bufl = %p, buf2 = %p, diff = 0x%x bytes¥n", bufl, buf2, diff);
memset(buf2, 'A', BUFSIZE - 1);

buf2[BUFSIZE - 1] = ¥0';

printf("before overflow: buf2 = %s¥n", buf2);
memset(bufl, 'B’, (unsigned int) (diff + 3));
printf("after overflow: buf2 = %s¥n", buf2);
printf("after overflow: bufl = %s¥n", bufl);

return O;




1
Heap-based Buffer Overflow 2
Overflow Fi
r bufl(0x804b030) li buf2(0x804b040)

AlAJAJAIAIAAXO0

Overflow #
[ buf1(0x804b030) - buf2(0x804b040)

B/ B B/B/[B|lB|B/B/[B/IB|/B/B|IB|/B|B|B|B|IB|B|A|A|A|A[¥0

T— OVERFLOW! 4T
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Heap-based Buffer Overflow

7.20.3 ERIEEEERIE calloc BE%K, malloc B8%L, XU realloc B#DEHET AEHLIZEKST
ZNYfFHFoNDEREEBDIER R UOEEMEL, RXBEEET S, (LLTER)

7.20.3.2 free B#

sk
#include <stdlib.h>
void free(void *ptr);

BERE free BAEKIZL, ptr ANIET B ZAERL . ZDR DB IFTIZFERTESLSIZT B, ptr BLERA
VADGE, AELEWL, FNLUNDISE, E5I18AH calloc BE%K, malloc BE%FE L<IZ realloc B
[CEOTURINIREIN =AM AE—BLAGNESE, RIXZFDFEE free FELLIE realloc BEEk D E
HUIZE>THRRESN TSR EE, FOEEIIERERET S,

RHE free BRI, [EZF RSN,

7.20.3.3 malloc BE#k
sk
#include <stdlib.h>
void malloc(size t size);

Bt malloc BA#IL, KEEA size THHIA T O VLDEEBZEEIVF 5. BlUfTITonfAT7>x
JhDIER, FELET S,

BENE malloc B, ZZARAEARIIENY FIF=FEIEADRA2%RT
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Heap-based Buffer Overflow

e mallocfE#&freeFaEMDELE
IGEHONTWNDEDIIE A HIEE
E—TDXRFERABEENODHDE+DLEHAXDTOVIFEY LTS
EIREHR (AR T—R) T —FEEDFRIZEFED

FILTURX L RAHOS
BSD kingsley (Chris Kingsley) 4.4BSD, AlX, Ultrix
BSD phk (Poul-Henning Kamp) FreeBSD, OpenBSD
dimalloc (Doug Lea) libg++, GNU Hurd, Linux
System V (AT&T) Solaris, IRIX
RTL Heap (Microsoft) Windows
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Heap-based Buffer Overflow

o WMIBRMNEREILIZHEFEIIELS
AIT—REEZTMZ HETHEIZDRITS
ZD LS54 KEEE memory corruption EFEA

corruption —n.

1 %%, B8R, ZR[EBR]1TA, BU, FH.

2 BB (&) [BERSE D1 D, BEE, (AYIROHA).
3(RXD)RE, £iE, (E:ED))EFEY, &&lt.

M) —5—XEMmizH 1LY

FOWTULWDEECTHERAI—FETELIZTRITIENTES
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Heap-based Buffer Overflow

e dimalloc @ malloc & free
KRE|MMEEZE, D) AN G A XEBIZAE) EFEANAR AT
EELTLS
malloc (&, fEESN =Y A XL B+ R ZE D) — 1 AR 5L
WL, BEZfEEZE D)= X4 T
free (X, FAEIZHST=/\WIT7E ) —1) AMZIREYT
malloc THAWLVHESNT-fBIIZIX., FIATEST—XHEEB ORI, &
IBIEER (AT —42) &SN TLNVS
malloc / free [Z&Y . ZY—)RMZDEANF-BIIZROEEHD AT —
AMEZTHMZOND
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Heap-based Buffer Overflow

AFT—4R

2004/10/4

FENH/N\YTF B Y FEHIN\NVITTF
DY AR DY AR
YA X P HA4 R

NEXT malloc®) [:>
PREV RYIE
L/ \yT7
F{F FATEE
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V)= Ak
<4 BIDH A X ‘ VRS | YRS
HA4X P H4X P r HA4X
— NEXT NEXT NEXT
PREV — PREV — PREV .
RIE R RAE FH R RIE R

malloc BE%84° free BETIL. 2 =) RSN TAYHID

UYL T OV I DOLGEBMANRET B,
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Heap-based Buffer Overflow

21— Rk
< HMOHAR | — P moysx |
YA X P H4X | P
_ NEXT NEXT _
PREV PREV _—
AIDHYAX
RIEAMEE [> HA4X P RIEAMEE
H| L\ D7
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Heap-based Buffer Overflow

21— Rk
<} BIDH A X Y VRS | YRS
YA X P r YA X P r YA X P |_>
— NEXT NEXT NEXT
PREV — PREV — PREV E—
RIEAMEE R{E AR, RIEAMEE
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Heap-based Buffer Overflow

o E—TMHIBDN\YIFTHHANDE, BHEETHIRD I\
7B FERIETV—) A LD RDBEHDART—3% LE

=T&E5
bufl buf2
HIDHYAX BIDHYAX
YA X YA R
L/ T 7 LY\ T7

2004/10/4

bufl, buf2 ®7 Oy ohEELTEY
B ToNTULSIEE. bufl A
overflow RIEEF= & buf2 M ART—4
EENEETTmZIOoND,

<free>

...... >
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Heap-based Buffer Overflow

o E—TEED/N\VITIHAISNDE. BEETEHIRD AW,
D7 EITIT)—) A LD RDEIBD AT —2% LE
=TE5

bufl buf2
BIDYAX HIDHYAX
YA X

buf2 DEESINF=AZT—2IZ&KYD
J—) AWM DUIYBEL DX RIZIES
_ENH S,
— 1 buf2 Y EEESN KL -
I

<free>

LY/ \yI7

I e .
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Heap-based Buffer Overflow

o E—TEED/N\VITORHINDE. EETEIRD/NVIF
A FERIE TR EDRDFEEBDOAZT—3% LEE
TE5

bufl buf2
BIDYAX HIDHYAX
YA X

CDIREET., X free AAIE(ENB L.
KWEAI—RIZULENRATLES,

<free>

LY/ \yI7
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off-by-one error

o 1/\AL /] BUNAMRRERED/INILHY A4 XD Buffer Overflow
[FOBDI AN ? IfEE
BT #ABENRE

o BHANDEITIHT MTH, MEIZDLEMNHIELHS
BEET—ADHUE
FUOHLITRA2y BB NEE » BERAI—FETA
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off-by-one error

<func2>FRXZvY

<funcl>FHRXZYITKL R

RYTKLA

-

<funcl>FHRXZvY

e funcl M5 func2 MIEULH SN

« func2 ADEFIHAHLTNHANBEE

2004/10/4

AEInT-

r <funcl>F8
V&)

RYZELR (REZEFAI—KAN)] )

BiE<func1>ARRAYIT7FL X
RY7FLXR

(<funcl>FHRZvY)

e func2 M/N\YI77ICHEHO—FEZEEZAD
e HANBHD T funcl ARFVITRLRATFE
=Mz 5

o func2 NETL. funcl IZIBARBRE. 4
BEINTF=RAVIEFATHELI24H5

e funcl QMENERHLHE, WERI—FETT
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000

HE
Double free Bug oes
e mallocTEIY B ToNT=/\YI7E_EFEREBRLTLESI/NY

& free DEMEITBRR ELRERE

7.20.3.2 free B9#

izl
#include <stdlib.h>
void free(void *ptr);

BERE free BAEKIZL, ptr ANIET B ZAERL . ZOR DB IFIZFERTESLSIZT B, ptr BLERA
VADGE, AELEN, ZNLUNDIGE, E5I8H calloc BE%L, malloc Bi%iE L< (X realloc Ei%k
[CEHTLURNIREINF=ARAAE—FILAG W ES, RIEZDEED free Z LLIE realloc BT
HUICE D THRRSN TSR EE, FOFEIIEXRERET S,

RHE free BT, [EZF RSN,

[JIS X 3010:2003 A5 S LEEECIKY
o EEIZIOTIEINYIT7DAIT—EMNHIESIND
e memory corruption M F4E
o dimallociFE . ZU—URARDRMAR) I a—LTLED
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Double free Bug

— Efreed =581

21— Xk
<4 VTS | BIDH A R 4r BDH AR ‘I-b
#4X [P $4X  |P 44X |P
— NEXT NEXT NEXT
PREV PREV — PREV e
1
BIDH A X
REFER| g x| p REAESE {3 FISEI
NEXT
PREV

RILfEZE EfreeL L& HE.
R {5 AR 4E 1S V)= RMZENYIAL R D,
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Double free Bug

RIDYAX

H4A4X

NEXT

21— Rk
< BIDHAZ
HAR
— NEXT
PREV
RIEAMEE

PREV

2004/10/4

V)—=)RADRAR) I MNa—k!

R {5 A pE
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RIDH A X
HAX P
NEXT —
PREV —
RIE AL
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Double free Bug

21)—1) Ak
« BDY AR
H$4X |P
_ NEXT
PREV
R{EFAMEE q}

mallocCTHE|Y LB TL-EA.
a—kL=) 01X T Ly,
NEXT, PREV &+ EZEZETHE(Z !

2004/10/4 JPNIC-JPCERT/CC Security Seminar 2004

00000
0000
0000
000
o0
RIDHY A X
HA4X P
NEXT
PREV
R FA AR
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Double free Bug

21)—1) Xk
< DY AR
H AR
— NEXT
PREV
F{F FATEE
NEXTEPREVHFESHZ A&

T. V=) AN BESNT-5E

a7,

ZDIREETHEmallochIE(Lh

HEr-

2004/10/4

4
v

N

B AR
H4X |P
NEXT
PREV —
BDH AR dr
H AR S {5 PR
NEXT
PREV ‘
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Double free Bug

21— Xk
< FIDH AR
YAR
— NEXT
PREV
Sk {4

N

SEIETV-IVIAIOHNEH,

B—H 9 TRL RO F—4h
4 7RLZMKERAI—RE

B9 LII%h5 !

2004/10/4

4
v

AIDHAX
HA4X P
NEXT
PREV
RS AR J
Y4 X R{EAmEE
NEXT
PREV >
A—ryk
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Format String Bug

e Format String &IFITER IZRIXNFHDIE
o EXMEABNBEANTERLIEETHDIZEH

printf Z7=X1) (fprintf, printf, sprintf, snprintf, viprintf, vprintf,
vsprintf, vsnprintf)

setproctitle, syslog &

o EX{TZEAHIL. SIMDHHLATE
Y TIREDIERTDHIZITIEZS
ARLTWSIEEDEEIIRER
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Format String Bug

7.19.6.1 fprintf BE%KX
iz
#include <stdio.h>
int fprintf(FILE * restrict stream,
const char * restrict format, ...);

BEEE fprintf BA%I(L, format AV 459 XF 5 (BEX) OFHIEIZHEST, stream BNIET AR —LAE

EFIAL, format [, ZNITERSES D, HODBOEBRAZERET D, ST L TES|HH

FELTWVWAEZDENMEIL, REEET D, ESIHMNZLTLSIZEMDI DL T EXANRETLES

BE, RODESIHIL, §HET ST TEBRT 5, fprintf BIEIE, EXXFHIDOERHYITELIZEE
[CEUVHELTICERT 5.

(LLTFER)

[JIS X 3010:2003 A4S LEEC LY
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Format String Bug

o 15: fprintf(F, str);
X7 str (THERND A ALI=XFIINASDET I
=>fprintf(F, " %s”, str);

o NJTDHEENBEZITDI

o FEDNTFLRFEHZSHAIREIZES

o FEDMTRLRIZT—AFZEZTANHS
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00
:.

Format String Bug

fsi.c: E1T7#E (FreeBSD-4.10)

#include <stdio.h> % cc -0 sl fsl.c

% ./fsl
int main() bfbff708 « ODO0ODOOO0O0OOOOOOO
{ 0

fprintf(stdout, "%08x¥n");

return O;

}

o XAV EICEIHMAHE2EDELT., 518D HBHIETDTRL
A=SHELTLNS
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Format String Bug

fs2.c:
#include <stdio.h>
int main()

{

char fmt[1024];

if (fgets(fmt, sizeof(fmt), stdin) == NULL) exit(1);
fprintf(stdout, fmt);

return O;

}

E{74EE (FreeBSD-4.10)

% cc -0 fs2 fs2.c

% echo "AAAOAAAB %08x.%08x.%08x.%08x.%08x.%08x.%08x" | ./fs2

AAAOAAAB 280ec580.00000090.00000000.0000058b.30414141.42414141.3830255F

% — T~ —

AEYY EDT IS RN
(A:0x41 'B:0x42 '0:0x30 '8:0x38 '_:0x5f '%"0x25)
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Format String Bug

7.19.6.1 fprintf BE%K
(FPRZ)
o,u,Xx,X unsigned int 22N xE35|#% dddd X DF=EL 8 RKREE(0), FFEFEL 10£EREE (L),

n

XIFFEEL 16ERTEX BLLX X) (2 295, (LLTER)
5|8, FEAEBHEANDRAFATHIFNIEESEEL, 20 fprintf OFESHL T
ZORAEETICHARMN) —LICEZAFTIN-NFHE, COBKIHKAT S, (LITE)

[JIS X 3010:2003 A4S S LEEC &Y

o %N T. YZEIMIIHLATHATRLRIZ, BT —INES

AFEND

o ZANDMERT, EXXFITEEDTFLRAZIEELT,

TFREULRARNBSEA, %on ZH N =T —FEZAH DA EE
D> HERI—FDEITIZDENDS
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o ELVEHMEIL, M ERERDERST DALE

o NITNHEITNITMNGZWNWTRLADT—2EZTHZH
ERFEHROEZHMIN . FEDOTRLADESHZ [T DM S

EE )

FEICED

MIBZTIE.EBIOHWNEDELTERESNTLNAIEAZLY
KXEEDREIZHESHWNEIIZTADIFTOTIYDEE
FDEOTIREIZIHEAD X B A B\ (=1L AR )

1" ]

BEBORA AP TRENEDSE, KERAI—FNETEND

2004/10/4
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% 3Bk

COEERIE

ISO/IEC 9899:1999 Programming Language C

JIS X 3010:2003 A4S LEEEC
rco4g5304 M%ELIIAndrew Koenig (Erit st1t)
E;%Z/Q—FC7°EI7“55‘/7‘ - HI5NE 3 C DFERE IPeter van der Linden(Z7 A+ —H
NMILHTHED Pentium < B AR SE#EE R, KBER(TXXF—HRE)
[Linkers & Loaders]John R. Levine (—/4.%t)

[The Design and Implementation of the FreeBSD Operating System JMarshall Kirk
McKusick, George V. Neville-Neil (Addison Wesley)

[The Shellcoder's Handbook Discovering and Exploiting Security Holes ]Jack Koziol,
I(David Ligchfield, Dave Aitel, Chris Anley, Sinan Eren, Neel, Mehta, Riley Hassell
WILEY

[EXPLOITING SOFTWARE HOW TO BREAK CODE JGreg Hoglund, Gary McGraw
(Addison Wesley)

Phrack Magazine (http://www.phrack.org/)
[ Exploiting Format String Vulnerability Iscut / team teso (formatstring-1.2.pdf)
[A Memory Allocator ]JDoug Lea (http://gee.cs.oswego.edu/dl/html/malloc.html)
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