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1 Klez O(MS01-020)
2 Nachi O(MS03-026)
3 Redlof O(MS00-075)
4 Blaster O(MS03-026)
5 Swen O(MS01-020)
6 Bugbear O(MS01-020)
7 Opaserv O(MS00-072)
8 Dluca

9 Fortnight O(MS00-075)
10 Istbar
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MS03-026(RPC Locator Service Buffer Overflow)

Blaster, Welchia

MS03-049(Workstation Service Buffer Overflow)
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MS04-011(LSASS Buffer Overflow)
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#include <stdio.h>
int main(int argc,char *argv[])

{

char *smallbuf *a, *b *c;

a = malloc(10);
b = malloc(10);
¢ = malloc(10);

printf(” a=%x¥tb=Y%x¥tc=%x¥n" ,a,b,c);

memset(a,0x0,10);

printf(“copy¥n”);

NP 0000000000 0000000000000000000000000000000000000000000 85
1 ZSTAH—N—oO0—BHRI’EE

printf(“free a¥n”);
free(a);

T CCTT 2R EAREL. BFEDTRLAD LEEATREICES

printf("free b¥n");
free(b);
printf("free c¥n”);
free(c);

printf(“done¥n”);
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(Unhandled Exception Filter)
— Process Environment Block (PEB)N M
fast lockingsh 41 >4
(RtIEnterCriticalSection())

— etc..
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