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Case Study of Computer Security Incident

shunsuke.kurahayasi@lac.co.jp
http://www.lac.co.jp/security/
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A little leak will sink a great ship.
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WebDAV XML Message
(824151) (MS04-030)

Microsoft XML Parser
HTTP

- Microsoft Internet Information Services 5.0

- Microsoft Internet Information Services 5.1

- Microsoft Internet Information Services 6.0

- Microsoft Windows 2000 Advanced Server SP4

- Microsoft Windows 2000 Datacenter Server SP4

- Microsoft Windows 2000 Server SP4

- Microsoft Windows 2000 Professional SP4

- Microsoft Windows XP Professional SP1

- Microsoft Windows Server 2003 Standard Edition
- Microsoft Windows Server 2003 Enterprise Edition
- Microsoft Windows Server 2003 Datacenter Edition
- Microsoft Windows Server 2003 Web Edition

WebDAV

WebDAV

http://www.microsoft.com/japan/tech
net/security/bulletin/MS04-030.asp
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The 1nfection of Computer Virus / Worm
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MS Blast Blaster Lovsan
Microsoft oS RPC DCOM
MS03-026 Microsoft
Web Windows Update DoS

POC
-Microsoft Windows NT 4.0 SP6a
- Microsoft Windows 2000 SP4

- Microsoft Windows XP SP1

- Microsoft Windows Server 2003 DCOM

Windows XP Windows Server 2003

http://www.microsoft.com/japan/tech
net/security/bulletin/ms03-026.asp
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Vulnerabhilities reported
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CERT/CC Statistics 1988-2004

http://www.cert.org/stats/ 1Q 3Q
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Backdoor.Akak
(MS04-038)

Download.Ject
(MS04-025)

MyDoom. AG/AH
(MS04-040)
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Exploit
Windows
rank name type related vulnerabilities
1 NETSKY worm ©(MS01-020)
2 AGENT trojan
3 JAVA_BYTEVER other ©(MS03-011)
4 AGOBOT worm ©(MS03-026,MS03-001,MS03-007)
5 ISTBAR trojan
6 SDBOT worm ©(MS03-026,MS03-001,MS03-007)
7 MYDOOM worm © (MS04-040)
8 RBOT worm ©(MS03-026,MS03-007)
9 REDLOF VB Script |©(MS00-075)
10 |NACHI worm o (MS03-026)
2004

http://www.trendmicro.com/jp/security/report/report/archive/2004/mvr2004-12.htm
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http://www5.cao.go.jp/seikatsu/kojin/index.html
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8MB 2GB
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CD/DVD/-R/RW

200MB 8.5GB
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Risk Management
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