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NS RR

. RR
— RR - Resource Record
(example.jp JP )
example.jp. IN NS ns.example.jp.
A 10.10.10.10
(example.jp)
@ IN SOA  .....
NS ns.example.jp.
ns A 10.10.10.10
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(Glue) RR

NS RR RR
$ORIGIN jp.
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— ARR AAAA RR
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Cache Poisoning

 example.gr.Jp example.jp
$ORIGN example.gr.jp.
www .example.gr.jp IN NS
ns.example.jp. A

ns.example.jp
1.2.3.4

e dig @< > www.example.gr.jp

;> AUTHORITY SECTION:
www.example.gr.jp. 1D IN NS
;> ADDITIONAL SECTION:
ns.example.jp. 1D IN A

ns.example.jp.

1.2.3.4
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Cache Poisoning

L
[
— BIND 8 or 4
L
— Windows 2000 SP2
http://support.microsoft.com/default.aspx?scid=kb;ja;jp241352
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e |[PA 2005 6 27
http://www.ipa.go.jp/security/vuln/20050627 dns.html
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IPA (1)

- )
example.jp. IN NS nsl.example.jp.
NS dnsl.example.net.
o example.jp
example.net

. example.net
— dnsl.example.net
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IPA (2)
* DNS nsl.example.jp
example.jp
. example.jp
example.net
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IPA (3)
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IPA (4)

e example.net
example.jp. IN NS ns.example.jp.
NS dnsl.example.net.
e example.net
example.net. IN NS dnsl.example.net.
NS ns2.provider.dom.

e provider.dom
25% example.jp.

2005/10/6 DNS - JPNIC JPCERT/CC
Security Seminor 2005

32



IPA (5)
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DNS

o Squish DNS Checker
— http://www.squish.net/dnscheck/

« DNS Report
— http://www.dnsreport.com/

o Zone Check
— http://www.zonecheck.fr/
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 ARP Poisoning
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ARP Poisoning (1/4)

. 3

_ A(

= B( )

- GW( )

IP MAC

GW 10.10.10.1 0:1:1:1:1:1
A 10.10.10.2 0:2:2:2:2:2
B 10.10.10.3 0:3:3:3:3:3
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ARP Poisoning (2/4)

o B root
o B ARP
— A
10.10.10.1 MACaddr 0:3:3:3:3:3
- GW
10.10.10.2 MACaddr 0:3:3:3:3:3
o A GW ARP
— B
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ARP Poisoning (3/4)

. B
P
— Layer2 B

i A

GW

L

ARP Poisoning
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ARP Poisoning (3/4)

 ARP Poisoning

arp:
arp:
arp:
arp:

- 0S ARP syslog

10.10.10.1 moved from 00:01:01:01:01:01 to 00:03:03:03:03:03 on em0
10.10.10.1 moved from 00:03:03:03:03:03 to 00:01:01:01:01:01 on emO
10.10.10.1 moved from 00:01:01:01:01:01 to 00:03:03:03:03:03 on emO
10.10.10.1 moved from 00:03:03:03:03:03 to 00:01:01:01:01:01 on emO
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1D

. RR
. ID 16bit
e BIND named

. DNS

. ID
Cache Poisoning
— 1/216
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1D

e dnscache(djbdns

— 1/232

DNS
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DNS

* SSH
* SSL/TLS
« RFC3833 Threat Analysis of the Domain
Name System (DNS)

. DNSSEC
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DNSSEC

« DNS Security Extension

— RFC4043,4044,4045
e DNS
DNS
— DNS
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BIND

 named.conf options {
e recursion no: recursion no;
+ fetch-glue no: fetch-glue no;

— BIND9 no )
* hint (zone %) zc;ne "example.jp" {
. type master ;

Zzone file "example.jp.zone" ;

}

2005/10/6 DNS - JPNIC JPCERT/CC 59

Security Seminor 2005



BIND

* recursion yes;
fetch-glue no;
e hint
allow-query

127.0.0.1 (localhost)

options {

recursion yes;

fetch-glue no;

allow-query { 10.0.0.0/8 ;
127.0.0.1; };

y

zone "." {
type hint;
file "named.root";

(W)

zone "0.0.127.IN-ADDR.ARPA" {
type master;
file "localhost.rev";

%
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(1/3)

e hamed 2

op

[etc/named.conf
tions {

recursion no;
fetch-glue no;
listen-on { 10.10.10.1 ; };

b
e |listen-on IP
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(2/3)
. [etc/cache.conf
— nhamed —c /etc/cache.conf
options {
pid-file  "/var/run/cache-named.pid” ;
listen-on { 127.0.0.1; } ;
¥
— [etc/resolv.conf “nameserver 127.0.0.1"
—127.0.0.1
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e |ISten-on
e controls

o dump-file statistics-file
— 2 named
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« BIND 8 options {

allow-transfer {
— Dos 10.10.10.10 ;

— }’

zone "example.jp" {
type master ;

e BIND9 BINDS8 file "example.jp.zone" ;
allow-transfer{ ... } ;
'
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 BIND 9
— BIND 8
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options {

max-cache-size 100M:

i
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e dig @10.10.10.1 example.jp ns

—;; flags: graa rd ra; recursion yes ;
e dig @10.10.10.1 < >
e dig @127.0.0.1 < >
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named

e root named

— named —u <user> ...
 /var/run/named.pid
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named
(2)

e nhamed chroot

— named —t <chroot > L.
e BIND9

http://www.unixwiz.net/techtips/bind9-chroot.ntm|

e djbdns chroot
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dibdns

[ )

— tinydns

— dnscache
[ )
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dibdns
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chroot
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dnscache

e root/ip
_
— root/i
— root/i
— root/i

0/10 10.0.0.0/8
0/10.20 10.20.0.0/16

0/10.20.30 10.20.30.0/24

e 10.20.30.32/29 3
—root/ip/10.20.30.32  root/ip/10.20.30.39
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