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X1 RFC4271: A Border Gateway Protocol 4 (BGP-4) https://www.rfc-editor.org/rfc/rfc4271.html
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X3 A Profile for Autonomous System Provider Authorization
draft-ietf-sidrops-aspa-profile-20
https://datatracker.ietf.org/doc/draft-ietf-sidrops-aspa-profile/
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%4 BGP AS_PATH Verification Based on Autonomous System Provider
Authorization (ASPA) Objects
draft-ietf-sidrops-aspa-verification-23
https://datatracker.ietf.org/doc/draft-ietf-sidrops-aspa-verification/

X5 ROUTINATOR - Advanced Features
https://routinator.docs.nlnetlabs.nl/en/stable/advanced-features.html

X6 rpki-client 9.6
https://github.com/rpki-client/rpki-client-portable/releases

A

_J

DF

1931313|SM3N DINdT

BHSo7Ter—RVA

P17 (8IN10NIISEIU| ABY O1|qNd 091N0SOY) MY

=



\
N

1

\0 Minete Internel Course

BRH7I—XICR3E RPKIGTRARZSIRELBELA TV
IREBEICARLKITAIEVWI 7 —ICRY) £, /NS FIR
DY THVRPHAREL. REDHE I ELLREI/MERISR
Al ET, CCTIRAMMNDABREO N TILE. TDER
(CHBERET LEDORA VM SHICERICIAKTRI S TZREWNE
WMEEEDTHEEET,

FTIIEPROADENFRYN T, AAEF—VOHP TR
HEVEFHBASVRPOTEMEIRIICZR 5726 Relying
Party ($#Bs I8 CHARR %= B aTAl L. tD 7B R IS VRP
ERNTEHRELET, ZOHBR.ZE T 714U X ENot Found
ET ) BRI RROVIR Y ¥ —Z KB )L — 2D\ (FENEE ISR B A
BESNES,2023F KOO —HILA Vv ER—2y MY
ZRJ(LIR)DBEHZRIL. /17T 74 0 ADH409
Not Found& & ) BENMRIBA AN BESNE L. %
HIC, ARINIZ 202358 I OROAZ BEIFEH T RICEI U &
A BBEONAGLTEWREREZ O —)LA—N—F5{HHH
HEALTVWESY,

Manifest D REEH BB €% LWEE T, Manifestid ) R
TIRNICEEIRNET7MINRENYy Y2 |5 BL LIDRETE
FETH. 7y T O—RDPRFAFTRUNTHIB 771 ILHNRE
9%, Relying PartylEManifestiREEIC R L, T DCADF
TLIEIRTOMBHEZ BB LE T, EREBE LTE, BRAERROA
FC—FICEAZBERAIREELET, LRI ETHL
WI7MILEB % BT« LU N ICERE L. &% (CManifestZ B W
THHEYYRYy v )Y ERS, & W RIAM A
FIENHERINET, £/ IEMICBENTZCDN/ — N ICHER
LTRRILE LTHELDH, Relying Partylld 214 L7 7 N [h
CETMRMESNTVETHS,

RISrsyncth—INDE LR Ry N — U 3T T, rsyncld R EEH#
TCPyvavasRY SIER LICT A7), FAROD /Ny NORT
HREMANIEE Y £, Relying Partyh'$k@ ) hS1 LTHER TS
HIFNIE RBICIELAHVROAZEHR LA WERHALTE
EET2%EEEA, INZORTSICIE HTTP/HTTPSR—X T
ZHES TESRRDPE A L. Anycast CEED /N T ) r—v 3
VIRA VMM Ty RS TEREI DN S TN TV E T,

ERwRER - VR MG BREEH

— 7 BHICROADFEITOERB TIANFKETSHREED LD
TEHY EB A BEBIT, BAE D/24|1K LMaxLength%z /24
DEFILITNEELIAE/16ETHEIFTLEL, AFBITNE/23
/228 nvalidik WL R 27— HEHWIEHWVWASESZ KL
TOrigin ASERHEAS T — AT, iRELE (S BN EE (IR R BT IC D
BB Z<DBEENHBEAREZHBELELITD
[74—74-LE2—]&8A L MATCA/CDTIntFrv o &EE
SESERICBITLTVETC,

RBIADROILKTOEFAED S D LEFLIRYIRY £9,2023
FEE BHOO—HILISPHRETZERTORIEAIRE (C
BlskLE LA BB IEBFEACEREEEZENTVE
L7, KZMiE % ICRelying Party ' #i L WCRLEZEXS L. 5% 4
ROAZMEZE, /177") 7147 Z1EBGP_LTNot Found& RS,
THID/20~ /246K LTLEVE LI, HEIZCDND F vy
VAIREMESTHATY MORERTTOREREVWSHTRE
Ll Ty RI—H =5 IETRAWebIHE WV, DRALRL &
WENHREE LTz, BEZ40D B IR BRITSN.ROAND
BARINIERRIIBENICEBLELEDY, COEHRIZIE
MEAREZER L. MBS LTEFHZ LT NIE RPKIA # (C
Single Point of failurelc7 V) #@%1Z&ZRLE LIz, £D %,
ARIN(ZRESTful APHR I CT/ER S 1L7=ROAZ BEN B FH I R I
BRELKBEMOO—IILA—N—FJRI N BITERDLYT
BE0HELTVWET,

INLIRTERT—IVEEBIET RPKIDIEHR ED TES
LET.REEFLLHMABARDNFILBEERICARLHE VLD,
BRI Ry b7 —URRFIANEE L BERE FIRD B Z kit
LTWKZEHDFFETT,

X7 ARIN Bits: December 2023
https://www.arin.net/blog/2023/12/20/arin-bits-december-2023/

X8 Stalloris: RPKI Downgrade Attack https://arxiv.org/abs/2205.06064

39 rpkiller: Threat Analysis of the BGP Resource Public Key Infrastructure
https://dl.acm.org/doi/full/10.1145/3617182

310 BGP Origin Validation
https://nsrc.org/workshops/2021/riso-pern-apan51/networking/routing-security/
en/presentations/BGP-Origin-Validation.pdf
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Year to Year Growth of the distributed RPKI database
https://manrs.org/2025/01/rpki-growth-2024/
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The Evolving Landscape of BGP: Past Five Years, Present State, and Future
Directions

https://pall.as/the-evolving-landscape-of-bgp/
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Routing Security Update
https://www.arin.net/participate/meetings/ARIN55/materials/arin55_routingsecur
ity.pdf
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