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4.4 How is respondent identity assessed in a case involving a privacy or proxy registration service?
Paragraph 1 of the UDRP Rules defines the respondent as “the holder of a domain name registration against which
a complaint is initiated.” In many cases however, the named respondent listed in the Whols register is not a person
or corporation, but a “privacy” or “proxy” registration service. Regarding the latter, paragraph 4(b) of the UDRP
Rules provides that:

“Any updates to the Respondent’s data, such as through the result of a request by a privacy or proxy provider to
reveal the underlying customer data, must be made before the two (2) business day period concludes or before the
Registrar verifies the information requested and confirms the Lock to the UDRP Provider, whichever occurs first.
Any modification(s) of the Respondent’s data following the two (2) business day period may be addressed by the
Panel in its decision.”

4.4.1 WIPO Center practice

As a matter of panel-endorsed practice, in cases involving a privacy or proxy registration service initially named as
the respondent, on timely receipt from the registrar (or privacy or proxy service) of information relating to an
underlying or beneficial registrant, further to its compliance review and case notification responsibilities, the WIPO

Center will (a) provide any disclosed underlying registrant information to the complainant, and (b) invite the

complainant to amend the complaint to reflect such information.

Noting the definition of “respondent” in the UDRP Rules, where underlying registrant information is
disclosed/provided to the complainant, the complainant chooses not to amend its complaint, and instead to retain
the Whols-listed registrant as the named respondent, the WIPO Center would not normally treat this as a complaint
deficiency. Complainants do however tend to amend their complaints in such scenarios to reflect any disclosed
underlying registrant information, in particular to avoid raising possible decision enforcement questions by the
registrar.

4.4.2 Adding or replacing the respondent

When provided with underlying registrant information which differs from the respondent named in the complaint, a

complainant may either add the disclosed underlying registrant as a co-respondent, or replace the originally named

privacy or proxy service with the disclosed underlying registrant. In either event, complainants may also amend or

supplement certain substantive aspects of the complaint (notably the second and third elements) in function of any

! http://www.wipo.int/amc/en/domains/search/overview3.0/#item44
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such disclosure. [See also section 4.11.2.]

4.4.3 Mutual jurisdiction

Noting the possibility for a respondent to commence a legal proceeding in one of two complainant-elected “mutual
jurisdictions” (the location of the registrar’s principal office, or the registrant’s address shown in the Whols
database at the time the complaint is submitted), when amending a complaint pursuant to disclosure of an
underlying registrant, complainants will sometimes amend the mutual jurisdiction section of their complaint.

4.4.4 Complaint notification

Irrespective of the entity or entities ultimately recorded by the panel as the respondent(s) in a particular case, in
satisfying its notification obligations, the WIPO Center practice provides notice of the complaint to all available
registrant contacts including the privacy or proxy service and any underlying registrant.

4.4.5 Panel discretion

In all cases involving a privacy or proxy service and irrespective of the disclosure of any underlying registrant, the

appointed panel retains discretion to determine the respondent against which the case should proceed.

Depending on the facts and circumstances of a particular case, e.g., where a timely disclosure is made, and there is
no indication of a relationship beyond the provision of privacy or proxy registration services, a panel may find it
appropriate to apply its discretion to record only the underlying registrant as the named respondent. On the other
hand, e.g., where there is no clear disclosure, or there is some indication that the privacy or proxy provider is
somehow related to the underlying registrant or use of the particular domain name, a panel may find it appropriate
to record both the privacy or proxy service and any nominally underlying registrant as the named respondent.
4.4.6 Undisclosed/uncertain underlying beneficial registrant

Particularly noting UDRP paragraph 8(a), panels have found that where a “disclosed” registrant is in turn what
appears to be yet another privacy or proxy service (sometimes referred to as a “Russian doll” scenario) or prima
facie appears to be a false identity, such multi-layered obfuscation or possible cyberflight may support an inference
of a respondent’s bad faith, e.g., in an attempt to shield illegitimate conduct from a UDRP proceeding.

A number of panels have also made reference to paragraph 3.7.7.3 of the ICANN Registrar Accreditation
Agreement which states that a Whols-listed registrant (referred to as the “Registered Name Holder”) accepts
liability for any use of the relevant domain name unless it timely discloses the contact information of any

underlying beneficial registrant. [See generally section 3.6.]
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4 Notification of Complaint
(a) The Provider shall submit a verification
request to the Registrar. The verification request

will include a request to Lock the domain name.

(b) Within two (2) business days of receiving the
Provider's verification request, the Registrar
shall provide the information requested in the
verification request and confirm that a Lock of
the domain name has been applied. The
Registrar shall not notify the Respondent of the
proceeding until the Lock status has been
applied. The Lock shall remain in place through
the remaining Pendency of the UDRP

proceeding. Any updates to the Respondent's

data, such as through the result of a request by a

privacy or proxy provider to reveal the

underlying customer data, must be made before

the two (2) business day period concludes or

before the Registrar verifies the information

requested and confirms the Lock to the UDRP

Provider, whichever occurs first. Any

modification(s) of the Respondent's data
following the two (2) business day period may

be addressed by the Panel in its decision.
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(c) The Provider shall review the complaint for
administrative compliance with the Policy and
these Rules and, if in compliance, shall forward
the complaint, including any annexes,
electronically to the Respondent and Registrar
and shall send Written Notice of the complaint
(together with the explanatory cover sheet
prescribed by the Provider's Supplemental
Rules) to the Respondent, in the manner
prescribed by Paragraph 2(a), within three (3)
calendar days following receipt of the fees to be
paid by the Complainant in accordance with

Paragraph 19.

(d) If the Provider finds the complaint to be
administratively deficient, it shall promptly
notify the Complainant and the Respondent of
the nature of the deficiencies identified. The
Complainant shall have five (5) calendar days

within which to correct any such deficiencies,




after which the administrative proceeding will be
deemed withdrawn without prejudice to
submission of a different complaint by

Complainant.

(e) If the Provider dismisses the complaint due
to an administrative deficiency, or the
Complainant voluntarily withdraws its
complaint, the Provider shall inform the
Registrar that the proceedings have been
withdrawn, and the Registrar shall release the
Lock within one (1) business day of receiving
the dismissal or withdrawal notice from the

Provider.

(f) The date of commencement of the
administrative proceeding shall be the date on
which the Provider completes its responsibilities
under Paragraph 2(a) in connection with sending

the complaint to the Respondent.

(g) The Provider shall immediately notify the
Complainant, the Respondent, the concerned
Registrar(s), and ICANN of the date of
commencement of the administrative
proceeding. The Provider shall inform the
Respondent that any corrections to the
Respondent's contact information during the
remaining Pendency of the UDRP proceedings
shall be communicated to the Provider further to

Rule 5(c)(i1) and 5(c)(iii).
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