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see Section 5

inject see Section 8 optional, multi-valued
components see Section 8 optional, single-valued
aggr-bndry see Section 8 optional, single-valued
aggr-mtd see Section 8 optional, single-valued
export-comps see Section 8 optional, single-valued

holes see Section 8 optional, single-valued

RPSLOOOOOOOOOODOOOOOOLObLObLOObObDbOOoObOOobOoDbDOn
ggobogoobogooo

3.3. ARIN

ARINO RPSLOO0OUOOODOOOODOOOLDODMObDbOOUOLDbDO RIPEDDO
UOOODUOUOOOARINODO RIPEODDODOOODOOODLDDODOOODLODOORDOO
gbobdoogbbodbbuoobbbodboboonobboleeod 4000 boa
ugobooooboooboooboon

3.3.1. RWhois

RWhoisO ARINO OOOODODOOOODOODOOwhoisOOODOOOOOODOOIDO
O whoisODOODODODO0ODODOOODO0ODODOOODOOOO RWhoisOODO
000000000000 0D0000000D000D000ORWhoisOO0OOO Referral
Whois (RWhois) Protocol V1.5 2000000000000

2 RFC2167, “Referral Whois (RWhois) Protocol V1.5”,
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OoooobooboooooboOoooobooboodbOowhoisOODODOOODOOOOO
ggbbogobboogobobooobooobooobbbooobobooobbao
gbobooobobobo™ooobobuoboooDbNsbooooboobooooo

OO0 RwWhoisOUOOOOOOOOOOOODOOODOOOOODOoODoooDoOobooOO
gogbobbooooboobboooobobboooobobbbooooboboooobbooon
oo bDNSOOOoOooooboooooobooog

oooooooboboobobbooboooo0oobo0obDOorRwhoisOOoOonooQ
ggbboggboboobobuoobbbodbboooboooobooobbao
goooog

Oo0DooobooOobOoooooo0boobooobog RwWhoisOOooononog
ggbobogoobogooboooobon

3.4.RIR OO whoisO O OO

O00O0RIRODODDOOOODOOOODOOODOWwWhois DOOOOOOODOODOOO
guoooobboodooouoobbbbooooob0b ARINOODODDOOOO
RIPECOODUOUOODUOOODDOOUOODOAPNICOLACNICOODOOODO RIPEO
ugoboooboooboooboon

whoisOOOOOODO0ODOOOOOO0OOOOObOOoOobOOobboboboboooo
ugboobdooouobdodobboobobuooobbooobbboobboobboo
udn

ggobdooboooboobboobbooobboobobbooobooono
ygboobdoooobbooobbooobooobbooobbboobboooboo
ugobdooobboobbuooobbodobooobboobbboooobo

3.4.1. ARIN

ARINO WhoisOODOOUO ARINOOODOOODOODODODOOODOODOOOOO
gboooobobobuoobdbUOb0UOUARINOODODODOIPODODOOAS
ggbobogoobogobboooobooobooobbooobobooobbao

http://lwww.ietf.org/rfc/rfc2167.txt
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OOOPOCOUOUDOUOARINO WhoisOODDODUOOOOOOOOODOOoOooOooooOD
goooog

000 www.arin.net 192.149.252.17 00000000000 1500 1600 170
ggoooogon

® Organization Information

O 15 ARINO whoisOOOOOOOO

OrgName: American Registry for Internet Numbers
OrglD: ARIN

Address: 3635 Concorde Parkway, Suite 200

City: Chantilly

StateProv: VA
PostalCode: 20151
Country: us

® Network Address Space Information

O 16 ARINOwhoisOOOOOOOOOOOOOOOOOO

NetRange:  192.149.252.0 - 192.149.252.255
CIDR: 192.149.252.0/24
NetName: ARIN-NET

NetHandle: NET-192-149-252-0-1
Parent: NET-192-0-0-0-0
NetType: Direct Assignment
NameServer: RS1.ARIN.NET
NameServer: NS.NETSOL.COM
NameServer: RIP.PSG.COM
Comment:

RegDate: 1997-11-05

Updated: 2002-04-05
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® Contact Information

O 17 ARINOwhoisOOOOOOO0O0OOO

TechHandle: IP-FIX-ARIN
TechName:  ARIN IP Team
TechPhone: +1-703-227-0660
TechEmail: hostmaster@arin.net
OrgTechHandle: IP-FIX-ARIN
OrgTechName:  ARIN IP Team
OrgTechPhone: +1-703-227-0660
OrgTechEmail: hostmaster@arin.net
OrgNOCHandle: ARINN-ARIN
OrgNOCName:  ARIN NOC
OrgNOCPhone: +1-703-227-9840
OrgNOCEmail: noc@arin.net

00000000000 *“Instructions for Executing ARINs Non-Disclosure
Agreement” 2000 0000000000000 ARINOODOODOOODOODODO
000000000000 000000000000D0 ARINOODODOOOODO
O00000oO0ooooooon

ggboboogobuogbbbooobbuooobooobobooobboobobo

e [(J000ODbO0OOOOOOODOO@WbDOODOUOOObOObDbOODbDDOO
OOobDOoooooooobooon)

e [bbdoooobbbooooobbobboooobobboooonon
oo

e [d0O0OOO0OOOOOOObObOOODbOODUOODbDO@bObDDbDODD
Oopoooog)

e [0bbdoooobbbooooobbobboooobobboooonon

24 “Instructions for Executing ARINs Non-Disclosure Agreement”,
http://www.arin.net/library/agreements/nda.pdf
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OO0D0O000ooboo0bDOo@U NDAOODOOOOOoDOoooobooooo
ARINOOOODOOODOOODOODOOoOoDOobbOoboooobooooo)

ggbobogooboobbooobbooobuoodbbbooobbooooboo
ggboboooobuogbooboooon

3.4.2. RIPE

RIPE Network Management Database 000000 IPOO0OOOOOOOOOO
god

www.ripe.net 193.0.0.2030 00000000000 0O0OO0O

netnum: 193.0.0.0 - 193.0.1.255

netname: RIPE-NCC

descr: RIPE Network Coordination Centre
descr: Amsterdam, Netherlands

country: NL

admin-c: DDL122-RIPE

tech-c: OPS4-RIPE

status: ASSIGNED Pl

remarks: used to be two different /24 inetnum objects
remarks: until 19990305 (ripe-ncc & ripe-meeting)
mnt-by: RIPE-NCC-MNT

mnt-lower: RIPE-NCC-MNT

changed: orange@ripe.net 19960815

changed: GeertJan.deGroot@ripe.net 19970110
changed: mir@ripe.net 19970506

changed: ripe-dbm@ripe.net 19970819
changed: wilhelm@ripe._net 19990305

changed: inaddr@ripe.net 19990705

changed: hostmaster@ripe.net 20010119
changed: hostmaster@ripe.net 20020410
source: RIPE

- 75 -



U380 dbboobobuooooobouooooboo

3.5. RIPE Database System

RIPE DDDO0OOO RPSLODODOOODORPSL DOOOODDOOODODOOOO
00o0oooooooooooooioboioob00D000D00O0OddOdRouting Policy
System Security (RPSS) 00000 O QOO

RIPEOUOUODDOUOOUODLDDOOOOOLDO IPOOOLODOOOODDLOOODLOOOn
ggobdooobobodgbbboobbuooobooooo

RIPEOUOLDDOOOODOOUOOLODLOOO0DLOOObLbOOUDLbDOOLDDbDOOn
Ud RIPEODOODOOO

351. 000000000000

RIPEDOU0O0O0O0O0O0O0OOOO0O0O0O0OOO0O0OOOOOGOO

e |PUOO0O0O0O0OOOOOOOOOO0O

e [0000 (in-addr.arpa.)

e [0O00OOooooon

e [UOopoooo
0oob0ooobooboobobooobbooobooooooonD 18000bobDOoo

018 ODO0O0O0OO0O0OOOOOOOO00O0O0

Object type (Class name) goo oo
As-block Ak OOobOO0boOooooooASObooboobooo
As-set As Aut-numO0 00000000

aut-num An oooOoooogAscOoon

domain Dn (0o0ooooo)y oooooo

Filter-set Fs ooboobooooobooooog
inet6num i6 Ipv6e 0000000000 DOOOODOOO
inetnum In Ipva000O00000O00O0CO0ODOOODO
inet-rtr Ir Represents a router in the database.
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irt It cSiRTOOOOO0O0O0OO0O0D0OO
key-cert Kc Jooo0oooooooooboooooboooboooooooooo
mntner Mt gooooooooooooooooooooboooobooOoooobooon

Jooooooooooooooooobooon

peering-set Ps Peering O OO

person Pn ooooooooooooooDoo

role Ro ogoobdobobodoooobooooooooooobobobobobooobo
od

route Rt oobobooobooooooo

route-set Rs (EREREREREE]

rtr-set Is oo0oo0o0ooo

ugboboooboboobbuooobboooboa

® as-block

as-block 0O DOO0OD0OO ASO0OODOODOODOODOODOOODOODODOIDOODOO
0000 as-block: OODODOOODOOODOOOODO ant-num OOOOOO0DOOO
oo0oooooooooon

as-block: [mandatory] [single] [primary/lookup key]
descr: [optional] [multiple] [ ]

remarks: [optional] [multiple] [ ]

tech-c: [mandatory] [multiple] [inverse key]
admin-c: [mandatory] [multiple] [inverse key]
notify: [optional] [multiple] [inverse key]
mnt-lower: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
changed: [mandatory] [multiple] [ ]

source: [mandatory] [single] [1

® inetnum
inethum JOO0OOO0O IPv4A00000OCO0O0O0O0OOOO0OOOOOOOO

inetnum: [mandatory] [single] [primary/lookup key]
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netname: [mandatory] [single] [1ookup key]
descr: [mandatory] [multiple] [ 1]

country: [mandatory] [multiple] [ 1]

admin-c: [mandatory] [multiple] [inverse key]
tech-c: [mandatory] [multiple] [inverse key]
rev-srv: [optional] [multiple] [inverse key]
status: [mandatory] [single] [1

remarks: [optional] [multiple] [ 1]

notify: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
mnt-lower: [optional] [multiple] [inverse key]
mnt-routes: [optional] [multiple] [inverse key]
mnt-irt: [optional] [multiple] [inverse key]
changed: [mandatory] [multiple] [ 1]

source: [mandatory] [single] [1

® inet-rtr

0000 inet-rtr D000 O00O0O0OO0Oinet-rtr: OO0O0OO0OODOOODOODO DNS

O000O0Olias OOOOO0O0O0OOOODODOOOOOODOOODOOO DNSODOODO
local-as: 0O OO0 OOD0O0OO0O0O0OO0OOODOOODOOOOOO ASO ASOOOOODO

g

inet-rtr: [mandatory] [single] [primary/lookup key]
descr: [mandatory] [multiple] [ 1]

alias: [optional] [multiple] [ 1]

local-as: [mandatory] [single] [inverse key]
ifaddr: [mandatory] [multiple] [lookup key]
peer: [optional] [multiple] [ 1]
member-of: [optional] [multiple] [inverse key]
remarks: [optional] [multiple] [ 1]

admin-c: [mandatory] [multiple] [inverse key]
tech-c: [mandatory] [multiple] [inverse key]
notify: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
changed: [mandatory] [multiple] [ 1]

source: [mandatory] [single] [1
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irt 0000000 CSIRTOUOODOODOOOOOOoooobooobooooooo
godooooooooobobbobbobooboobboboboooodoooooag

b CSIRT OUbooooogo
oot 0ogn

inethum 00O

inetbnum OO0 O000O00O0O0O0OO

“IRT- 000D0000obooogn

irt: [mandatory] [single] [primary/lookup key]
address: [mandatory] [multiple] [ 1]

phone: [optional] [multiple] [ 1]

fax-no: [optional] [multiple] [ 1]

e-mail: [mandatory] [multiple] [lookup key]
signature: [mandatory] [multiple] [ 1]
encryption: [mandatory] [multiple] [ 1]

admin-c: [mandatory] [multiple] [inverse key]
tech-c: [mandatory] [multiple] [inverse key]
auth: [mandatory] [multiple] [ 1]

remarks: [optional] [multiple] [ 1]

irt-nfy: [optional] [multiple] [inverse key]
notify: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
changed: [mandatory] [multiple] [ 1]

source: [mandatory] [single] [1

® key-cert

key-cert 0O 0ODODOODOODOODOOOO0ODOODOODODODOOOmMntner O
goboboooooobboooobbbooobbbOdropenPGP Message
Format®’ 0 0000000000 0O00O0OOO

key-cert:
method:
owner:
fingerpr:
certif:

[mandatory]
[generated]
[generated]
[generated]
[mandatory]

[single]
[single]
[multiple]
[single]
[multiple]

[primary/lookup key]

[]
[]
[]
[]

25 RFC2440, “OpenPGP Message Format”, http://www.ietf.org/rfc/rfc2440.txt
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remarks: [optional] [multiple] [ 1]

notify: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
changed: [mandatory] [multiple] [ 1]

source: [mandatory] [single] [1

® mntner

RIPE DO DO0DD0DOOOODDOO0O0 mntner DODOOOO0OO0DODOOOO0O0OO
ggboboboooobboogoobobooooobuooobboobobooboobobobao
ggbbogobbooobobuoobbboobboog rRIPEODOOOOOOODLDDODOO

goood

mntner: [mandatory] [single] [primary/lookup key]
descr: [mandatory] [multiple] [ 1]

admin-c: [mandatory] [multiple] [inverse key]
tech-c: [optional] [multiple] [inverse key]
upd-to: [mandatory] [multiple] [inverse key]
mnt-nfy: [optional] [multiple] [inverse key]
auth: [mandatory] [multiple] [ 1]

remarks: [optional] [multiple] [ 1]

notify: [optional] [multiple] [inverse key]
mnt-by: [mandatory] [multiple] [inverse key]
referral-by: [mandatory] [single] [inverse key]
changed: [mandatory] [multiple] [ 1]

source: [mandatory] [single] [1

® person

ggobodoooboboobbuooobbooobuoodbobooobnbooono

Udbobogdobbddeerson: DUOOOODOOOOOOOODOO

person: [mandatory] [single] [lookup key]
address: [mandatory] [multiple] [ ]

phone: [mandatory] [multiple] [ ]

fax-no: [optional] [multiple] [ ]

e-mail: [optional] [multiple] [lookup key]
nic-hdl: [mandatory] [single] [primary/lookup key]
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remarks: [optional] [multiple] [ ]
notify: [optional] [multiple] [inverse key]
mnt-by: [optional] [multiple] [inverse key]
changed: [mandatory] [multiple] [ ]
source: [mandatory] [single] [1

3.5.2. Queries in the RIPE Database

O0oo0o0o0oOobooogog whois DODOOOODOOOODOOOOODOOOOO

gogboboogooboobboguoboobobooobbooobbduuorRIPEDDO
ggbbogobobooobobuoobbbodobobooobooooobooobobao
uggbobooobooooooobon

gogbobogoboogbobooboboboodon

e O UJUUdUoobbbObdbooooobbbbbouooooobbbboogo
gwdooooboboobooboooobooubobwuobbooobooon

e [UUUubbooobooobboo

e [Uugubbooobuooobbuoobboboon

e [hgobbodbobuooobboobobooobbooobboobobao
gboboooobooogn
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36.000

RIRODUOODODOODOODOOOO RPSLUDODODOOODODOOODOOODOD
uggbobooobooooooobon

RIPENCCUDOUOPGPOLOUODODOODLOODOLDOODLDOOPGPOOOODODO
ggboboogoobbooobbooobooobboooobbooobboooboog
ggbboggobobooobobuoooobbooobooobbooobobooobobao
ggbobogobooobboobbooobooon

OO000000b0o0DO0o0o0O0bDO0OO0Dn WebUpdates DD OO0OOOoOoOonoOO
gbopooo ssLgbouoboboboooooboboobooobo HTTPOODODO
ggbbdooooobodgobbooobobooobooobbbooobobooobbao
ggboboooboooboooobboo

UODOODOUOAPNICO CAOOODObOObDooboobobooboboopkKIiDOnD
gbobooobobobobobobobuoobobobobbooboecAbboobO
ggbobooobpKiDOgooobooobboobbooobbobooobobao
udn

ARINO RwhoisOOODDOUODOMMOO whoisOOOOODOOODOOODOOOOO
OOo0OoooooDNSOOOoOOoooobDooooooobooD RwhoisOO oo
ggbboggboboobobuoobbbodbboooboooobooobbao
gogoooooooo

Udbb RIROODODOOODOODOOOOOOO0OOOOOOObOOoOoDbOooooDon
ggbbogobobbodgobboobobooobooobbooobobooobobao

ggobooggoo

MyAPNIC O ODUOOOODOOOO0OD PKIDOOODODOODOOODODODOO
ggbobooobobogbobuoobobboobobooobooobboonooo
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ugoboogoobooooo

ggbobodogbbuogboooobbobbbooobbooboboboobobooobo
gogbobogobobuoobbbooobbbooobboooboboonobuoooboao
goddooooooooobobboboboobobbobboooodooooooa
ggoboogoobboogobbooobooobobooobobuooobobooobobao
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421. 00000

O0o000o0Do0oo0ooooooooooooooooooooooooag
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00000000 ooDoooooooooooooooooooooooooooon
O00000oO00o0oooooooooooooooooooooooooooon
000000 00o0o0oo0ooooo0ooDoooooooooooooooongn
o0ooooooooooo
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cpPSUOUDUDOUDOD RRC2527260 0 OO UOORFC2527 0 CcpSU DU Od
ggobogoobogbobooooo

422. 0000000

O0o00o00Do0oo0oooooOooooooooooooooooooooa
000000 00oo00oo0ooooo0oooooooooooooooooooaon
000000000 0O0OOANSIO American National Standards Institute[d X9.79 J
000000 WebTrust for CAOOODODOOOOOOOOOOODOOODOOOOODO
O00DO000oO0Do0ooo0oooooooooooooooooog

ggoobdogoboooobboobbbbooobbooobbboobboobboo

(nHyooobobooboboob viooboOo 00300
e [[JOUdbbuooUdbbUoEeECOMU*1UU0DbObODUOObODbLbDOOnDDO
*gouboooobooobobooooboon

() 00000

e [JOUbOuoOoobOobobobobOobi1zos50310000 10200

e [[JOUUdbbUuoUbboooubbooobUobboooubLbboboono
20000 130 30 2700

e [Jdooouououooobbbbbbooooooouooooobbobbn
gbooooboboboobobo 20b00b0 13040 2700

e [JJ00ID00OO00O0O V20020021121 0) JOoOoobOobOoooobOobO
ogobooooboboan

(3) WebTrust Program for Certification Authorities V1.00 20000 80 250 0O
® AICPA] American Institute of Certified Public AccountsI] CICA] Chartered
Accountants of Canadall

oo ooooooobobobobobboobbbobobobobooooon
CPO Certificate Policy- OO OQO0OO0OOO CPSOOOCP/ICPSOUODODODO

26 RFC2527, “Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework”, http://www.ietf.org/rfc/rfc2527 .txt
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30 RFC2725, “Routing Policy System Security”,
http://lwww.ietf.org/rfc/rfc2725.txt
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