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8 PKCS: Public-Key Cryptography Standards,
http://www.rsa.com/rsalabs/pkcs/index.html
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0 59 JPNICIPOOOOOOOOOOOOOOOOOOOOO

Field °r]'cf'a_‘;a' RRNTRAEEBE H—/N\GIBE
version NA 2 2
serialNumber NA non—negative integer non—negative integer
signature NA
algorithm shalwithRSAEncryption shalwithRSAEncryption
parameters null null
issuer NA
PrintableString*' PrintableString*1
validity NA
notBefore UTCTime UTCTime
notAfter UTCTime UTCTime
notBefore DI &Y 24E % |notBefore DB ZI KV 2 £
subject NA
PrintabIeString*2 PrintabIeString*3
subjectPublicKeylnfo NA
algorithm rsaEncryption rsaEncryption
parameters null null
subjectPublicKey RANTRANEBEDBIT | H—/\ABERDBIT
STRING STRING
authorityKeyldentifier n
keyldentifier JPNIC IP7RLRFZAESE | JPNIC IP7 L REBER
A BASE D 160bit SHA-1 A BASE D 160bit
Ny afE SHA-1/\y< ={&
authorityCertlssuer fERALAEL FERALALY
authorityCertSerialNumber fERALGLY 35 AR
subjectKeyldentifier n RAMT R AN FHBEED H—/ N FAEE D 160bit
160bit SHA—1/\‘y~‘/:L1|E SHA—1/\‘y°/:L{E
keyUsage [
digitalSignature 1 1
nonRepudiation 0 0
keyEncipherment 1 1
certificatePolicies n
policyldentifier ACP®MOID ARCPMOID
policyQualifiers
policyQualifierld CPSUri CPSUri
qualifier ACP/CPS% B9 HURI| ACP/CPSZE A BHY HURI
subjectAltName n
rfc822Name RARTZED FERLEL
A—JLPRL R
cRLDistributionPoints n
DistributionPoint
JPNIC IP7RL REBEEBAYJPNIC IP7RL REBEE/ A
distributionPoint CRL%Z /M FA9 SURI CRLZZABHY SURI
reasons LA fERALAGL
cRLIssuer FERLALY EE AR

0 255 0




050 cplcpsOdddgonog
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Field Cr]'cf'a_‘:' AEBAE R R
version NA 1
signature NA
algorithm shalwithRSAEncryption
parameters null
issuer NA
PrintableString*]
thisUpdate NA UTCTime
nextUpdate NA UTCTime
thisUpdate & Y) 24 B fif] &
revokedCertificates NA
revokedCertificate
userCertificate LEMINT-EEERED
YT ILEE
revocationDate UTCTime
EEEAE D LIS T-BFZI
crlEntryExtensions
fEALAL
crlExtensions NA
cRLNumber n non—negative integer
authorityKeyldentifier n JPNIC IP7RL RFEEE B
N BASE D 160bit
SHA-1/\vy< a2 {E

OooopooOog cp/cPSOOODDOOOOJPNIC DDDOOOODOOOOODO
gobcRLODOODOOODOOD 51100 5-1200 5130000
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Field critical | JPNIC IP7RL REREER JPNIC JL—FEREES
flag SEEAE GEERE
version NA 2 2
serialNumber NA non—negative integer non—negative integer
sighature NA
algorithm shalwithRSAEncryption shalwithRSAEncryption
parameters null null
issuer NA
PrintableString™ PrintableString™
validity NA
notBefore UTCTime UTCTime
notAfter notBefore DB ZI &V 104 | notBefore DI & U204
% 1%
subject NA
PrintabIeString*1 PrintabIeString*4
subjectPublicKeylnfo NA
algorithm rsaEncryption rsaEncryption
parameters null null
subjectPublicKey JPNIC IP7RL REZEER™ JPNIC JL—FEREER™
AEABEDBIT STRING AEABEDBIT STRING
authorityKeyldentifier n
keyldentifier JPNIC JL—FEREERD JPNIC JL—FEREER™
ABASD 160bit A BSED 160bit
SHA-1/\w< a{E SHA-1/\w< a{E
authorityCertlssuer FEARLAL FRLZAL
authorityCertSerialNumber mRLEL AL
subjectKeyldentifier n JPNIC IP7 RU X il = JPNIC JL—F it |
2FABE D 160bit N FABE 160bit
SHA-1/\y a{E SHA-1/\y o {E
keyUsage c
keyCertSign keyCertSign
cRLSign cRLSign
certificatePolicies n
policyldentifier ACPDOID FERALEL
policyQualifiers
policyQualifierld CPSUri FRALAL
qualifier ZRCP/CPSZ /2 B9 HURI fEALGLY
basicConstraints c
cA TRUE TRUE
cRLDistributionPoints n
DistributionPoint
distributionPoint JPNIC JL—RERZE/A fFEALGL
CRLZZNBHY SHURI
reasons LA FRALAL
cRLIssuer EIEBAR fERLAEL
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Field critical | JPNIC IP)L— l“nn..\nIEFJU/ JPNIC JL— l“nnunIEFJU/a
flag 2 EEBAE OldwithNew EFBAZE NewwithOld
version NA 2 2
serialNumber NA non—negative integer non—negative integer
sighature NA
algorithm shalwithRSAEncryption shalwithRSAEncryption
parameters null null
issuer NA
PrintabIeString*4 PrintabIeString*4
validity NA
notBefore UTCTime UTCTime
notAfter UTCTime UTCTime
TWBZERIMHED | dVWEEELIIHED
notAfter notAfter
subject NA
PrintabIeString*4 PrintabIeString*4
subjectPublicKeylnfo NA
algorithm rsaEncryption rsaEncryption
parameters null null
subjectPublicKey T ULVJPNIC JL—REBEER | #LULNJIPNIC JL—RERE
A BABEDBIT STRING 5]
authorityKeyldentifier n
keyldentifier #FLULVIPNIC JL—REREE | BULNJPNIC JL—EREED
5 A FASE D 160bit
N BHSR D 160bit SHA-1/ vy ol
authorityCertlssuer LA FERALAL
authorityCertSerialNumber T [AR FERALAL
subjectKeyldentifier n & UVJPNIC JU—Fe2akf | BTLULNJPNIC JU—FaRsE |
A BABED 160bit 5]
SHA-1/\v afiE N BASE D 160bit
keyUsage c
keyCertSign keyCertSign
cRLSign cRLSign
certificatePolicies n
policyldentifier anyPolicy anyPolicy
policyQualifiers
policyQualifierld fERALEL ERALAGL
qualifier LAY FERALAL
basicConstraints c
cA TRUE TRUE
cRLDistributionPoints n

DistributionPoint

distributionPoint

JPNIC JL—FEREER A

JPNIC JL—FERSE/AY

CRLZ BT SHURI CRLZ B9 SHURI
reasons FEALAL FALZALY
cRLIssuer fERALAL fERALAL
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Field oritical\ TR ARk
flag
version NA 1
signature NA
algorithm shalwithRSAEncryption
parameters null
issuer NA
PrintabIeString*4
thisUpdate NA UTCTime
nextUpdate NA UTCTime
thisUpdatek Y 15 1%
revokedCertificates NA
revokedCertificate
userCertificate LNSNT-FIBHZED
JITIVEE
revocationDate UTCTime
SIEAE D LIS T-FEZI
crlEntryExtensions
ERALAL
crlExtensions NA
cRLNumber n non—negative integer
authorityKeyldentifier n JPNIC JL—FEEEER
A BASR D 160bit

SHA-1/\vw a{E

01 C=JP, O=Japan Network Information Center, OU=Internet Resource
Services, OU=JPNIC Resource Service Certification Authority

02 C=JP, O=Japan Network Information Center, OU=Internet Resource
Services, OU=Resource Holder, OU=O JPNICO LRAOOOOOOOOOOO 1IDO
OLRAODODOOO,CN=O000D00000000DO0ODO0OO0DOO00ODO0O0O0OOO
00000 +serialNumber=0 LRAOOODOOODOODOOOOO IDO

03 C=JP, O=Japan Network Information Center, OU=Internet Resource
Services, OU=Resource Management System, CN=O0 00000000 OOO
FQDNO

04 C=JP, O=Japan Network Information Center, OU=JPNIC Root
Certification Authority
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