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2002 IP
RIR
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NIR
NIR

3.2.

NANOG

1 Internet Engineering Task Force
http://iwww.ietf.org/

IETF 1
RIR

JPNIC



3.3. (PKI)

IP
RFC IETF PKI RFC
RFC3280 RFC3647 IPsec RFC2401 SSL/TLS RFC2246
IETF
IETF
IETF
3.4.
IETF  NANOG
JNSA  PKI WG

WIDE Project

JANOG JPNIC IRR



3.5.

IETF
ISOC
55000
50%
NANOG
32 600
3.5.1. IETF RIR
IETF
RIR
3.5.2. S-BGP
60 61 IETF
60

RFC3779 I-D RFC

IETF

IETF

RFC
1300
2004
20
JPNIC
PKIX WG
S-BGP APNIC

RFC3779

50%

11
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RFC3779 2 X.509 IP AS
RFC RIR

authorization
PKI

RFC3779

mRFC3779

Abstract

This document defines two X.509 v3 certificate extensions. The first binds
a list of IP address blocks, or prefixes, to the subject of a certificate.
The second binds a list of autonomous system identifiers to the subject of
a certificate.
These extensions may be used to convey the authorization of the subject
to use the IP addresses and autonomous system identifiers contained
in the extensions.
Copyright (C) The Internet Society (2004).

RFC3779 S-BGP 1980
2001
S-BGP RPSEC
WG 3
BGP AS
AS

2 X.509 Extensions for IP Addresses and AS ldentifiers
http://www.ietf.org/rfc/rfc3779.txt

3 RPSEC WG
http://www.ietf.org/html.charters/rpsec-charter.html

10



RPSEC WG

60 IETF RFC3779
IP S-BGP

APNIC CA

APNIC RFC3779
RIR

authorization

JPNIC IP IP (
IP ( )
3.5.3. APNIC CA RFC3779
61 IETF APNIC CA
RFC3779
APNIC
JPNIC IP

RFC3779 GUI Graphical User Interface

NIR

APNIC
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NIR

NIR
RFC3779
NIR
DNS NIR
NIR
NIR
LIR
RFC3779
APNIC APNIC
3.54. IETF
IETF Kerberos  PKI
Kerberos MIT Athena Project 4 RFC1510
(KTH) eBones Heimdal
IETF KRB-WG
PKI w3cC XML 5 OASIS PKITC
6 IETF PKIX WG
IETF PKIX WG  PKI WG
WG 7

4 Kerberos: The Network Authentication Protocol
http://web.mit.edu/kerberos/

5 W3C Technical Reports and Publications
http://www.w3c.org/TR/

6 OASIS Public Key Infrastructure (PKI) TC
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=pki

7 Public-Key Infrastructure (X.509) (pkix) Charter

12



IETF PKIX WG WG

WG
PKI
PKIX WG
IETF PKI IETF PKIX WG
PKI

https World Wide Web Windows

PKI IETF
60 IETF SAAG(Open Security Area Directorate) 8

60 IETF SAAG deployment

e PKI deployment
PKI  deployment

PKIX WG

60 IETF SAAG

e BCP(Best Current Practice)

IETF EasyCert °

http://www.ietf.org/html.charters/pkix-charter.html
8 61th SAAG minutes
http://wwwl.ietf.org/proceedings_new/04nov/saag.html
9 Easy-to-User Certificate
http://wwwl.ietf.org/proceedings_new/04nov/easycert.html
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61 IETF EasyCert BoF IETF

BoF PKI IETF

CRL

IETF
PKI Informational RFC
IETF

2004 IETF

36. 60 IETF

60 IETF

2004 8 1 () 2004 8 6 ()
Sheraton San Diego Hotel & Marina 60 IETF

IETF IETF 1511 (8
4 ) 59 ( ) 1255 58 (
) 1233 57 ( )
1304
40
IETF 120 11 BoF
Plenary( ) IETF Business Meeting IETF Planning
Meeting

m |ETF Business Meeting

IETF Bussiness Meeting IETF RFC
Editor IANA IESG IESG

14



(PROTO) WSIS IAB
RFC Editor 2004 4 7 RFC1 35

RFC2223
Web

RFC Copyrights
http://www.rfc-editor.org/copyright.html

PROTO AD

IESG PROTO
2004 1

PROTO Web

IESG Process and Tools (PROTO) Team

http://www.mip4.org/proto/
WSIS http://www.nic.ad.jp/ja/tech/glos-kz.htmI#03-wsis

IAB http://www.nic.ad.jp/ja/tech/glos-ij.htmI#02-1AB

m |ETF Planning Meeting

IETF Planning Meeting IRTF0 ASRG!1 SPAM
1AB Security workshop IETF
IETF
ASRG SPAM
MARID WG12

IAB  Security workshop CERT

SSH VPN

Peer-to-Peer DDoS Web

10 IRTF http://rfc-jp.nic.ad.jp/what_is_ietf/ietf_section3.html
11 ASRG Anti-Spam Research Group http://asrg.sp.am/
12 MARID WG MTA AuthorizationRecords in DNS WG

MARID WG

15



IETF General AD Harald

Alvestrand 59 IETF
ICAR® NEWTRK** PROTO EDU

WG
IETF Administrative Group
Carl Malamud Administrative
Group ISOC1
(] PKI WG

mPKIX Public-Key Infrastructure (X.509) WG16

PKIXWG 8 4 () 100 50

PKIX WG 57 IETF

IETF
IETF RFC
RFC 3739 "Qualified Certificates Profile"
RFC 3770 "Certificate Extensions and Attributes Supporting
Authentication in PPP and Wireless LAN"
RFC 3779 "X.509 Extensions for IP Addresses and AS Identiers"
RFC 3820 "Internet X.500 Public Key Infrastructure Proxy
Certificate Profile"
Internet-Draft I-D IESG 10 I-D AD
WG
WG
2005 RFC3279 RFC3280 OCSPv2

13 ICAR Improved Cross-Area Review

14 NEWTRK New IETF Standards Track Discussion
http://www.ietf.org/html.charters/newtrk-charter.html

15 1SOC http://lwww.nic.ad.jp/ja/tech/glos-ij.htmI#02-1SOC

16 PKIX WG
http://www.ietf.org/html.charters/pkix-charter.html

16



LDAPY?

RFC3280 SCVP
LDAP LDAP
LDAP DIT Directory Index Tree
OpenLDAP http://www.openldap.org 2.2.1
OpenLDAP
UTF8String
DC
KISA Korea
Information Security Agency PKI

IKEV2 Internet Key Exchange version 2

OCSP Online Certificate Status Protocol
Mike Myers

mPKI4IPSEC Profiling Use of PKI in IPSEC WG

2004 5 IKE
draft-ietf-ipsec-pki-profile-04 WG
draft-ietf-pki4ipsec-ikecert-profile-00 -01

IKE IP
CERTREQ DN

PKIX WG
draft-bonatti-pki4ipsec-profile-reqts-01

PKI4IPSEC WG

mMASS Message Authentication Signature Standards BoF

MASSBoF 8 5 ( ) 100

17 LDAP http://www.nic.ad.jp/ja/tech/glos-kz.htmI#03-lIdap

17



MASS BoF WG MARID WG DNS

SPAM

BoF WG DomainKey
DomainKey
MTA signature
S/IMIME

mSAAG Open Security Area Directorate

SAAG

SAAG Minutes, August 2004

There were working group and BoF reports from PERM, SASL, KRBWG, INCH,
PKIX, SMIME, LTANS, MOBIKE, PKI4IPSEC, ENROLL, MSEC, KITTEN,
ISMS, and MASS. See the individual WG's minutes for details.

Joe Touch gave a talk on Anonymous IPsec (draft-touch-anonsec-00.txt).
(Slides attached.)

Jordi Palet spoke on IPv6 Distributed Security; again, see the slides.
(draft-palet-v6ops-ipv6security-01.txt)

lan Bryant proposed work on exploit reporting.

During the open mike session, the primary topic of discussion was the difficulty
of using certificates and PKIl. A mailing list was created
(https://www.machshav.com/mailman/listinfo.cgi/easycert) for discussion of this
topic; the aim is to work towards an EASYCERT BoF in Washington. The goal of
that BoF is to explore what the IETF can do to help with that problem. During the
SAAG meeting, we heard of some success stories. The hard parts seemed to be at
the political layer; success came when there was an already-existing
authentication infrastructure that could be leveraged to issue certificates.

18



60th SAAG minutes
http://lwww.ietf.org/proceedings/04aug/205.htm

IETF SAAG deployment
e PKI deployment
[ ]
PKIX WG
IETF
BoF deployment
3.7. 61 IETF
||
2004 11 7 () 2004 11 12 ()
Hilton Washington 61 IETF
61 26 1314
IETF
50%
|
IETF Plenary( )
RFC RFC Editor 2001
20 2003 28
XML Word 18
18 RFC Templates and Info. (Joe Touch )

http://www.isi.edu/touch/tools/

19



IANA

IANA Internet-Draft( I-D)
Web http://www.iana.org/reporting-and-stats/
IESG AD(Area Director) I-D 60
60 IETF 61 IETF (
AD
PROTO 19 IAB 60
IETF 20
IAB IESG IETF
IASA(IETF Administrative Support Activity) RFC(BCP)
- PKI WG BoF

PKIX BTNS BoF EasyCert BoF

mPKIX
61 IETF PKIXWG 11 10 ( ) 1
60
IETF RFC3874 "A 224-bit One-way Hash Function: SHA-224"

I-D IESG RFC Editor
"Additional Algorithms and ldentifiers for RSA Cryptography"
draft-ietf-pkix-rsa-pkalgs-03.txt
"Internet X.509 Public Key Infrastructure -- Certificate Management
Protocol (CMP)"
draft-ietf-pkix-rfc2510bis-09.txt
"Internet X.509 Public Key Infrastructure Permanent ldentifier"
draft-ietf-pkix-pi-11.txt
Certification Path Building 6 I-D AD

SCVP 16 WG Last Call

19 Workgroup Chair Document Shepherding
draft-ietf-proto-wgchair-doc-shepherding-01.txt
20 |ETF AdminRest Homepage
http://www.alvestrand.no/ietfladminrest/

20

IETF
ISOC



SCVP 16 (draft-ietf-pkix-scvp-16.txt) RFC3280
CRL (AIA) CRL
CRL LDAP OCSP ECC
SCVP CRL
SCVP 16 CA 15
ASN.1
CRL IETF ML
CRL
Authority Information Access
ML
KISA "User
Interface Requirements for PKIX" GUI
SSL/TLS
WG Tim LDAP RFC 3279/3280
2005 PKIX WG
mEasyCert BoF
EasyCert BoF IETF (SAAG) "PKI
Steve Bellovin Russ Housley
180
BoF PKI IETF
BoF MIT  Jeffley Shiller
Johnson&Johnson  Robert Stahl 2
MIT PKI Web
CRL
Kerberos
Johnson&Johnson
Robert DoD DoD PKI

21



CRL

DoD
CRL
DoD CRL 40
PKI
ISP PKI
IETF
TLS WG
IETF
PKI Informational RFC
IAB  Eric
EasyCert ML EasyCert ML
"Easycert -- Easy-to-Use Certificates"
IETF (SAAG)  Steven Bellovin

MIT Sam Hartman

IETF

PKI
RFC
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3.8. NANOG
3.8.1.
NANOG The North American Network Operator's Group
Merit Network

ISP
1985 NFS-NET

DNS
ISP NANOG

2004 10 17 19 32 NANOG "BGP
Multihoming Techniques”, "Options for Blackhole and Discard Routing”, "ISP
Security Toolkits"

availability

NANOG32 ISP
ISP
NANOG32

NANOG Web

About NANOG
http://www.nanog.org/about.html

3.8.2. 32 NANOG

32 NANOG ISP

23



32 NANOG

Sunday Tutorials

1:30 - 3:00 BGP Multihoming Techniques

1:30 - 3:00 Options for Blackhole and Discard Routing

3:00 - 3:30 Coffee break

3:30 - 5:00 BGP Multihoming Techniques (cont'd.)

3:30 - 5:00 Internet Number Resource Management and Administration
5:00-7:00 AOL WELCOME RECEPTION!

7:30 - 8:15 ISP Security Toolkits

7:30 - 9:00 IPv6 Deployment and Case Studies

2004 10 17 () "BGP
Multihoming Techniques"” "Options for Blackhole and Discard Routing" "ISP

Security Toolkits"
"BGP Multihoming Techniques"

"Options for Blackhole and Discard Routing"

DoS Blackhole Discard

Blackhole Discard

24



Monday General Session(Grand Ballroom)

8:00-9:00 a.m.
9:00 a.m.
9:20 a.m.

10:05 a.m.

10:35 a.m.
11:05 a.m.

11:35 a.m.

12:00 p.m.
2:00 p.m.
2:45 p.m.
3:05 p.m.
3:35 p.m.
4:05 p.m.

Continental Breakfast, Grand Ballroom Foyer

Welcome, Introductions

Good Engineering Practice as it Applies to Unlicensed Wireless
Networks

802.1X: Deployment Experiences and Obstacles to Widespread
Adoption

BREAK

Extension of Multi-Service Networks Dave Siegel,

Global Crossing

Network Design to Support Very High-Capacity Streaming and
Caching Infrastructures

LUNCH (on your own)

Botnets John Kristoff, Northwestern University

What Will Stop Spam? Charles Stiles, AOL

Optical Switching, a Great Tool in Platform Migration at AMS-1X
BREAK

Research Forum

Sizing Router Buffers

Performing BGP Experiments on a Semi-Realistic Internet Environment

Guido Appenzeller, Stanford University

Monday Evening BOFs +
Key Signing Party

7:30 -9 p.m.

9-9:30 p.m.

ISP Security and NSP-SEC BOF VII (Grand Ballroom)
PGP Key Signing Party

9 - 10:30 p.m. Optimizing Operational Input to ARIN: What Is Needed and How

Do We Get It?

2004 10 18 () 19 () 17 ()

60 IETF

"What Will Stop Spam?"

25



SenderID,SPF,DomainKeys

NANOG

NANOG

NANOG
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3.9.

3.9.1. INSA

NPO

JNSA PKI
2004

JNSA
PKI PKI

PKI JNSA
PKIX WG  PKI
WG

PKI
IETF PKIX WG

(INSA)

WG

IETF

PKI

27

PKI

IETF



PKI

AS

POS

IP
IP

ISP

API

API

(API)

WG

28

POS

ISP



3.10. JANOG

JANOG(JApan Network Opetators' Group)

IRS(Interdomain Routing Security Workshop) JANOG
IRS
2004 7 7 IRS

IRS http://www.bugest.net/irs/docs_20040707/
e Interdomain Routing Security(IRS)
e IRS
Control Plane --- GTSM BTSH
Forwarding Plane --- ACL RPF
Management Plane --- AAA Management Port Separation
soBGP  motivation Implementation/Deployment
e TCP Vulnerability

IRS 7 7

JANOG BGP soBGP S-BGP

ISP

ISP
IRS

29



3.11. IP

IP
IP AS
IP
IP
C )
1
1
IP
DNS
IP

BGP

30

ISP

AS



3.12. JPNIC IRR

Routing Registry)

JPNIC IRR

IRR

JPNIC IRR

whois
IRR

IRR

2004
AS

31

IRR(Internet
Web

RIR IRR

IRR



3.13. (PKI)

PKI IP IETF
Mozilla  Internet Explorer
PKI PKI
IETF SAAG
JNSA
Mozilla Internet Explorer Opera Web
Web
IP
Registration Authority IP
IP

32

PKI

SSL

RA

RIR



4 RIR

e APNIC
1. RFC3779 BoF
2. MyAPNIC
e RIPE NCC
1. Database




RIR

2003 IP

2004

APNIC

CP/CPS

RIR

4.1. APNIC
mAPNIC CA
APNIC CA APNIC

APNIC

APNIC CA

11

APNIC CA

19 APNIC

APNIC

4 RIR

RIR
RIR
RIPE NCC
JPNIC
RIR
MyAPNIC Web
2003 11 600
APNIC CA

33

RIR

2004

RIR

8

RIR



RIR

« APNIC CA

APNIC CA JPNIC CA

crossCertificate

« CPS
APNIC CA
soBGP
1P

S-BGP

S-BGP

« APNIC CA

2,3

RA
10

24

365

« CPS

« S-BGP soBGP
APNIC
RFC3779
NRO

18 APNIC

APNIC

S-BGP

APNIC

RIR

JPNIC

NIR

19

34




4 RIR

« APNIC CA
APNIC CA

HSM Hardware Security Module
2014 6 3
3 10

19 APNIC

4.1.1. RFC3779 BoF

RFC3779 IP
RFC

APNIC
Birds of Feather

RFC3779

AS X.509
RFC
RFC3779

RFC3779 BoF
BoF

S-BGP
BoF

2006 2 24

Open discussion

Meeting conclusion
Action plans (if any)

RFC3779

18:00

Meeting objective and agenda bashing
Participant introductions
RFC3779 summary

BoF IETF
APNIC

RIPE NCC
S-BGP RIR

35



4 RIR

APNIC BoF

RFC3779

PKI  RFC3779

S-BGP

RIR

APNIC ARIN RIPE

NCC RIR
IANA

BoF

AS Holder
RFC3779 S-BGP

subjectAltName

. (ERX )
RIR IANA

IANA

IANA
NRO Number Resource Organization

36



4 RIR

RFC3779

https S/MIME

CA
keyUsage keyCertSign
IETF RPSEC WG
IETF
IETF
4.1.2. MyAPNIC
APNIC CA MyAPNIC
MyAPNIC  Web
Web https SSL/TLS
HTTP

2003 IP MyAPNIC
MyAPNIC Web

37



4 RIR

APNIC

Loain

Information
| MvAPNIC Flash demonstration
| MvAPNIC html| demonstration
| APNIC Certification Authority
—1 MVAPNIC entry paae

MyAPNIC
https https
APNIC
MyAPNIC

[http://www.apnic.net/member/corp-contacts/index.html]
MyAPNIC X.509
MyAPNIC

MyAPNIC

* Policy development

* Internet resource management
* Technical issues

* Administration/billing

* Training

2003 Training

4.1.3.

APNIC

38




4 RIR

APNIC Database WG
18 APNIC Database WG
18 APNIC Database WG

Review of action items

Proposal on IPv6 IRR service at APNIC

Privacy of customer assignment records - project update

Protecting historical records in the APNIC Whois Database - project update
Modification of Whois domain object authorisation

RIPE database software update

Protecting historical records
in the APNIC Whois Database - project update
Protecting historical records in the APNIC Whois Database - project update

RIR IANA
Web
http://www.completewhois.com/hijacked/hijacked_ga.htm
Web 2002 IP
RIR NIR
APNIC
APNIC
APNIC
100 APNIC
19 APNIC
19 APNIC

39



RIR

2 21 Tutorial
Dynamics of policy process
Spam prevention

2 22 Tutorial

Keynote: Security protocol

Certification Authority

ISP security strategy

Internet governance ISP security strategy
APOPS

PGP key signing party APOPS

APRICOT opening event

2 23 Policy meetings
APRICOT plenary
IPv6 technical SIG
NIR SIG IPv6 technical SIG
Routing SIG
APNIC 19 reception
RFC3779 BoF  APNIC19 reception

2 24 Policy meetings
Policy SIG

Database SIG

IXSIG Database SIG

DNS operations SIG IX SIG
CRISP/EPP BOF

APRICOT closing reception

2 25 Member meeting
APNIC Member Meeting

19 APNIC

40
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4 RIR

Database SIG RPSLng

2005 2 21
development process Introduction to spam prevention
Japan APNIC

APNIC JPNIC

Anti spam activities in Japan

DNS

IETF DNS

2006 2 24 Database SIG RPSLNg

APNIC

Dynamics of the policy

Anti spam activities in

APNIC IETF
RPSLng * APNIC IPv6
IRR Internet Routing Registry IETF CRISP WG
RPSLnNg APNIC
RPSLNg
« IETF Internet-Draft
draft-blunk-rpsing-08.txt
« IRR IPv6
« Merit
2004 10
2004 12 RIPE NCC  whois
2005 IPv6

41



RIR

CRISP WG
« 2004 1 PS Proposed Standard
« 2004 1 dreg PS
« 2004 6 IP areg PS
2005 2
RFC

« RFC3707 CRISP requirements

CRISP Cross Registry Information Service Protocol whois

RFC

« RFC3981 IRIS core protocol
IRIS The Internet Registry Information Service

XML Extensible Markup Language

« RFC3982 DREG schema

IRIS RFC
« RFC3983 IRIS over BEEP
IRIS BEEP Blocks Extensible Exchange
Protocol
BEEP RFC

Internet-Draft
o Draft-ietf-crisp-iris-areg-09.txt

Internet-Draft
» Draft-ietf-crisp-iris-areg-urires-00.txt

IRIS URI Uniformed
Resource Identifier Internet-Draft

o Draft-ietf-crisp-iris-dchk-02.txt
IRIS

Internet-Draft

42




4 RIR

o Draft-ietf-crisp-iris-lwz-01.txt
IRIS UDP User Datagram Protocol
Internet-Draft
RREG
JPNIC IRR 62 IETF
RREG CRISP WG
CRISP
CRISP
20 APNIC
2006 2 24 CRISP/EPP BoF BoF CRISP EPP
Extensible Provisioning Protocol IETF CRISP WG
BoF
BoF RREG RIR/NIR

IETF CRISP WG RREG

ISP IRR
IP AS
JPNIC
APNIC JPNIC IRR whois
IRR
CRISP
BoF APNIC CRISPWG RREG
AS
Merit
IRR RADB ARIN
BoF RIR NIR
IETF CRISP WG
Database SIG RPSLnNg IETF CRISP
WG RREG

43



RIR

CRISP WG

44



4.2. RIPE NCC

RIPE NCC X.509

4 RIR

2003 IP
RIPE NCC
X.509 RPSL
APNIC
ARIN whois
RIPE NCC " Improved Secure Communication
System for RIPE NCC Members” * PKI  X.509

>”Improved Secure Communication System for RIPE NCC Members~~

Access to the services and data

The goal in this area is to make communication faster and easier by
introducing stronger and more uniform security mechanisms. This will make
it easier for the user to maintain and use their security tokens and will allow
the seamless use of some of the advanced interfaces (such as web-based
interfaces) with strong security support.

Privilege management

The system will provide unified privilege management support for the
users. X.509 PKI certificates used in the system as security tokens have
intrinsic revocation and expiry mechanisms that, together with support for
their maintenance, make the system less vulnerable.

Minimal deployment and maintenance efforts for the users

Based on an industry standard and being well deployed in commercial and
open source software, the communication system will require no additional
client-side software.
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4 RIR

Access to the services and data

Privilege management

RPSL
maintenance efforts for the users

2003 1P
whois
LIRPortal

whois
RPSL  key-cert

JPNIC
RIPE NCC
JPNIC
2004 RIPE
RIPE NCC

mRIPE NCC CA

2005 2 19 APNIC

whois

Web
PKI

key-cert

X.509

Minimal deployment and
Web

RIPE NCC

whois

PKI

RIR

RIPE NCC  whois
RIPE NCC

X.509 Support
 KEY-CERT class changed
« Update mechanisms updated
E-mail supports SIMIME

Organization Object Type

NONE Authentication Deprecated

webupdates/syncupdates support client SSL certificates
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4 RIR

X.509 Support X.509
key-cert
method key-cert

RIPE NCC
key-cert
RIPE NCC

Update mechanism E-mail supports SIMIME
RIPE NCC whois

key-cert
LIR ISP Web LIRPortal
S/IMIME
Webupdates Web
LIR RPSL
NONE Authentication Deprecated "none”
“none”
”none”
49 RIPE
|
2004 9 20 2004 9 24 49 RIPE
RIPE NCC whois
RIPE NCC

a7



4 RIR

+ JPNIC CA Updates
CP/ICPS
+ CA management model

« One big picture
RIR  NIR

« A Protection mechanism in RPSL

big picture
JPNIC IP
46 RIPE JPNIC
CPS CA
CPS IP CPS
6
CA management model 2003 IP
External RA RA LIR
CPS
APNIC ARIN External RA
One big picture
JPNIC IP
NRO Number Resource
Organization
ICANN
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4 RIR

One big picture

* A certification infrastructure with Internet
registries
— Certification of address resources

(allocations of IP address, assignment of AS
numbers)

— People who trust on Internet registries can verify
address properties and belongings.
* This also be used for authentication each other.

— Components for achieving this picture
* Good mechanism for mirroring and referring
— not closing to one registry but cooperating between registries
» Good mechanism for certification and verification
« Making registration process secure

Japan Network Information Center 16

PKI
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4 RIR

Components

Good mechanism for mirroring and referring
— CRISP / RPSL
— whois?

Good mechanism for certification and verification
— We don't have yet.
* https and server certificate is not suitable for us I think.

Making registration process secure
— strong authentication (certificate and PGP)

Japan Network Information Center 17

RPSL
CRISP

PGP
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4 RIR

Assuming users

e Users

— LIRs in World Wide

» for secure routing in global level
— e.g. S-BGP, soBGP

— Service Providers

« for verifying and controlling access
— e.g. commercial CA, CDN, small but many IPv6 nodes

— Incident Response Team

They all use registered information
(objects in RPSL).

Japan Network Information Center 18

LIR

S-BGP  soBGP

IRR
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RIR

Certification in IRR

Internet registry:

IR-B

@ IRR-B

4

assigns and allocates address blocks needs: mirroring with certified form
A IR-
i Region A )
verification registration

router A

router B

registration

U

peer 1 peer 2

« in verification process

IRR stores router B’s routing information (as a prefix).

a j router C

Router A verifies router B’s information in IRR attempting establishing

peer 1.

Router B's prefix is registered in IR-A and IRR-A. "peer 1" should be ok.
Even if peer 1 is appropriate, information through peer 2 is acceptable?

Japan Network Information Center

RIR NIR IRR
IRR-A
IRR-A
router C
IRR

52
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router B
IRR-B
IRR-A

router A

IRR-B

unintended



4 RIR

Unintended modifications

* Registered data it self

— deletes, modifications in DB
« Disasters
« Dugs in servers/clients
* Impersonation for legitimate users

» Unintended modifications on transferring data
— spoofing (servers, clients)
— man-in-the-middle attack
— modifying in mirroring

We should have a mechanism which can let us know
these modifications.

Japan Network Information Center 21

spoofing
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4 RIR

Where should be protected?

IR-B

registration

\
= ~ -~ - - -
- - ~
router A router B ‘0 N
/mirroring\, \
' I
- - \
’
Only\_” and\_” S

| think digital signatures in IR and IRR
on objects is reasonable in our model.

Japan Network Information Center 22
NRO
2005
RIR
mRIPE NCC
49 RIPE RIPE NCC
2004 10 766
m 49 RIPE
RIPE European Operators Forum EOF
EOF RIPE
49 RIPE EOF
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Monday, 20 September 2004

16:00 - 17:30 The Peering Simulation Game

Tuesday, 21 September 2004

09:00 - 10.30 Core Network SecurityTutorial

11.00 - 12.30 Core Network Security Tutorial (continued), Discussion

The Peering Simulation Game ISP ISP ISP
IX
ISP ISP

Core Network Security Tutorial

ACL Access
Control List
Anti-SPAM Database RIPE NCC Services
RIPE NCC
49 Database
whois
whois
Anti-SPAM WG
A. IRT-object abuse-mail PGP
B. whois abuse
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4 RIR

inetnum, inetbnum, route

person
role abuse-email
m 49 RIPE
49 RIPE
O
49 RIPE 2004 9 20 () 9 24 ()
RIPE
RIPE NCC
IPv6 Routing
Working Group Agenda
http://www.ripe.net/ripe/meetings/ripe-49/agendas/index.html
mRIPE NCC
2004 9 21 ( ) 9:00 1 40 RIPE NCC

RIR

46 RIPE

JPNIC
NRO

49 RIPE WG
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4 RIR

mOpening Plenary, RIPE NCC Services

RIPE RIPE NCC Update WG
RIPE NCC Update IANA IPv6
AfriNIC LIRPortal
Organization
AS Web myASN X.509
LIRPortal IRRToolsSet ISC k
IPv6
X.509 LIRPortal 46 RIPE
LIRPortal
RIPE NCC CA CA Database
m\\VG
RIPE WG 2
WG
oRouting WG

Routing WG  9/21 16:00 9/22 11:00
EOF BGP
NICT

OEIX WG

EIX IX WG IX AMSIX
DE-CIX LINX LoNAP MIX Netnod NIX.CZ VIX XchangePoint NAP
ofthe Americas

KIX(Korean Internet eXchange)
ISP

olPv6 WG

IPv6 WG IPv6 WG
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4 RIR

Global IPv6 routing table status v6 traffic volume IPv6
IPV6
IETF IPv6
o Anti-SPAM WG
Anti-SPAM WG RIPE NCC RIPE NCC
ML  whois SPAM
WG
"Database WG (Request to Database
wWG)"
. abuse contact
A IRT-object abuse-mail PGP
B whois abuse
LINX BCP  update[ube] IETF

MARID PRA SPF

[ube] New LINX BCP v2.0
http://www.linx.net/noncore/bcp/ube-becp-v2_0.html

oDatabase WG
Database WG RIPE NCC whois
WG

1 DB Operational Update
2 ERX Report [196/8, 198/8]
3 IRRToolSet software maintenance

58
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Routing Registry Courses
CRISP Update
IRT / Abuse-c roundup

DB Operational Update

RIPE NCC Database
ineténum(IPv6 ) 7400
100% ( ) 85%
whois
update
RIPE NCC
mail-from  none mnt-lower
mnt-by
"AUTO-"
auth
PGP  fingerprint fingerpr
RPSLng
RPSLNg IETF
Internet-Draft RFC Editor IESG
RFC

rERX Afritrans
ERX Afiritrans AfriNIC

59



RIR

KEY-CERT/MNTNER LIR Portal Integration

46 RIPE X.509
(
20 )
RIPE NCC key-cert
ERX Report
Early Registration TransferStage 3 -““Class C>” space
ERX AS 2002 8 IPv4
2002 12 2004 4
B 48(/8) C 196/8 198/8
2004 7 1964
C 192/8, 196/8 & 198/8 3000
"Stage 3"
Web
[erx-ip] [db-erx]

[erx-ip] Project Web Page

http://www.ripe.net/db/erx/erx-ip/
[db-erx] Project Outline
http://www.ripe.net/ripe/meetings/archive/ripe-44/presentations/ripe44-db
-erx/

IRRToolSet software maintenance

whois IRRToolSet I1SI
RAToolSet RIPE NCC
ISC
ML Web
RPSLNg
gce 3.x
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4 RIR

4 Routing Registry Courses
IRR 2004 16 2005

[training-rr]

[training-rr] Material & Info
http://www.ripe.net/training/rr/

5 CRISP Update

IETF CRISP(Cross-Registry Information

Service Protocol)

IETF CRISP WG

whois

IRIS

whois IRIS
mntner, irt

import:, export:

VeriSign
IETF CRISP WG IP
AS CRISP  whois
6 IRT /Abuse-c roundup
IRT abuse-c
mail-abuse
oDNS
DNS WG RIPE NCC DNS AAAA
WG IETF
DNSEXT WG DNSOP WG MARID CRISP
k SiteFinder

BIND
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4 RIR

oENUM

ENUM WG ENUM WG ENUM
ENUM

ENUM

oRIPE NCC Services

RIPE NCC Services WG RIPE NCC

WG RIPE NCC ML Anti-SPAM
RIPE NCC
RIPE NCC 2004 2005

oAddress Policy

Address Policy WG RIPE NCC ICANN ASO AC
IPv6 IPv6
IANA RIR
whois
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4.3. ARIN

ARIN American Registry of Internet Numbers
14 ARIN

mARIN CA
ARIN CA ARIN
ARIN

https
14 ARIN

ARIN Web

OARIN

Web
CPS

POC *1 POC Point of Contact

RSA (Registration Services Agreement)
Admin( ) Tech( ) POC

POC Template:

http://www.arin.net/library/templates/poc.txt

ARIN POC

Admin POC
Tech POC

63
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(genuine)
Web http://ca.arin.net/request/ Web
Web Web
CERT-REQUEST OpenSSL

CSR (Certificate Signing Request)

Web Web
Internet Explorer
Mozilla Opera
w3m
Web
role role
ARIN CA
MUA(Mail User Agent - )
ARIN CA
FAQ Internet Explorer Netscape
Web CA
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4 RIR

oMAIL-FROM
FAQ MAIL-FROM
o
2 ARIN
o
MAIL-FROM
o
o
CA EE
ARIN CA 6 CA 3
6 CA
EE 6 CA

Certificate Cryptographic Authentication at ARIN - FAQ
http://www.arin.net/CA/ca_fag.html

mARIN

14 ARIN

65
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4 RIR

oARIN PKI

CPS ARI CA

RA(hostmaster) 1

CA
CA
CA
CA
CPS
ARIN
hostmaster

CPS 4.7

Relying Party ARIN

EE Relying Party
ARIN
ARIN
RA USB X.509
APNIC CA
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RPSL
ARIN

CA

CPS

RPSL

(POC)

67
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RPSL
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PKI

PKI BGP

soBGP  S-BGP

ARIN

BGP

ARIN

CA

JPNIC

middle

14 ARIN

http://www.arin.net/library/minutes/ARIN_XIV/tut.html

68

Web

APNIC, RIPE NCC

ARIN

ARIN

ARIN

S/IMIME

CA

man in the

ARIN



RIR

+« X.509
. mail-from
« ARIN
ARIN
mail-from
X.509
ARIN Web
Web
mail-from
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4 RIR

4.4,
RIR

4.4.1. APNIC CA

APNIC CA

MyAPNIC
Web
APNIC CA
1P
2003 CA
RFC3779
RFC3779 S-BGP

4.4.2. RIPE NCC

RIPE NCC LIR

ID
ID
LIRPortal WebUpdates
person role
Specification Language
RIPE NCC
RIPE NCC
Web
2003 LIRPortal

70

Web

MyAPNIC

HSM

LIR

Web

RPSL Routing Policy

RPSL

RPSL
SIMIME



S-BGP
RIPE
44.3. ARIN
ARIN
Web
POC Point of Contacts
ARIN S/IMIME
Web
CA
2003
CPS CPS
ARIN
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CA

POC
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5 IP
2003 2002 IP
1P
51.
IP
RIPE NCC RPSL Routing

Protocol Specification Language

5.1.1. IP
JPNIC 5121.-1 51.21.-2
5121-1

o > ><
o o >
> >

L]

. /

. /
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5121-2 IP

:

@
L

5.1.2.

ID/ IP

1D/

JPNIC

1P

5.1.2.1-3
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5.1.2.1-4 ID/
ID ISP-E ID ISP-E e N
7777277 7 777777 'K
ID ISP-E ID ISP-E e A
AAAAAA AAAAAA 'K
ID ISP-E ID ISP-E e B
BBBBBB BBBBBB 'K
-
51.2.1.-5 IP
C
51215 IP

5.1.2.2.

54.22.-1
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54221.-1

=
=

5.4.2.2.2.

54.222-1
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1P

54.222-1

5.4.2.2.3.

ID/PW

ID/PW

ﬂ—

_B—

i
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IP

5.123.1P

1D/

54.23.-1

ID/

1P

5.1.23.-1
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52.1. 1P

5.2.1.1.

5.21.2.

(1) JPNIC

JPNIC IP
2003
IP
2004
IP
SSL/TLS
WEB
IP
JPNIC
1P IP
JPNIC IP
IP
LDAP

81

1P

LIR

RFC3779

LIR



IP CA GUI
JPNIC
JPNIC
0 JPNIC
3) JPNIC
@
IP
ID
®)
ID ID
CGlI
5.2.1.3.
1
1 JPNIC IP JPNIC IP
CA HSM
2 IP IP
CA LIR LIR
3 JPNIC IP JPNIC Sub-CA
IP
CA
CA PKCS#12
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4 |IP IA- RA PA IA RA 1 CA
Web PA
5
Web
7
8
5 JPNIC IP JPNIC IP
LDAP
6 IP IP
LIR LIR
LDAP
7 JPNIC Web caGl
Web CA
/ JPNIC cal
8 / WEB
cal
WEB CGl
LDAP
CGl
9 1 CA
CA
10 1 CA
CA
11 IP IP 1 CA 2
CA
CA
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12 JPNIC IP 5
1P 6
LIR 2 CA
13| 1P IP
Cross
CertificatePair
14
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15 | JPNIC
CRL
CRL
16 | JPNIC GUI 7 Web
CA GUI
17 IP LDAP
LDAP
HTTP
18
3 IP
IP
IP
4 IP LIR
19 IP DER
LIR RFC3779
20 1P CrossCertificatePair
LIR RIR
NIR
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21 CA
CGl
22 JPNIC
FIPS140-2 2 HSM HSM
23 / JPNIC
/ Web
IC USB
6
24 CA
HSM
7
25 CA
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8
26 CA
CA
27 | HSM IP IP JPNIC HSM
HSM HSM IP
9 GUI
28 | JPNIC GUI
GUI Web
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5.2.2.

5.2.2.1.

Lice.h,seID
htps

LicenséID

.o
....
----
.....
tou,:

(https)
4
ID
Web
caGl
2 1 JPNIC
EE
HSM 1 1P
JPNIC
JPNIC JPNIC
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DN

FW

JPNIC
LIR RFC3779
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5.2.3.
5.2.3.1. JPNIC
1
JPNIC
2048bit
10 shalWithRSAEnNcryption
JPNIC
ARL Authority Revocation List
ARL
1P
2 CA
Field
version v3(2)
serialNumber o
signature
algorithm shalWithRSAEncryption
parameters NULL
issuer
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

JPNIC Root Certification Authority

validity 20
notBefore
notAfter

subject
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

JPNIC Root Certification Authority

subjectPublicKkeylnfo 2048bit
algorithm rsaEncryption
parameters NULL
subjectPublicKey o
signatureAlgorithm
algorithm shalWithRSAEncryption
parameters NULL
signatureValue o

90




Field

AuthorityKeyldentifier

non-critical

keyldentifier

authorityCertlssuer

authorityCertSerialNumber

SubjectKeyldentifier

(@)

non-critical

keyldentifier

O

KeyUsage

digitalSignature

nonRepudiation

keyEncipherment

dataEncipherment

keyAgreement

keyCertSign

non-critical

cRLSign

encipherOnly

decipherOnly

BasicConstraints

non-critical

cA

(@)

pathLenConstraint

AuthorityKeyldentifier
BasicConstraints 4

EE

SubjectKeyldentifier
non-critical CA

CA
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5.23.2.IP
1
IP JPNIC JPNIC
CA
RSA 1024bit 10
shalWithRSAEnNcryption CA JPNIC
EE RSA 1024bit
3 shalWithRSAEnNcryption
IP CRL CRL
DN CA
2 CA
Field CA
version v3(2)
serialNumber =)
signature
algorithm shalWithRSAEncryption
parameters NULL
issuer
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

JPNIC Root Certification Authority

validity 10
notBefore
notAfter

subject
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

Internet Resource Service

organizationalUnitName

JPNIC Resource Service Certification Authority

subjectPublickeyInfo 1024bit
algorithm rsaEncryption
parameters NULL
subjectPublicKey o
signatureAlgorithm
algorithm shalWithRSAEncryption
parameters NULL
signatureValue o
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Held

AuthorityKeyldentifier

keyidentifier

authorityCertlssuer

authorityCertSerialNunmbe

SubjectKeyldentifier

keyldentifier

KeyUsage

digitalSignature

nonRepudiation

keyEncipherment

dataEncipherment

keyAgreement

keyCertSign

cRLSign

BasicConstraints

non-critical

cA

pathLenConstraint

certificatePolicies

O

non-critical

policyldentifier

CP/CPS _OID

policyQualifiers

policyQualifierlD

CPSUri

qualifier

CP/CPS URL

CRLDistributionPoint

non-critical

destributionPoint

destributionPoint

CRL WRL

AuthorityKeyldentifier
non-critical

BasicConstraints 4
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3 EE
JPNIC
Field EE
version v3(2)
serialNumber o
signature
algorithm shalWithRSAEncryption
parameters NULL
issuer
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

Internet Resource Service

organizationalUnitName

JPNIC Resource Service Certification Authority

validity 2
notBefore
notAfter
Field EE
subject
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

Internet Resource Service

organizationalUnitName

Secretariat

organizationalUnitName

Administrator

organizationalUnitName < >

commonName JPNIC-AD <JPNIC > <NAME>
subjectPublicKeylnfo 1024bit

algorithm rsaEncryption

parameters NULL

subjectPublicKey o

signatureAlgorithm

algorithm shalWithRSAEncryption
parameters NULL
signatureValue o

JPNIC

ou=Administrator JPNIC

ou=Hostmaster
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ou Maintainer Administrator Corporate
Administrator Hostmaster
Field EE
version v3(2)
serialNumber =)
signature
algorithm shalWithRSAEncryption
parameters NULL
issuer
countryName JP

organizationName

Japan Network Information Center

organizationalUnitName

Internet Resource Service

organizationalUnitName

JPNIC Resource Service Certification Authority

validity 2
notBefore
notAfter
subject
countryName JP
organizationName < >
organizationName LIR Corporate Administrator
organizationalUnitName < >
commonName LIR-CO < ID> <NAME>
subjectPublicKeylnfo 1024bit
algorithm rsaEncryption
parameters NULL
subjectPublicKey )
signatureAlgorithm
algorithm shalWithRSAEncryption
parameters NULL
signatureValue o
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Held EE
AuthorityKeyldentifier non-critical

keyidentifier o

authorityCertlssuer

authorityCertSerialNumbe
SubjectKeyldentifier

keyldentifier
KeyUsage

digitalSignature

Emwon . =@ = @
ipherment . o

e

keyAgreement

keyCertSign

cRLSign

BasicConstraints

cA

pathlenConstrait | 7 7 7 7

certificatePolicies non-critical

policyldentifier CP/CPS QD

policyQualifiers

policyQualifierD CPSUi

qualifier CP/CPS URL
CRLDistributionPoint non-critical

destributionPoint

destributionPoint CRL URL
subjectAltName non-critical

rfc822Name =)
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4 CRL

CRL

Field CRL

version v2(1)

signature

algorithm shalWithRSAEncryption

parameters NULL

issuer

countryName JP

organizationName Japan Network Information Center

organizationalUnitName Internet Resource Service

organizationalUnitName JPNIC Resource Service Certification Authority

thisUpdate o

nextUpdate 24

revokedCertificates

userCertificate o

Field | CRL
authorityKeyldentifier

keyldentifi
aﬁ}c/ho?irlyl(llee;tlssuer %//////////////////////////////////////////////////////////////

authorityCertSerialNumber |

issﬁierlttl)\lame -
cRLNumber

-
deltaCRLIndicator ]
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5.2.4.

5.2.4.1.

=

— o=Resource Holder |

o |

—1 ou=LIR Corporate Administrator |
Lou= |

— cn=LIR-CO ID

—1 ou=LIR Maintainer Administrator |
— ou= |

— cn=LIR-MA ID

_| ou=LIR Hostmaster |

Lou= |

— cn=LIR-HM ID
— ou=ASN Holder | As
LU= |
— cn=ASN-HLD ID

““0o=Resource Holder,c=JP~~

““o= ,0=Resource Holder,c=JP~"
““ou=LIR Corporate Administrator>” ““ou=LIR Maintainer Administrator””
““ou=LIR Hostmaster>~
““ou=LIR Corporate Administrator=~
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““cn=LIR-CO
““ou=LIR Maintainer Administrator””
““cn=LIR-MA
““ou=LIR Hostmaster®”
““cn=LIR-HM ID 7z
““ou=ASN Holder”~ AS
““cn=ASN-HLD ID 7
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organization
organization

top

organization |

| 0=Resource Holder |

Lo= |
LDAP
1 0 o RDN
2 objectClass o organization

organizationalUnit
organizationalUnit

top

organizationalUnit |

| ou=LIR Corporate Administrator |

| ou=LIR Maintainer Administrator |

| ou=LIR Hostmaster |
| ou=ASN Holder |
L ou= |
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LDAP

ou

RDN

objectClass

organizationalUnit

inetOrgPerson

person

inetOrgPerson

organizationalPerson |

\_1 inetOrgPerson |

| cn=LIR-CO

| cn=LIR-MA

| cn=LIR-HM

cn=ASN-HLD

LDAP

cn RDN

objectClass inetOrgPerson

sn cn

uid

mail

0 ““online””,““offline””

userSMIMECertificate

binary

userCertificate

binary
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JPNIC CA

JPNIC CA

C=Jp

— o=Japan Network Information Center |

— ou=JPNIC Root Certification Authority | Rootca

— ou=Internet Resource Service |

—| ou=JPNIC Resource Service Certification Authority | Service CA

— ou=Secretariat |

— ou=Administrator |

ou= |

— cn=JPNIC-AD JPNIC

_| ou=Hostmaster |

Lou= |

— cn=JPNIC-HM _ JPNIC

““0=Japan Network Information Center,c=JP>”

““o=Japan Network Information Center,c=JP”” ““ou=JPNIC Root Certification
Authority””““ou=Internet Resource Service””
““ou=JPNIC Root Certification Authority”~ JPNIC
““ou=Internet Resource Service”” IP
““ou=JPNIC Resource Service Certification Authority””““ou=Secretariat””

““ou=JPNIC Resource Service Certification Authority”~ IP
““ou=Secretariat””
““ou=Administrator””““ou=Hostmaster””
““ou=Administrator>”
““cn=JPNIC-AD JPNIC i
““ou=Hostmaster=”
““cn=JPNIC-HM JPNIC i
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JPNIC CA

organization

organization

top

organization |

| 0=Japan Network Information Center |

LDAP
1 0 o RDN
objectClass o organization

organizationalUnit

organizationalUnit

top

organizationalUnit |

| ou=Internet Resource Service

| ou=Secretariat

| ou=

| ou=Administrator

| ou=Hostmaster
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LDAP

1 ou o RDN

2 objectClass o organizationalUnit
inetOrgPerson

inetOrgPerson

person

organizationalPerson |

inetOrgPerson |

| cn=JPNIC-AD JPNIC |
cn=JPNIC-HM JPNIC |

LDAP

1 cn o RDN

2 objectClass o inetOrgPerson

3 sh o cn

4 ID uid

5 mail o

6 0 o ““online””"“offline”” <> %
)

7 userSMIMECertificate binary

8 userCertificate binary
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m CA

CA

certificationAuthority
organizationalUnit
certificationAuthority

ornaginzationalUnit

organizationalUnit |

certificationAuthority |

| ou=JPNIC Root Certification Authority

| ou=JPNIC Resource Service Certification Authority |

LDAP
1 CA ou o RDN
2 objectClass o organizationalUnit
3 objectClass o certificationAuthority
4 | CA cACertificate o binary
5 | ARL authorityRevocationList | © binary
6 | CRL certificateRevocationList | © binary
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5.2.5.
5.2.5.1.
JPNIC JPNIC JPNIC JPNIC | JPNIC
CA RootCA | IP
CA

JPNIC

1 o o
JPNIC

2 o o
JPNIC

3 o o
JPNIC

4 CRL o o
JPNIC

5 o
1P

6 ( ) o o o
1P

7 ( ) o o o
1P

8 ( ) o o o
IP

9 () o o
CRL
IP

10 ( ) o

11 JPNIC o o
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JPNIC

12 o
JPNIC

13 o
JPNIC

14 o
JPNIC

15 o
JPNIC

16 o

17 o

18 o

19

20

21 o

22 o

23
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24

25

26 o
27 o
28 o

Root CA WEB
CaGl
P
V IP-CA, CA-IP
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5.2.5.2. JPNIC
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HTTP/1.1 200 OK
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2 00000000
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501 - 2500 0,45
2501 - 10000 0,4
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@
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1) ENUM (S)

R
S -> R: Name: Joe User
S -> R: Address: Karlsplatz 1/9, A-1010 Wien
S -> R: Number: +43 1 234234
S -> R: email: joe.user@nic.at

S -> R: validation information ( , ID )
(2) R RY ENUM
(
CREATENUMBER( ) TRANSFERNUMBER(

) )

R -> RY: +43 1 234234 available?
RY -> R: +43 1 234234 NOTFOUND - no number resource found

3) R (VE)
R -> VE: number: +43 1 234234
R -> VE: numberholder: Joe User, Karsplatz 1/9, A-1010 Wien
R -> VE: email: joe.user@nic.at

(4) (VE) (S)

\%
VE -> S: email: please fax invoice for +43 1 234234

1) (S) (VE)
S -> VE: receives email, faxes invoice

) 4. 5. R VE
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(3)

VE -> R:
VE -> R:
VE -> R:
VE -> R:
VE -> R:
VE -> R:

(4)

R -> RY:
R -> RY:
R -> RY:
R -> RY:
R -> RY:
RY -> R:

(%)

R -> RY:
R -> RY:
R -> RY:
R -> RY:
R -> RY:
RY -> R:

(6)

valid, signed token, containing:

number: +43 1 234234
firstname: Joe

lastname: User

creation date: 2004-06-21
expiration data: 2004-12-21

CREATECONTACT
type=person
firstname: Joe
lastname: User
email: joe.user@nic.at

Token

13

contact successfully created, new roid ,,JU1234“

CREATENUMBER
number: +43 1 234234
numberholder: JU1234
nameserverset: NSSET1234
token: ...

create number OK

ENUM

13 nameserverset (

237



R -> S: Ok, ENUM domain created, here's your account information
R -> S: And now, hand us over your money.

7.3.5.2.

14

Registry ‘

EPP Finger

7-20

14 7-20 DNS ENUM
/ ENUM DNS
DNS
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(
)
(2) :
(3)
¢ )
(4)

(CREATENUMBER RENEWNUMBER TRANSFERNUMBER)

15 ENUM Registry system specification 63 64
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2) ID
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5) ( )
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( . . )
number
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policy
Generic contact : token transaction
> Transaction > attribute verification specific OK
policy policy policy policy
nameserver
q set attribute
policy
FAIL
7-21
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I Authentication(

Right-to-Use(

ENUM

16 ENUM Registry system specification 67
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(b)
2)
1)
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+ 43780
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policyldentifier CPS 7.1.6. OID policyQualifiers
CPS 7.1.8. non-critical
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JPNIC

7.1.2.5. subjectAltName

7.1.2.6. cRLDistributionPoints

CRL URI

7.1.3. OID

e shalwithRSAEncryption 1.2.840.113549.1.1.5
e rsaEncryption 1.2.840.113549.1.1.1

7.1.4.

CPS 3.1.1.

7.1.5.

7.1.6. OID

EE

7.1.7.

7.1.8.

URI

49

CPS
rfc822Name
non-critical
non-critical
OID 2
nameConstraints
CPS 1.2.

oID

policyConstraints

CPS



JPNIC CPS

7.1.9. critical certificatePolicies

certificatePolicies non-critical
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JPNIC CPS
7-1 JPNIC
Field critical
flag
Version NA 2 2
serialNumber NA non-negative integer non-negative integer
signature NA
algorithm shalwithRSAEncryption shalwithRSAEncryption
parameters null null
issuer NA
PrintableString * PrintableString *
validity NA
notBefore UTCTime UTCTime
notAfter UTCTime UTCTime
notBefore 2 notBefore 2
subject NA
PrintableString PrintableString ™
subjectPublicKeylnfo NA
algorithm rsaEncryption rsaEncryption
parameters null null
subjectPublicKey BIT BIT
STRING STRING
authorityKeyldentifier n
keyldentifier JPNIC IP JPNIC IP
160bit SHA-1 160bit
SHA-1
authorityCertlssuer
authorityCertSerialNumber
subjectKeyldentifier n 160bit 160bit
SHA-1 SHA-1
keyUsage n
digitalSignature 1 1
nonRepudiation 0 0
keyEncipherment 1 1
dataEncipherment 1 0
certificatePolicies n
policyldentifier CP_OID CP_OID
policyQualifiers
policyQualifierld CPSUri CPSUri
qualifier CP/CPS URI CP/CPS URI
subjectAltName n
rfc822Name
cRLDistributionPoints n
DistributionPoint
JPNIC IP JPNIC IP
distributionPoint CRL URI CRL URI
reasons
cRLIssuer
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JPNIC CPS

1 C=JP, O=Japan Network Information Center, OU=Internet Resource
Service, OU=JPNIC Resource Service Certification Authority

2 C=JP, O= , O=Resource Holder, O=LIR Corporate
Administrator, OU= LIR Corporate Administrator LIR Administrator LIR
Hostmaster , OU= JPNIC

CN= LIR-CO LIR-AD LIR-HM JPNIC
ID

3 C=JP, O=Japan Network Information Center, OU=Internet Resource
Service, OU=Resource Management System, CN=
FQDN
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7.2
CRL
7-2
7.2.1.
CRL

7.2.2. CRL CRL

2 CRL

7.2.2.1. cRLNumber

CRL

7.2.2.2. authorityKeyldentifier

keyldentifier
non-critical

JPNIC

X.509CRL

X.509

53

2CRL

CRL

160bit SHA-1

CPS

CRL



JPNIC CPS
7-2 JPNIC CRL
. critical
Field flag
version NA 1
signature NA
algorithm shalwithRSAEncryption
parameters null
issuer NA
PrintableString "
thisUpdate NA UTCTime
nextUpdate NA UTCTime
thisUpdate 24
revokedCertificates NA
revokedCertificate
userCertificate
revocationDate UTCTime
crlEntryExtensions
crlExtensions NA
cRLNumber n non-negative integer
authorityKeyldentifier n JPNIC IP
160bit
SHA-1

1 C=JP, O=Japan Network Information Center, OU=Internet Resource
Service, OU=JPNIC Resource Service Certification Authority
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JPNIC CPS

7.3. OCSP

7.3.1.

7.3.2. OCSP
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JPNIC

8.1.

8.2.

JPNIC

8.3.

JPNIC

8.4.

JPNIC LRA

8.5.

8.6.

CPS
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CPS

JPNIC



JPNIC CPS

JPNIC 5
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JPNIC

9.

9.1.

9.2.

9.3.

9.3.1.
CPS

9.3.2.
CPS
CRL
e JPNIC
e JPNIC
e JPNIC
[ ]

9.3.3.

CPS

CPS 2.2.

CPS

JPNIC

JPNIC
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JPNIC CPS

JPNIC

JPNIC

CPS 94.
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JPNIC CPS

9.4.

9.4.1.

JPNIC

JPNIC

7 JPNIC
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CPS 93.3.

JPNIC

JPNIC



JPNIC CPS

9.4.2.
9.4.3.
9.4.4.
JPNIC CPS 94.1.
9.4.5.
9.4.6.
9.4.7.
9.5.
e JPNIC CRL JPNIC
. CPS JPNIC
e JPNIC JPNIC
e JPNIC
JPNIC
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JPNIC CPS

9.6.
9.6.1.
JPNIC JPNIC
e JPNIC
e JPNIC
e JPNIC
e CRL
[ ]
. CPS
9.6.2.
JPNIC JPNIC
[ ]
e JPNIC
. JPNIC
9.6.3.
LRA LRA
[
e JPNIC
[ ]
[ ]
[ ]
. JPNIC
9.6.4.
. CPS

° CPS 45.1.
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JPNIC CPS

9.6.5.
CPS 4.5.2.

9.6.6.
9.7.

JPNIC CPS 9.6.1. 9.6.2.
9.8.

CPS 9.6.1. 9.6.2.

JPNIC

e JPNIC

e LRA

e LRA

e JPNIC CRL

e JPNIC

[ ]

[ ]

. LRA
9.9.
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JPNIC CPS

JPNIC
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JPNIC

9.10.

9.10.1.

CPS

9.10.2.

CPS

9.10.3.

CPS

9.11.

9.12.

9.12.1.

CPS
CPS

9.12.2.

CPS
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CPS



JPNIC CPS

9.12.3.

9.13.

JPNIC
JPNIC

CPS

9.14.

CPS

9.15.

9.16.

9.16.1.

CPS

9.16.2.
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JPNIC CPS

9.16.3.

CPS

9.16.4.

9.17.
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JPNIC CPS

68



IP

Appendix 2

CPS



JPNIC IP

JPNIC (CPS)
(CPICPS)
1.1. 11.
CP/CPS
JPNIC
JPNIC

CPS

IP

JPNIC
- |IP AS
IP
JPNIC IP
IP AS
JPNIC — -
CP/CPS IP
CPS IP
JPNIC
CP/CPS IETF PKIX
RFC3647
CPS IETF PKIX WG . . o .
Certificate Policy and Certification Practices
RFC3647

Certificate Policy and Certification Practices

Statement Framework

Statement Framework

. CPICPS CPS
1.2. 1.2.
CPS JPNIC CP/CPS JPNIC IP
JPNIC
JPNIC
1-1
1-1
1-1JPNIC  JPNIC 1-1JPNIC  JPNIC IP
12392200175 1.2.392.00200175
JPNIC IP 1.2.392.00200175.2
JPNIC 1.2.392.200175.1.2.1 OIb
oI CPICPS
cPS EE 1.2.392.00200175.2
EE 1.2.392.200175.1.2.1 OIb
oID S




1.3.1.
1-2
(EE)...
(EE )...EE
JPNIC (JPNIC 1A) ...JPNIC
JPNIC
JPNIC
JPNIC
RA
CA
JPNIC ...JPNIC
JPNIC
JPNIC ...JPNIC
IP
JPNIC
JPNIC
JPNIC ...JPNIC
JPNIC JPNIC
JPNIC
LRA.
RA
JPNIC IP
LRA

1.3.1.

1-2
LRA

LRA

EE

EE

...EE

JPNIC

JPNIC_IP

JPNICIA ...JPNIC
JPNIC_IP

JPNIC

RA

CA

JPNIC

JPNIC_IP

...JPNIC
JPNIC

1P

...JPNIC

1P

JPNIC

JPNIC
JPNIC

JPNIC P

...JPNIC

JPNIC P

JPNIC

(LRA)...

LRA

RA

JPNIC




LRA ..IP (LRA )...1IP
LRA LRA
LRA
( )...1IP (LRA )...1IP
1.3.2. ( )
141 141
CPS JPNIC CP/CPS JPNIC
IP 1P
14.2 142
CPS JPNIC CP/CPS JPNIC
JPNIC IP JPNIC IP
1.5.2.CPS 1.5.2.CP/CPS
CPS CP/CPS
JPNIC JPNIC
2.1 2.1
24 7 JPNIC
24 7
2.2. 2.2.
JPNIC
CPS JPNIC
JPNIC
EE JPNIC




CRL JPNIC
EE CRL EE JPNIC 1P
CRL JPNIC JPNIC IP
CP/CPS JPNIC JPNIC IP
URI
URI
JPNIC
http SSL/TLS
URI URI
URI URI
CPS CP/CPS
URI JPNIC URI
URI
URI
2.3. 2.3.
JPNIC
- JPNIC
24, 2.4,
JPNIC
EE JPNIC
JPNIC
JPNIC
3.1.2 312
3.1.3. 3.1.3
3.2.2. 3.2.2.
LRA LRA
LRA LRA




3.23. 3.23.
JPNIC )

LRA

DB
LRA
3.2.5. 3.2.5.
- LRA
LRA
3.4. 3.4.
JPNIC LRA
LRA

LRA

4.1.1. 4.1.1.
IP LRA IP
LRA
4.1.2. 4.1.2.
JPNIC
JPNIC
LRA
LRA
2
PKCS#10 PKCS#10




421 421.
JPNIC
LRA
CPS 1.1.1. LRA CP/CPS 3.2.3.
LRA
4.2.2. 422.
LRA
LRA
JPNIC ( )
JPNIC
LRA
4.2.3. 423
LRA
JPNIC ( )
JPNIC LRA
4.3.1. 4.3.1.
LRA

LRA




CP/CPS 4.3.2.
CPS 4.3.2.
()
4.3.2. 4.3.2.
2 2
LRA
44.1 441
C )
JPNIC
JPNIC
4.6.1 ( )
4.6.2 ( )
4.6.3. C )




4.6.4 C )
4.6.5. C )
4.6.6. ()
4.6.7. ()
4.9.1. 4.9.1.

LRA LRA
. LRA

JPNIC
C )
LRA
LRA CPS CPICPS
LRA CPICPS
JPNIC IP JPNIC IP
LRA LRA
4.9.2. 49.2.
LRA LRA LRA

4.9.3. 4.93.




LRA LRA
LRA
LRA LRA
JPNIC ( )
495 495
24
4.9.14. ()
4.9.15 C )
4.9.16. C )
4.12. 4.12.
() EE EE
4121 ()
4.12.2 C )
5.1.1. 5.1.1.
) _
5.1.2. 5.1.2.




5.1.4. 5.1.4.
JPNIC
JPNIC
5.1.6 5.1.6.
5.2.1. 5.2.1.
CPS . CP/ICPS
. JPNIC
JPNIC
(51 ) 5-1
5.2.2. 5.2.2.
() JPNIC
CAO JPNIC
RAO
JPNIC JPNIC JPNIC
5.2.3. 5.2.3.
JPNIC
JPNIC
5.2.4. 5.2.4.
() JPNIC
5.3.2. 5.3.2.
JPNIC
JPNIC
5.3.3. 5.3.3.

10




( ) JPNIC
5.3.4. 5.34.
JPNIC JPNIC JPNIC
5.3.6. 5.3.6.
JPNIC JPNIC JPNIC
5.3.8. 5.3.8.

JPNIC
C )

CP/CPS
54.1. 54.1.
CRL

11




5.4.3. 5.4.3.
2
10
5.5.1. 5.5.1.
CPS 5.4.1. CP/ICPS 5.4.1.
)
)
CPS CP/CPS
(D) 10
10
)
10
10
10
10
) 10
5.5.2. 5.5.2.

12




10

CPS 55.1. CP/CPS 5.5.1.
5.5.3. 5.5.3.
JPNIC JPNIC
5.5.4. 5.5.4.
5.5.5. 5.5.5.
NTP
Network Time Protocol
5.7.3. 5.7.3.
CPS 4.9. CP/CPS 4.9.
5.8. 5.8.
JPNIC JPNIC
14
6.1.1. 6.1.1.




CAO CAO
FIPS140-1 3
FIPS140-2
3
6.1.2. 6.1.2.
EE

6.1.3. 6.1.3.

EE

PKCS#10 PKCS#10
6.1.4. 6.14.
2 2
EE EE
URI JPNIC URI
URI
URI
URI URI
RAO RAO
LRA
6.1.7. 6.1.7.
keyUsage keyCertSign keyUsage keyCertSign
cRLSign cRLSign
EE CRL EE CRL
keyUsage
keyUsage digitalSignature keyEncipherment

digitalSignature keyEncipherment S/IMIME SSL/TLS
dataencipherment S/IMIME
SSL/TLS

14




6.2.7. 6.2.7.
EE EE EE
JPNIC
6.2.10. 6.2.10.
CAO CAO
EE EE EE EE
JPNIC
6.3.1. 6.3.1.
7.1.2.3.keyUsage 7.1.2.3.keyUsage

digitalSignature

keyEncipherment dataEncipherment

digitalSignature keyEncipherment

digitalSignature critical
keyEncipherment
non-critical
7.1.6. OID 7.1.6. oID
CPS 1.2. CP/CPS 1.2. EE
EE OID OID
7.1.9.critical certificatePolicies 7.1.9.critical certificatePolicies
7-1 JPNIC 7-1JPNIC IP
keyUsage...n keyUsage...c
(Field ) data Encipherment 1
0
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2 C=JP O= , O=Resource Holder, 2 C=JP, O=Japan Network Information
O=LIR Corporate Administrator, OU= LIR | Center, OU=Internet Resource Services,
Corporate Administrator LIR Administrator LIR | OU=Resource Holder, OU=_JPNIC LRA
Hostmaster , OU=_JPNIC ID LRA , CN=

CN=

LIR-CO LIR-AD LIR-HM + serialNumber=_LRA

JPNIC ID ID
7.3.1.
7.3.2.0CSP
8.1. 8.1.

JPNIC
8.3. 8.3.
JPNIC JPNIC JPNIC
8.4. 8.4.
CPS JPNIC
CP/CPS
JPNIC LRA JPNIC LRA
9.2. 9.2.
JPNIC CP/CPS
JPNIC
IP
9.3.3. 9.3.3.

16




JPNIC

JPNIC JPNIC
JPNIC
B LRA
- LRA
B LRA
LRA

9.4.2.
9.4.3.
9.4.4.
JPNIC CPS 9.4.1.
9.4.5.
9.4.6.
9.4.7.
9.6.1. 9.6.1.
JPNIC JPNIC JPNIC JPNIC

JPNIC JPNIC
C ) CPICPS

JPNIC
CRL SHA-1
JPNIC JPNIC
JPNIC JPNIC
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CRL CRL
JPNIC EE
CPS CP/CPS
9.6.3. 9.6.3.
LRA LRA LRA LRA
9.12.2 9.12.2.
CPS CP/CPS
10

9.17.
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