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60 61 IETF
60

RFC3779 I-D RFC
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RFC3779 2 X.509 IP AS
RFC RIR

authorization
PKI

RFC3779

mRFC3779

Abstract

This document defines two X.509 v3 certificate extensions. The first binds
a list of IP address blocks, or prefixes, to the subject of a certificate.
The second binds a list of autonomous system identifiers to the subject of
a certificate.
These extensions may be used to convey the authorization of the subject
to use the IP addresses and autonomous system identifiers contained
in the extensions.
Copyright (C) The Internet Society (2004).

RFC3779 S-BGP 1980
2001
S-BGP RPSEC
WG 3
BGP AS
AS

2 X.509 Extensions for IP Addresses and AS ldentifiers
http://www.ietf.org/rfc/rfc3779.txt

3 RPSEC WG
http://www.ietf.org/html.charters/rpsec-charter.html
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RPSEC WG

60 IETF RFC3779
IP S-BGP

APNIC CA

APNIC RFC3779
RIR

authorization

JPNIC IP IP (
IP ( )
3.5.3. APNIC CA RFC3779
61 IETF APNIC CA
RFC3779
APNIC
JPNIC IP

RFC3779 GUI Graphical User Interface

NIR

APNIC
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NIR

NIR
RFC3779
NIR
DNS NIR
NIR
NIR
LIR
RFC3779
APNIC APNIC
3.54. IETF
IETF Kerberos  PKI
Kerberos MIT Athena Project 4 RFC1510
(KTH) eBones Heimdal
IETF KRB-WG
PKI w3cC XML 5 OASIS PKITC
6 IETF PKIX WG
IETF PKIX WG  PKI WG
WG 7

4 Kerberos: The Network Authentication Protocol
http://web.mit.edu/kerberos/

5 W3C Technical Reports and Publications
http://www.w3c.org/TR/

6 OASIS Public Key Infrastructure (PKI) TC
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=pki

7 Public-Key Infrastructure (X.509) (pkix) Charter
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IETF PKIX WG WG

WG
PKI
PKIX WG
IETF PKI IETF PKIX WG
PKI

https World Wide Web Windows

PKI IETF
60 IETF SAAG(Open Security Area Directorate) 8

60 IETF SAAG deployment

e PKI deployment
PKI  deployment

PKIX WG

60 IETF SAAG

e BCP(Best Current Practice)

IETF EasyCert °

http://www.ietf.org/html.charters/pkix-charter.html
8 61th SAAG minutes
http://wwwl.ietf.org/proceedings_new/04nov/saag.html
9 Easy-to-User Certificate
http://wwwl.ietf.org/proceedings_new/04nov/easycert.html
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61 IETF EasyCert BoF IETF

BoF PKI IETF

CRL

IETF
PKI Informational RFC
IETF

2004 IETF

36. 60 IETF

60 IETF

2004 8 1 () 2004 8 6 ()
Sheraton San Diego Hotel & Marina 60 IETF

IETF IETF 1511 (8
4 ) 59 ( ) 1255 58 (
) 1233 57 ( )
1304
40
IETF 120 11 BoF
Plenary( ) IETF Business Meeting IETF Planning
Meeting

m |ETF Business Meeting

IETF Bussiness Meeting IETF RFC
Editor IANA IESG IESG
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(PROTO) WSIS IAB
RFC Editor 2004 4 7 RFC1 35

RFC2223
Web

RFC Copyrights
http://www.rfc-editor.org/copyright.html

PROTO AD

IESG PROTO
2004 1

PROTO Web

IESG Process and Tools (PROTO) Team

http://www.mip4.org/proto/
WSIS http://www.nic.ad.jp/ja/tech/glos-kz.htmI#03-wsis

IAB http://www.nic.ad.jp/ja/tech/glos-ij.htmI#02-1AB

m |ETF Planning Meeting

IETF Planning Meeting IRTF0 ASRG!1 SPAM
1AB Security workshop IETF
IETF
ASRG SPAM
MARID WG12

IAB  Security workshop CERT

SSH VPN

Peer-to-Peer DDoS Web

10 IRTF http://rfc-jp.nic.ad.jp/what_is_ietf/ietf_section3.html
11 ASRG Anti-Spam Research Group http://asrg.sp.am/
12 MARID WG MTA AuthorizationRecords in DNS WG

MARID WG
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IETF General AD Harald

Alvestrand 59 IETF
ICAR® NEWTRK** PROTO EDU

WG
IETF Administrative Group
Carl Malamud Administrative
Group ISOC1
(] PKI WG

mPKIX Public-Key Infrastructure (X.509) WG16

PKIXWG 8 4 () 100 50

PKIX WG 57 IETF

IETF
IETF RFC
RFC 3739 "Qualified Certificates Profile"
RFC 3770 "Certificate Extensions and Attributes Supporting
Authentication in PPP and Wireless LAN"
RFC 3779 "X.509 Extensions for IP Addresses and AS Identiers"
RFC 3820 "Internet X.500 Public Key Infrastructure Proxy
Certificate Profile"
Internet-Draft I-D IESG 10 I-D AD
WG
WG
2005 RFC3279 RFC3280 OCSPv2

13 ICAR Improved Cross-Area Review

14 NEWTRK New IETF Standards Track Discussion
http://www.ietf.org/html.charters/newtrk-charter.html

15 1SOC http://lwww.nic.ad.jp/ja/tech/glos-ij.htmI#02-1SOC

16 PKIX WG
http://www.ietf.org/html.charters/pkix-charter.html
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LDAPY?

RFC3280 SCVP
LDAP LDAP
LDAP DIT Directory Index Tree
OpenLDAP http://www.openldap.org 2.2.1
OpenLDAP
UTF8String
DC
KISA Korea
Information Security Agency PKI

IKEV2 Internet Key Exchange version 2

OCSP Online Certificate Status Protocol
Mike Myers

mPKI4IPSEC Profiling Use of PKI in IPSEC WG

2004 5 IKE
draft-ietf-ipsec-pki-profile-04 WG
draft-ietf-pki4ipsec-ikecert-profile-00 -01

IKE IP
CERTREQ DN

PKIX WG
draft-bonatti-pki4ipsec-profile-reqts-01

PKI4IPSEC WG

mMASS Message Authentication Signature Standards BoF

MASSBoF 8 5 ( ) 100

17 LDAP http://www.nic.ad.jp/ja/tech/glos-kz.htmI#03-lIdap
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MASS BoF WG MARID WG DNS

SPAM

BoF WG DomainKey
DomainKey
MTA signature
S/IMIME

mSAAG Open Security Area Directorate

SAAG

SAAG Minutes, August 2004

There were working group and BoF reports from PERM, SASL, KRBWG, INCH,
PKIX, SMIME, LTANS, MOBIKE, PKI4IPSEC, ENROLL, MSEC, KITTEN,
ISMS, and MASS. See the individual WG's minutes for details.

Joe Touch gave a talk on Anonymous IPsec (draft-touch-anonsec-00.txt).
(Slides attached.)

Jordi Palet spoke on IPv6 Distributed Security; again, see the slides.
(draft-palet-v6ops-ipv6security-01.txt)

lan Bryant proposed work on exploit reporting.

During the open mike session, the primary topic of discussion was the difficulty
of using certificates and PKIl. A mailing list was created
(https://www.machshav.com/mailman/listinfo.cgi/easycert) for discussion of this
topic; the aim is to work towards an EASYCERT BoF in Washington. The goal of
that BoF is to explore what the IETF can do to help with that problem. During the
SAAG meeting, we heard of some success stories. The hard parts seemed to be at
the political layer; success came when there was an already-existing
authentication infrastructure that could be leveraged to issue certificates.
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60th SAAG minutes
http://lwww.ietf.org/proceedings/04aug/205.htm

IETF SAAG deployment
e PKI deployment
[ ]
PKIX WG
IETF
BoF deployment
3.7. 61 IETF
||
2004 11 7 () 2004 11 12 ()
Hilton Washington 61 IETF
61 26 1314
IETF
50%
|
IETF Plenary( )
RFC RFC Editor 2001
20 2003 28
XML Word 18
18 RFC Templates and Info. (Joe Touch )

http://www.isi.edu/touch/tools/
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IANA

IANA Internet-Draft( I-D)
Web http://www.iana.org/reporting-and-stats/
IESG AD(Area Director) I-D 60
60 IETF 61 IETF (
AD
PROTO 19 IAB 60
IETF 20
IAB IESG IETF
IASA(IETF Administrative Support Activity) RFC(BCP)
- PKI WG BoF

PKIX BTNS BoF EasyCert BoF

mPKIX
61 IETF PKIXWG 11 10 ( ) 1
60
IETF RFC3874 "A 224-bit One-way Hash Function: SHA-224"

I-D IESG RFC Editor
"Additional Algorithms and ldentifiers for RSA Cryptography"
draft-ietf-pkix-rsa-pkalgs-03.txt
"Internet X.509 Public Key Infrastructure -- Certificate Management
Protocol (CMP)"
draft-ietf-pkix-rfc2510bis-09.txt
"Internet X.509 Public Key Infrastructure Permanent ldentifier"
draft-ietf-pkix-pi-11.txt
Certification Path Building 6 I-D AD

SCVP 16 WG Last Call

19 Workgroup Chair Document Shepherding
draft-ietf-proto-wgchair-doc-shepherding-01.txt
20 |ETF AdminRest Homepage
http://www.alvestrand.no/ietfladminrest/

20
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SCVP 16 (draft-ietf-pkix-scvp-16.txt) RFC3280
CRL (AIA) CRL
CRL LDAP OCSP ECC
SCVP CRL
SCVP 16 CA 15
ASN.1
CRL IETF ML
CRL
Authority Information Access
ML
KISA "User
Interface Requirements for PKIX" GUI
SSL/TLS
WG Tim LDAP RFC 3279/3280
2005 PKIX WG
mEasyCert BoF
EasyCert BoF IETF (SAAG) "PKI
Steve Bellovin Russ Housley
180
BoF PKI IETF
BoF MIT  Jeffley Shiller
Johnson&Johnson  Robert Stahl 2
MIT PKI Web
CRL
Kerberos
Johnson&Johnson
Robert DoD DoD PKI
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CRL

DoD
CRL
DoD CRL 40
PKI
ISP PKI
IETF
TLS WG
IETF
PKI Informational RFC
IAB  Eric
EasyCert ML EasyCert ML
"Easycert -- Easy-to-Use Certificates"
IETF (SAAG)  Steven Bellovin

MIT Sam Hartman

IETF

PKI
RFC
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3.8. NANOG
3.8.1.
NANOG The North American Network Operator's Group
Merit Network

ISP
1985 NFS-NET

DNS
ISP NANOG

2004 10 17 19 32 NANOG "BGP
Multihoming Techniques”, "Options for Blackhole and Discard Routing”, "ISP
Security Toolkits"

availability

NANOG32 ISP
ISP
NANOG32

NANOG Web

About NANOG
http://www.nanog.org/about.html

3.8.2. 32 NANOG

32 NANOG ISP
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32 NANOG

Sunday Tutorials

1:30 - 3:00 BGP Multihoming Techniques

1:30 - 3:00 Options for Blackhole and Discard Routing

3:00 - 3:30 Coffee break

3:30 - 5:00 BGP Multihoming Techniques (cont'd.)

3:30 - 5:00 Internet Number Resource Management and Administration
5:00-7:00 AOL WELCOME RECEPTION!

7:30 - 8:15 ISP Security Toolkits

7:30 - 9:00 IPv6 Deployment and Case Studies

2004 10 17 () "BGP
Multihoming Techniques"” "Options for Blackhole and Discard Routing" "ISP

Security Toolkits"
"BGP Multihoming Techniques"

"Options for Blackhole and Discard Routing"

DoS Blackhole Discard

Blackhole Discard
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Monday General Session(Grand Ballroom)

8:00-9:00 a.m.
9:00 a.m.
9:20 a.m.

10:05 a.m.

10:35 a.m.
11:05 a.m.

11:35 a.m.

12:00 p.m.
2:00 p.m.
2:45 p.m.
3:05 p.m.
3:35 p.m.
4:05 p.m.

Continental Breakfast, Grand Ballroom Foyer

Welcome, Introductions

Good Engineering Practice as it Applies to Unlicensed Wireless
Networks

802.1X: Deployment Experiences and Obstacles to Widespread
Adoption

BREAK

Extension of Multi-Service Networks Dave Siegel,

Global Crossing

Network Design to Support Very High-Capacity Streaming and
Caching Infrastructures

LUNCH (on your own)

Botnets John Kristoff, Northwestern University

What Will Stop Spam? Charles Stiles, AOL

Optical Switching, a Great Tool in Platform Migration at AMS-1X
BREAK

Research Forum

Sizing Router Buffers

Performing BGP Experiments on a Semi-Realistic Internet Environment

Guido Appenzeller, Stanford University

Monday Evening BOFs +
Key Signing Party

7:30 -9 p.m.

9-9:30 p.m.

ISP Security and NSP-SEC BOF VII (Grand Ballroom)
PGP Key Signing Party

9 - 10:30 p.m. Optimizing Operational Input to ARIN: What Is Needed and How

Do We Get It?

2004 10 18 () 19 () 17 ()

60 IETF

"What Will Stop Spam?"
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SenderID,SPF,DomainKeys

NANOG

NANOG

NANOG
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3.9.

3.9.1. INSA

NPO

JNSA PKI
2004

JNSA
PKI PKI

PKI JNSA
PKIX WG  PKI
WG

PKI
IETF PKIX WG

(INSA)

WG

IETF

PKI
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PKI

AS

POS

IP
IP

ISP

API

API

(API)

WG

28

POS

ISP



3.10. JANOG

JANOG(JApan Network Opetators' Group)

IRS(Interdomain Routing Security Workshop) JANOG
IRS
2004 7 7 IRS

IRS http://www.bugest.net/irs/docs_20040707/
e Interdomain Routing Security(IRS)
e IRS
Control Plane --- GTSM BTSH
Forwarding Plane --- ACL RPF
Management Plane --- AAA Management Port Separation
soBGP  motivation Implementation/Deployment
e TCP Vulnerability

IRS 7 7

JANOG BGP soBGP S-BGP

ISP

ISP
IRS
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3.11. IP

IP
IP AS
IP
IP
C )
1
1
IP
DNS
IP

BGP
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3.12. JPNIC IRR

Routing Registry)

JPNIC IRR

IRR

JPNIC IRR

whois
IRR

IRR

2004
AS
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3.13. (PKI)

PKI IP IETF
Mozilla  Internet Explorer
PKI PKI
IETF SAAG
JNSA
Mozilla Internet Explorer Opera Web
Web
IP
Registration Authority IP
IP
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