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« APNIC CA

APNIC CA JPNIC CA

crossCertificate

« CPS
APNIC CA
soBGP
1P

S-BGP

S-BGP

« APNIC CA
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« CPS
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« APNIC CA
APNIC CA

HSM Hardware Security Module
2014 6 3
3 10

19 APNIC

4.1.1. RFC3779 BoF

RFC3779 IP
RFC

APNIC
Birds of Feather

RFC3779

AS X.509
RFC
RFC3779

RFC3779 BoF
BoF

S-BGP
BoF

2006 2 24

Open discussion

Meeting conclusion
Action plans (if any)

RFC3779

18:00

Meeting objective and agenda bashing
Participant introductions
RFC3779 summary

BoF IETF
APNIC

RIPE NCC
S-BGP RIR
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APNIC BoF

RFC3779

PKI  RFC3779

S-BGP

RIR

APNIC ARIN RIPE

NCC RIR
IANA

BoF

AS Holder
RFC3779 S-BGP

subjectAltName

. (ERX )
RIR IANA

IANA

IANA
NRO Number Resource Organization
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RFC3779

https S/MIME

CA
keyUsage keyCertSign
IETF RPSEC WG
IETF
IETF
4.1.2. MyAPNIC
APNIC CA MyAPNIC
MyAPNIC  Web
Web https SSL/TLS
HTTP

2003 IP MyAPNIC
MyAPNIC Web
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APNIC

Loain

Information
| MvAPNIC Flash demonstration
| MvAPNIC html| demonstration
| APNIC Certification Authority
—1 MVAPNIC entry paae

MyAPNIC
https https
APNIC
MyAPNIC

[http://www.apnic.net/member/corp-contacts/index.html]
MyAPNIC X.509
MyAPNIC

MyAPNIC

* Policy development

* Internet resource management
* Technical issues

* Administration/billing

* Training

2003 Training

4.1.3.

APNIC
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APNIC Database WG
18 APNIC Database WG
18 APNIC Database WG

Review of action items

Proposal on IPv6 IRR service at APNIC

Privacy of customer assignment records - project update

Protecting historical records in the APNIC Whois Database - project update
Modification of Whois domain object authorisation

RIPE database software update

Protecting historical records
in the APNIC Whois Database - project update
Protecting historical records in the APNIC Whois Database - project update

RIR IANA
Web
http://www.completewhois.com/hijacked/hijacked_ga.htm
Web 2002 IP
RIR NIR
APNIC
APNIC
APNIC
100 APNIC
19 APNIC
19 APNIC
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2 21 Tutorial
Dynamics of policy process
Spam prevention

2 22 Tutorial

Keynote: Security protocol

Certification Authority

ISP security strategy

Internet governance ISP security strategy
APOPS

PGP key signing party APOPS

APRICOT opening event

2 23 Policy meetings
APRICOT plenary
IPv6 technical SIG
NIR SIG IPv6 technical SIG
Routing SIG
APNIC 19 reception
RFC3779 BoF  APNIC19 reception

2 24 Policy meetings
Policy SIG

Database SIG

IXSIG Database SIG

DNS operations SIG IX SIG
CRISP/EPP BOF

APRICOT closing reception

2 25 Member meeting
APNIC Member Meeting

19 APNIC
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Database SIG RPSLng

2005 2 21
development process Introduction to spam prevention
Japan APNIC

APNIC JPNIC

Anti spam activities in Japan

DNS

IETF DNS

2006 2 24 Database SIG RPSLNg

APNIC

Dynamics of the policy

Anti spam activities in

APNIC IETF
RPSLng * APNIC IPv6
IRR Internet Routing Registry IETF CRISP WG
RPSLnNg APNIC
RPSLNg
« IETF Internet-Draft
draft-blunk-rpsing-08.txt
« IRR IPv6
« Merit
2004 10
2004 12 RIPE NCC  whois
2005 IPv6
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CRISP WG
« 2004 1 PS Proposed Standard
« 2004 1 dreg PS
« 2004 6 IP areg PS
2005 2
RFC

« RFC3707 CRISP requirements

CRISP Cross Registry Information Service Protocol whois

RFC

« RFC3981 IRIS core protocol
IRIS The Internet Registry Information Service

XML Extensible Markup Language

« RFC3982 DREG schema

IRIS RFC
« RFC3983 IRIS over BEEP
IRIS BEEP Blocks Extensible Exchange
Protocol
BEEP RFC

Internet-Draft
o Draft-ietf-crisp-iris-areg-09.txt

Internet-Draft
» Draft-ietf-crisp-iris-areg-urires-00.txt

IRIS URI Uniformed
Resource Identifier Internet-Draft

o Draft-ietf-crisp-iris-dchk-02.txt
IRIS

Internet-Draft
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o Draft-ietf-crisp-iris-lwz-01.txt
IRIS UDP User Datagram Protocol
Internet-Draft
RREG
JPNIC IRR 62 IETF
RREG CRISP WG
CRISP
CRISP
20 APNIC
2006 2 24 CRISP/EPP BoF BoF CRISP EPP
Extensible Provisioning Protocol IETF CRISP WG
BoF
BoF RREG RIR/NIR

IETF CRISP WG RREG

ISP IRR
IP AS
JPNIC
APNIC JPNIC IRR whois
IRR
CRISP
BoF APNIC CRISPWG RREG
AS
Merit
IRR RADB ARIN
BoF RIR NIR
IETF CRISP WG
Database SIG RPSLnNg IETF CRISP
WG RREG
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CRISP WG
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4.2. RIPE NCC

RIPE NCC X.509

4 RIR

2003 IP
RIPE NCC
X.509 RPSL
APNIC
ARIN whois
RIPE NCC " Improved Secure Communication
System for RIPE NCC Members” * PKI  X.509

>”Improved Secure Communication System for RIPE NCC Members~~

Access to the services and data

The goal in this area is to make communication faster and easier by
introducing stronger and more uniform security mechanisms. This will make
it easier for the user to maintain and use their security tokens and will allow
the seamless use of some of the advanced interfaces (such as web-based
interfaces) with strong security support.

Privilege management

The system will provide unified privilege management support for the
users. X.509 PKI certificates used in the system as security tokens have
intrinsic revocation and expiry mechanisms that, together with support for
their maintenance, make the system less vulnerable.

Minimal deployment and maintenance efforts for the users

Based on an industry standard and being well deployed in commercial and
open source software, the communication system will require no additional
client-side software.
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Access to the services and data

Privilege management

RPSL
maintenance efforts for the users

2003 1P
whois
LIRPortal

whois
RPSL  key-cert

JPNIC
RIPE NCC
JPNIC
2004 RIPE
RIPE NCC

mRIPE NCC CA

2005 2 19 APNIC

whois

Web
PKI

key-cert

X.509

Minimal deployment and
Web

RIPE NCC

whois

PKI

RIR

RIPE NCC  whois
RIPE NCC

X.509 Support
 KEY-CERT class changed
« Update mechanisms updated
E-mail supports SIMIME

Organization Object Type

NONE Authentication Deprecated

webupdates/syncupdates support client SSL certificates
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X.509 Support X.509
key-cert
method key-cert

RIPE NCC
key-cert
RIPE NCC

Update mechanism E-mail supports SIMIME
RIPE NCC whois

key-cert
LIR ISP Web LIRPortal
S/IMIME
Webupdates Web
LIR RPSL
NONE Authentication Deprecated "none”
“none”
”none”
49 RIPE
|
2004 9 20 2004 9 24 49 RIPE
RIPE NCC whois
RIPE NCC
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+ JPNIC CA Updates
CP/ICPS
+ CA management model

« One big picture
RIR  NIR

« A Protection mechanism in RPSL

big picture
JPNIC IP
46 RIPE JPNIC
CPS CA
CPS IP CPS
6
CA management model 2003 IP
External RA RA LIR
CPS
APNIC ARIN External RA
One big picture
JPNIC IP
NRO Number Resource
Organization
ICANN
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One big picture

* A certification infrastructure with Internet
registries
— Certification of address resources

(allocations of IP address, assignment of AS
numbers)

— People who trust on Internet registries can verify
address properties and belongings.
* This also be used for authentication each other.

— Components for achieving this picture
* Good mechanism for mirroring and referring
— not closing to one registry but cooperating between registries
» Good mechanism for certification and verification
« Making registration process secure

Japan Network Information Center 16

PKI
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Components

Good mechanism for mirroring and referring
— CRISP / RPSL
— whois?

Good mechanism for certification and verification
— We don't have yet.
* https and server certificate is not suitable for us I think.

Making registration process secure
— strong authentication (certificate and PGP)

Japan Network Information Center 17

RPSL
CRISP

PGP

50
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Assuming users

e Users

— LIRs in World Wide

» for secure routing in global level
— e.g. S-BGP, soBGP

— Service Providers

« for verifying and controlling access
— e.g. commercial CA, CDN, small but many IPv6 nodes

— Incident Response Team

They all use registered information
(objects in RPSL).

Japan Network Information Center 18

LIR

S-BGP  soBGP

IRR
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Certification in IRR

Internet registry:

IR-B

@ IRR-B

4

assigns and allocates address blocks needs: mirroring with certified form
A IR-
i Region A )
verification registration

router A

router B

registration

U

peer 1 peer 2

« in verification process

IRR stores router B’s routing information (as a prefix).

a j router C

Router A verifies router B’s information in IRR attempting establishing

peer 1.

Router B's prefix is registered in IR-A and IRR-A. "peer 1" should be ok.
Even if peer 1 is appropriate, information through peer 2 is acceptable?

Japan Network Information Center

RIR NIR IRR
IRR-A
IRR-A
router C
IRR

52
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router B
IRR-B
IRR-A

router A

IRR-B
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Unintended modifications

* Registered data it self

— deletes, modifications in DB
« Disasters
« Dugs in servers/clients
* Impersonation for legitimate users

» Unintended modifications on transferring data
— spoofing (servers, clients)
— man-in-the-middle attack
— modifying in mirroring

We should have a mechanism which can let us know
these modifications.

Japan Network Information Center 21

spoofing
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Where should be protected?

IR-B

registration

\
= ~ -~ - - -
- - ~
router A router B ‘0 N
/mirroring\, 1\
' I
- - \
’
Only\_” and\_” Se-

| think digital signatures in IR and IRR
on objects is reasonable in our model.

Japan Network Information Center 22
NRO
2005
RIR
mRIPE NCC
49 RIPE RIPE NCC
2004 10 766
m 49 RIPE
RIPE European Operators Forum EOF
EOF RIPE
49 RIPE EOF
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Monday, 20 September 2004

16:00 - 17:30 The Peering Simulation Game

Tuesday, 21 September 2004

09:00 - 10.30 Core Network SecurityTutorial

11.00 - 12.30 Core Network Security Tutorial (continued), Discussion

The Peering Simulation Game ISP ISP ISP
IX
ISP ISP

Core Network Security Tutorial

ACL Access
Control List
Anti-SPAM Database RIPE NCC Services
RIPE NCC
49 Database
whois
whois
Anti-SPAM WG
A. IRT-object abuse-mail PGP
B. whois abuse
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inetnum, inetbnum, route

person
role abuse-email
m 49 RIPE
49 RIPE
O
49 RIPE 2004 9 20 () 9 24 ()
RIPE
RIPE NCC
IPv6 Routing
Working Group Agenda
http://www.ripe.net/ripe/meetings/ripe-49/agendas/index.html
mRIPE NCC
2004 9 21 ( ) 9:00 1 40 RIPE NCC

RIR

46 RIPE

JPNIC
NRO

49 RIPE WG
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mOpening Plenary, RIPE NCC Services

RIPE RIPE NCC Update WG
RIPE NCC Update IANA IPv6
AfriNIC LIRPortal
Organization
AS Web myASN X.509
LIRPortal IRRToolsSet ISC k
IPv6
X.509 LIRPortal 46 RIPE
LIRPortal
RIPE NCC CA CA Database
m\\VG
RIPE WG 2
WG
oRouting WG

Routing WG  9/21 16:00 9/22 11:00
EOF BGP
NICT

OEIX WG

EIX IX WG IX AMSIX
DE-CIX LINX LoNAP MIX Netnod NIX.CZ VIX XchangePoint NAP
ofthe Americas

KIX(Korean Internet eXchange)
ISP

olPv6 WG

IPv6 WG IPv6 WG
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Global IPv6 routing table status v6 traffic volume IPv6
IPV6
IETF IPv6
o Anti-SPAM WG
Anti-SPAM WG RIPE NCC RIPE NCC
ML  whois SPAM
WG
"Database WG (Request to Database
wWG)"
. abuse contact
A IRT-object abuse-mail PGP
B whois abuse
LINX BCP  update[ube] IETF

MARID PRA SPF

[ube] New LINX BCP v2.0
http://www.linx.net/noncore/bcp/ube-becp-v2_0.html

oDatabase WG
Database WG RIPE NCC whois
WG

1 DB Operational Update
2 ERX Report [196/8, 198/8]
3 IRRToolSet software maintenance

58
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Routing Registry Courses
CRISP Update
IRT / Abuse-c roundup

DB Operational Update

RIPE NCC Database
ineténum(IPv6 ) 7400
100% ( ) 85%
whois
update
RIPE NCC
mail-from  none mnt-lower
mnt-by
"AUTO-"
auth
PGP  fingerprint fingerpr
RPSLng
RPSLNg IETF
Internet-Draft RFC Editor IESG
RFC

rERX Afritrans
ERX Afiritrans AfriNIC

59



RIR

KEY-CERT/MNTNER LIR Portal Integration

46 RIPE X.509
(
20 )
RIPE NCC key-cert
ERX Report
Early Registration TransferStage 3 -““Class C>” space
ERX AS 2002 8 IPv4
2002 12 2004 4
B 48(/8) C 196/8 198/8
2004 7 1964
C 192/8, 196/8 & 198/8 3000
"Stage 3"
Web
[erx-ip] [db-erx]

[erx-ip] Project Web Page

http://www.ripe.net/db/erx/erx-ip/
[db-erx] Project Outline
http://www.ripe.net/ripe/meetings/archive/ripe-44/presentations/ripe44-db
-erx/

IRRToolSet software maintenance

whois IRRToolSet I1SI
RAToolSet RIPE NCC
ISC
ML Web
RPSLNg
gce 3.x
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4 Routing Registry Courses
IRR 2004 16 2005

[training-rr]

[training-rr] Material & Info
http://www.ripe.net/training/rr/

5 CRISP Update

IETF CRISP(Cross-Registry Information

Service Protocol)

IETF CRISP WG

whois

IRIS

whois IRIS
mntner, irt

import:, export:

VeriSign
IETF CRISP WG IP
AS CRISP  whois
6 IRT /Abuse-c roundup
IRT abuse-c
mail-abuse
oDNS
DNS WG RIPE NCC DNS AAAA
WG IETF
DNSEXT WG DNSOP WG MARID CRISP
k SiteFinder

BIND
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oENUM

ENUM WG ENUM WG ENUM
ENUM

ENUM

oRIPE NCC Services

RIPE NCC Services WG RIPE NCC

WG RIPE NCC ML Anti-SPAM
RIPE NCC
RIPE NCC 2004 2005

oAddress Policy

Address Policy WG RIPE NCC ICANN ASO AC
IPv6 IPv6
IANA RIR
whois
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4.3. ARIN

ARIN American Registry of Internet Numbers
14 ARIN

mARIN CA
ARIN CA ARIN
ARIN

https
14 ARIN

ARIN Web

OARIN

Web
CPS

POC *1 POC Point of Contact

RSA (Registration Services Agreement)
Admin( ) Tech( ) POC

POC Template:

http://www.arin.net/library/templates/poc.txt

ARIN POC

Admin POC
Tech POC
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(genuine)
Web http://ca.arin.net/request/ Web
Web Web
CERT-REQUEST OpenSSL

CSR (Certificate Signing Request)

Web Web
Internet Explorer
Mozilla Opera
w3m
Web
role role
ARIN CA
MUA(Mail User Agent - )
ARIN CA
FAQ Internet Explorer Netscape
Web CA
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oMAIL-FROM
FAQ MAIL-FROM
o
2 ARIN
o
MAIL-FROM
o
o
CA EE
ARIN CA 6 CA 3
6 CA
EE 6 CA

Certificate Cryptographic Authentication at ARIN - FAQ
http://www.arin.net/CA/ca_fag.html

mARIN

14 ARIN

65
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oARIN PKI

CPS ARI CA

RA(hostmaster) 1

CA
CA
CA
CA
CPS
ARIN
hostmaster

CPS 4.7

Relying Party ARIN

EE Relying Party
ARIN
ARIN
RA USB X.509
APNIC CA
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RPSL
ARIN

CA

CPS

RPSL

(POC)
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PKI

PKI BGP

soBGP  S-BGP

ARIN

BGP

ARIN

CA

JPNIC

middle

14 ARIN

http://www.arin.net/library/minutes/ARIN_XIV/tut.html
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Web

APNIC, RIPE NCC

ARIN

ARIN

ARIN

S/IMIME

CA

man in the

ARIN
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+« X.509
. mail-from
« ARIN
ARIN
mail-from
X.509
ARIN Web
Web
mail-from
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4.4,
RIR

4.4.1. APNIC CA

APNIC CA

MyAPNIC
Web
APNIC CA
1P
2003 CA
RFC3779
RFC3779 S-BGP

4.4.2. RIPE NCC

RIPE NCC LIR

ID
ID
LIRPortal WebUpdates
person role
Specification Language
RIPE NCC
RIPE NCC
Web
2003 LIRPortal
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Web

MyAPNIC

HSM

LIR

Web

RPSL Routing Policy

RPSL

RPSL
SIMIME



S-BGP
RIPE
44.3. ARIN
ARIN
Web
POC Point of Contacts
ARIN S/IMIME
Web
CA
2003
CPS CPS
ARIN
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