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4.2.2.

IETF

4.2.2.1. JPNIC
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4.3.

IETF

4.4,

IP

4-1

50



4.5. E-Authentication Guidance for Federal Agencies

This guidance requires agencies to review new and existing electronic
transactions to ensure that authentication processes provide the appropriate level
of assurance. It establishes and describes four levels of identity assurance for
electronic transactions requiring authentication. Assurance levels also provide a
basis for assessing Credential Service Providers (CSPs) on behalf of Federal
agencies. This document will assist agencies in determining their e-government
authentication needs. Agency business-process owners bear the primary
responsibility to identify assurance levels and strategies for providing them. This
responsibility extends to electronic authentication systems.

Credential Service Providers:
CSPs

Agencies should determine assurance levels using the following steps, described
in Section 2.3:

1. Conduct a risk assessment of the e-government system.
2. Map identified risks to the applicable assurance level.
3. Select technology based on e-authentication technical guidance.

4. Validate that the implemented system has achieved the required assurance
level.

51




5.

Periodically reassess the system to determine technology

requirements.

refresh

2.3
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4.5.1.

This guidance describes four identity authentication assurance levels for
e-government transactions. Each assurance level describes the agency’s degree of
certainty that the user has presented an identifier (a credential in this context)
that refers to his or her identity. In this context, assurance is defined as

1) the degree of confidence in the vetting process used to establish the identity
of the individual to whom the credential was issued, and

2) the degree of confidence that the individual who uses the credential is the
individual to whom the credential was issued.

The four assurance levels are:

Level 1. Little or no confidence in the asserted identity’s validity.
Level 2: Some confidence in the asserted identity’s validity.
Level 3: High confidence in the asserted identity’s validity.

Level 4: Very high confidence in the asserted identity’'s validity.

4 identity

1)

2)

asserted identity’'s validity
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asserted identity’'s validity
asserted identity’s validity

asserted identity’'s validity
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4.5.2.

While, this guidance addresses only those risks associated with authentication
errors, NIST Special Publication 800-30, “Risk Management Guide for Information
Technology Systems,” recommends a general methodology for managing risk in
Federal information systems. In addition, other means of risk management, (e.g.,
network access restrictions, intrusion detection, and event monitoring) may help
reduce the need for higher levels of authentication assurance.

NIST Special Publication 800-30
Risk Management Guide for Information Technology Systems
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452.1.

To determine the appropriate level of assurance in the user’s asserted identity,
agencies must assess the potential risks, and identify measures to minimize their
impact. Authentication errors with potentially worse consequences require higher
levels of assurance. Business process, policy, and technology may help reduce risk.
The risk from an authentication error is a function of two factors:

1) potential harm or impact, and

2) the likelihood of such harm or impact.

asserted identity

b)
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(FIPS) 199
Standards for Security Categorization of Federal Information and
Information Systems

4-1
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45.2.2.

Compare the impact profile from the risk assessment to the impact profiles
associated with each assurance level, as shown in Table 1 below. To determine the
required assurance level, find the lowest level whose impact profile meets or
exceeds the potential impact for every category analyzed in the risk assessment.

4-2

4-2
1 2 3 4
N/A
N/A
N/A N/A
N/A
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4.5.3.

NIST
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Conduct a risk assessment of the e-government system.

Guidance for agencies in conducting risk assessments is available in A-130,
Section 5 of OMB’s GPEA guidance and existing NIST guidance. The risk
assessment will measure the relative severity of the potential harm and likelihood
of occurrence of a wide range of impacts (to any party) associated with the
e-government system in the event of an identity authentication error.

Risk analysis is to some extent a subjective process, in which agencies must
consider harms that might result from, among other causes, technical failures,
malevolent third parties, public misunderstandings, and human error. Agencies
should consider a wide range of possible scenarios in seeking to determine what
potential harms are associated with their business process. It is better to be
over-inclusive than under-inclusive in conducting this analysis. Once risks have
been identified, there may also be ways to adjust the business process to mitigate
particular risks by reducing the likelihood that they will occur (see Step 4).

OMB GPEA
A-130 NIST
identity
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Map identified risks to the required assurance level.

The risk assessment should be summarized in terms of the potential impact
categories in Section 2.2.

To determine the required assurance level, agencies should initially identify
risks inherent in the transaction process, regardless of its authentication
technology. Agencies should then tie the potential impact category outcomes to the
authentication level, choosing the lowest level of authentication that will cover all
of potential impacts identified. Thus, if five categories of potential impact are
appropriate for Level 1, and one category of potential impact is appropriate for
Level 2, the transaction would require a Level 2 authentication. For example, if the
misuse of a user’s electronic identity/credentials during a medical procedure
presents a risk of serious injury or death, map to the risk profile identified under
Level 4, even if other consequences are minimal.

2.2

identity/credentials
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NIST

Select technology based on the NIST e-authentication technical guidance.

After determining the assurance level, the agency should refer to the NIST
e-authentication technical guidance to identify and implement the appropriate
technical requirements.

NIST

After implementation, validate that the information system has operationally
achieved the required assurance level.

Because some implementations may create or compound particular risks,
conduct a final validation to confirm that the system achieves the required
assurance level for the user-to-agency process. The agency should validate that the
authentication process satisfies the systems’s authentication requirements as part
of required security procedures (e.g., certification and accreditation).
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Periodically reassess the information system to determine technology refresh
requirements.

The agency must periodically reassess the information system to ensure that the
identity authentication requirements continue to be valid as a result of technology
changes or changes to the agency’s business processes. Annual information
security assessment requirements provide an excellent opportunity for this.
Agencies may adjust the identity credential’s level of assurance using additional
risk mitigation measures. Easing identity credential assurance level requirements
may increase the size of the enabled customer pool, but agencies must ensure that
this does not corrupt the system’s choice of the appropriate assurance level.

identity

identity identity
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4.5.4.

4-3

asserted identity

““My.ED.gov””
ID

asserted identity

identity

Gov Online Learning Center
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identity
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identity
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4.5.5.

When determining assurance levels, one element of the necessary risk
assessment is the risk of denial (or repudiation) of electronically transmitted
information. Section 9¢c of OMB'’s GPEA guidance states agencies should plan how
to minimize this risk by ensuring user approval of such information. Section 8c of
the OMB Procedures and Guidance on Implementing GPEA includes guidance on
minimizing the likelihood of repudiation.

OMB's GPEA guidance states that properly implemented technologies can offer
degrees of confidence in authenticating identity that are greater than a
handwritten signature can offer. Conversely, electronic transactions may increase
the risk and harm (and complicate redress) associated with criminal and civil
violations. The Department of Justice's “Guide for Federal Agencies on
Implementing Electronic Processes” discusses the legal issues surrounding
electronic government. Legal and enforcement needs may affect the design of an
e-authentication system and may also entail generation and maintenance of
certain system management documentation.

1
OMB GPEA
9c
OoMB GPEA

OMB GPEA identity
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4.5.6.

Since identity credentials are used to represent one’s identity in electronic
transactions, it is important to assess the level of confidence in the credential.
Credential Service Providers (CSPs) are governmental and non-governmental
organizations that issue and sometimes maintain electronic credentials. These
organizations must have completed a formal assessment against the assurance
levels described in this guidance.

The CSP’s issuance and maintenance policy influences its e-authentication
process trustworthiness. The E-Authentication Initiative will therefore develop an
assessment process for the government to determine the maximum assurance level
merited by the CSP. For example, if a CSP follows all process/technology
requirements for assurance Level 3, a user may use a credential provided by the
CSP to authenticate himself for a transaction requiring assurance Levels 1, 2, or 3.

identity
CSP
CSP
CSP
E-authentication initiative
CSP 3

1,2,3
CSP
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4.5.7.

Each step of the authentication process influences the assurance level chosen.
From identity proofing, to issuing credentials, to using the credential in a
well-managed secure application, to record keeping and auditing—the step
providing the lowest assurance level may compromise the others. Each step in the
process should be as strong and robust as the others. Agencies will achieve the
highest level of identity assurance through strong identity proofing, a strong
credential, and robust management (including a strong archive and audit process).
However, the best authentication systems result from well-engineered and tested
user and agency software applications. A process currently being developed for
enabling authentication across Federal agencies will be published for
implementation when complete.

identity
proofing

identity proofing

identity
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4.5.8.

Unlike identity authentication, anonymous credentials may be appropriate to
use to evaluate an attribute when authentication need not be associated with a
known personal identity. To protect privacy, it is important to balance the need to
know who is communicating with the Government against the user’s right to
privacy. This includes using information only in the manner in which individuals
have been assured it will be used. It may be desirable to preserve anonymity in
some cases, and it may be sufficient to authenticate that:

The user is a member of a group; and/or

The user is the same person who supplied or created information in the first
place; and/or

A user is entitled to use a particular pseudonym.

These anonymous credentials have limited application and are to be
implemented on a case-by-case basis. Some people may have anonymous and
identity credentials. As general matter, anonymous credentials are appropriate for
Levels 1 and 2 only.

identity

identity
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4.5.9.

When developing authentication processes, agencies must satisfy the
requirements for managing security in the collection and storage of information
associated with validating user identities. The E-Government Act of 2002, section
208 requires agencies to conduct privacy impact assessments for electronic
information systems and collections. This includes performing an assessment
when authentication technology is added to an electronic information system
accessed by members of the public. For additional information on privacy impact
assessments, consult OMB guidance.

2002 208

OMB
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4.5.10.

Like any capital purchase, implementing e-authentication requires
consideration of the benefit and costs, and thus a cost-benefit analysis is required
by the Capital Programming Guide. It is also important to match the required
level of assurance against the cost and burden of the business, policy, and technical
requirements of the chosen solution.

Capital Programming Guide
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4.6. Registration and Authentication e-Government Strategy Framework
Policy and Guidelines

4.6.1.

This document is intended to set out a number of trust levels for registration and
authentication in e-Government transactions.

Current guidance on the use of registration and authentication services in the
context of e-Government services is set out in the companion security architecture
document.

transaction

4.6.2.

This document is aimed at those procuring and providing e-Government
services. This includes Central Government Departments, non-departmental
public sector bodies, Local Authorities and other local government bodies charged
with the provision of e-Government services. It also encompasses regulatory bodies
responsible for the proper audit and control of public assets and information.

In addition it includes the suppliers and service providers who wish to offer
services themselves, provide and operate such systems on behalf of government or
provide equipment in support of e-Government services.

It is also relevant to security authorities that may use this document to assess
the suitability of offered solutions and accredit them for operational use.
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4.6.3.

It applies in circumstances where government needs to have trust in the identity
(real-world or otherwise) and authority of those it is dealing with to ensure that
there is no breach of privacy or confidentiality, theft/misuse of data, or other harm.
The framework includes those cases where anonymous or pseudonymous access is
acceptable.

Business sponsors must also consider the role of registration, authentication,
access control and user access management in the context of government users.
The exact requirements may differ from those that relate to clients, since other
aspects of security (eg physical and procedural) may be applicable.

The applicability of the framework to transactions where government is simply
receiving payments via electronic media in exchange for the provision of goods,
services or information to consumers, for example where a government
department wishes to sell goods over the Internet and sets up a website accepting
credit card payments, needs to be examined on a case by case basis. It is likely that
in these circumstances, good commercial practice should be appropriate.
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4.6.4.

4.6.5.
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4.7. Australian Government E-Authentication Framework

4.7.1.

Being able to conduct transactions online provides advantages to businesses and
government by enabling around-the-clock services, shorter waiting times,
paperless transactions and streamlined processes. However, as online transactions
increase in frequency and signifi cance, the risks associated with such transactions
can also increase.

To provide a consistent, whole-of-government approach to managing these risks,
the Australian Government Information Management Office (AGIMO) of the
Department of Finance and Administration has developed the Australian
Government e-Authentication Framework (AGAF).

24
AGIMO
4.7.2.
1
OMB 4
2
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4.7.3.

Benefits to businesses

The AGAF provides a guide for Australian businesses on how to conduct
transactions securely with Australian Government agencies on a wide range of
matters and through a wide range of deliverychannels.

This will benefit businesses by enabling:

+ electronic transfer of funds or private information by government
+ around-the-clock services

+ shorter waiting times for services

+ paperless transactions with government, and

+ streamlined processes.

AGAF

e 24

80




4.7.4.

AGAF

Principles guiding the AGAF

The following principles will guide the selection and implementation of
e-authentication approaches:

+ Transparency — e-authentication decisions will be made in an open and
understandable manner.

+ Cost-effectiveness — businesses will not have to undergo cumbersome and
expensive e-authentication processes for simple or low-risk transactions.

+ Risk management — the selection of e-authentication mechanisms will be
guided by the likelihood and impact of identified risks.

+ Consistency — government agencies will apply a consistent approach to
selecting e-authentication mechanisms.

+ Trust — the mechanisms used will support online services and be useful and
safe.

+ Improved privacy — personal information will be collected only where
necessary for the business processes being undertaken.
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4.7.5.
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4.8. Authentication for e-government Best Practice Framework for
Authentication

4.8.1.

The Framework is one of a series of documents related to an all-of-government
approach to online authentication and is aimed at providing a guideline for
agencies in the area of authentication.

The Framework provides:
information on concepts and terminology related to authentication;

references to an all-of-government approach and the long-term strategic
vision for all-of-government authentication;

guidance and advice regarding the issues that need to be addressed through
planning and policy work; and

information on implementing an online authentication initiative and issues
to consider.

initiative
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4.8.2.

4.8.3.

4.8.4.

4.8.5.

84



4.9. Interchange of Data between Administrations (IDA) Authentication
Policy EU

4.9.1.

This document aims at defining the IDA authentication policy, which can serve as
a basic policy for establishing the appropriate authentication mechanisms in

sectoral networks and in horizontal security-related projects.

Considering the nature of the IDA mission as defined by the European
Commission, we believe that the scope of the IDA Authentication Policy shall be
limited to the remote authentication of participants in IDA Sectoral Networks (i.e.
primarily public servants of the Member State Administrations and the European

Institutions) using electronic credentials.

Moreover the above analysis shows that:

2 main phases shall be considered in the whole authentication process: the
registration phase (i.e. identity proofing + token delivery) and the remote
electronic authentication (i.e. proof of possession of the token);

The registration phase requires a Registration Authority and a Credential
Service Provider to be present in one way or another (preferably locally so as to
cope with the subsidiarity principle) in the authentication process;

Several Authentication Assurance Levels shall to be defined;

Common rules have to be defined and agreed (in particular to achieve the
identity proofing of public servants) to encourage mutual recognition within
sectoral applications;

Authentication and authorisation are separate decisions

Not only individual authentication but also group authentication shall be
considered.
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IDA Interchange of Data between Administrations
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IDA Sectoral Network
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identity proofing
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proofing
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49.1.1.
1 identity proofing
identity proofing ( ) identity
identity
identity proofing Registration Authority (RA)
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2 Registration Authority (RA)

Registration Authority (RA)

identity RA CSP
3 (CSP)
CSP
identity identity
RA  CSP
RA CSP
RA CSP CSP
CSP RA
RA RA
CSP

4  sectoral application SA

telematic networks
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4.9.2. Sectoral Project

Sectoral Application® Owners
““E-Authentication Guidance for Federal Agencies””

A

Tl |l IO (1Ko KD

8 sectoral application
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1 Sectoral Application

identity sectoral
application Owners
2
493
3

sectoral application Owners
IDA

identity proofing

identity
4 MRA
MRA
1 MRA
MRA
MRA
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authentication

identity

identity

identity
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4.9.4.

49.4.1.

Note: The authentication assurance describes the Sectoral Application’s degree of
certainty that the public servant has presented a credential that refers to his
identity.

In this context, authentication assurance is defined as

the degree of confidence in an asserted real-world identity (i.e. identity
proofing)

the degree of confidence in an electronic identity presented to a service provider
by means of a credential (i.e. proof of possession)
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Note: Our approach is to consider that authentication assurance levels should be
layered according to the severity of the impact of damages that might arise from
misappropriation of a person identity.

The more severe the likely consequences are, the more confidence in an asserted
identity will be required to engage in a transaction.

We suggest 4 assurance levels to be defined:

Level 1:......ccceeene Minimal Assurance
Level 2: ....ccccevnennne. Low Assurance

Level 3: ... Substantial Assurance
Level 4: ................... High Assurance

person identity
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It should be noted that, for a given transaction, registration and authentication
might not possess equal emphasis and thus would attract different levels (i.e.
Level 2 registration does not necessarily imply a requirement for Level 2
authentication and so on).

As an example, a transaction such as pseudonymous access to medical testing
would need unequal levels of registration and authentication since a real-world
identity is not required but strong authentication is needed to ensure that the
results are disclosed only to the client possessing the correct electronic identity.

Note: Member State Administrations should allocate each sectoral application to
both a registration and authentication level in accordance with the guidance
contained in the proposed IDA Authentication Policy.

IDA
sectoral application
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4.9.5.

sectoral application Owners

495.1.

IDA

Whatever the nature of the DATA being exchanged over sectoral networks, i.e.
CLASSIFIED or UNCLASSIFIED, there is so far no possibility to establish a
one-to-one mapping between EC classification levels for information security (as
defined by Council Decision [RD8]) and authentication assurance levels. The
explanation for this is twofold:

On one hand, the processing of "unclassified" data over sectoral networks does
not necessarily indicate a "low assurance" as far as authentication is
concerned;

On the other hand, the use of "remote electronic authentication" may reveal not
secure enough to process EU-Confidential data (or even more sensitive data),
as regard to the impact of damage in case of disclosure, loss, or unauthorised
modification of such data (as described in Annex A).

sectoral network
CLASSIFIED UNCLASSIFIED Council Decision [RD8]
EC Electronic Certificate

sectoral network

Annex A
EU
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4-5

EU

EU
Top-Secret

EU

(Secret)

EU

(Confidential)

EC

Restricted

Limited

Internal

Public

N/A

Security

Council

EU-Confidential
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SSRS

IDA

4.9.5.2.

Risk is normally defined as the chance or likelihood of damage or loss. This
definition can be extended to include the impact of damage or loss. That is, it is a
function of two separate components, the likelihood that an unwanted incident will
occur and the impact that could result from the incident.

Note: Only general risks pertaining to registration and authentication processes
and those pertaining to misappropriation of credentials/electronic identity and/or
real-world identity are considered here.

identity
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4-6
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identity

identity real-world
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identity

PIN
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11

12

13

Sectoral Application

EU
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4.9.5.3.

Every sectoral application owner will be in charge of analysing damages resulting
from a breach in the authentication process and assess their impact. To help him in
this process, we suggest the possible impact of damages to be chosen among those
listed below (Table 3).

4-7

IT mission-critical IT system
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4.9.5.4. Likelihood Determination

Likelihood Determination

To derive an overall likelihood rating that indicates the probability that a potential
vulnerability may be exercised within the construct of the associated threat
environment, the following governing factors must be considered:

Threat-source motivation and capability
Nature of the vulnerability

Existence and effectiveness of current controls.
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4-8 Likelihood Level

Likelihood

Likelihood Definition
Level

4.9.5.5. Impact Severity Scaling

4-9 Scale ranging of impact severity.
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4.9.5.6.

Application
MoR:
Measure of Risk
4-10
4-10
Likelihood

4 3 3

4 3 3 2

4 3 3 2 2

i

3 3 2 2 1

3 3 2 2 1

3 2 2 1 1
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4.9.6.

In our approach, levels 1 and 2 recognise the use of anonymous credentials. When
anonymous credentials are used to imply membership in a group, the level of
proofing should be consistent with the requirements for the identity credential of
that level. Explicit requirements for registration processes for anonymous
credentials are not specified, as they are unigue to the membership criteria for
each specific group.

At Level 2 and higher, records of registration shall be maintained either by the
RA or by the CSP, depending on their relationship.

identity

CSP
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4.9.7.

POLSECD[RD7]

Extract from POLSEC [RD7]:

Authentication is generally achieved through one or more of the following
methods:

Authentication by Knowledge (a.k.a. “Something you know”). This method is
based on something the user knows. This could be a password or a Personal
Identification Number (PIN). This method is based on the assumption that the
value used for authenticating a certain person is only known to that person.

Authentication by Ownership (a.k.a. “Something you have”). This method is
based on something that the user possesses. This could be, for example, a
smart card, hardware token, an identity card or a door key. The method is
based on the assumption that it is difficult for an attacker to replicate the
object used for authentication, and that users do not allow other persons to use
their authentication objects.

Authentication by Characteristic (a.k.a. “Something you are”). This method is
based on the utilisation of biometrics to recognise one or more unigue
characteristics of the user, such as the retina pattern and fingerprints. This
method is based on the assumption that certain human characteristics can
uniquely identify human beings.

POLSEC [RD7]
1

“Something you know”

Personal
Identification Number PIN “

“Something you have”

ID “c
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“Something you are”

In electronic authentication, the claimant authenticates to a system or application
over a network. Therefore, a token used for electronic authentication shall include
some secret information and it is important to provide security for the token. In
fact, the three methods (or “factors”) mentioned above often influence the security
provided by tokens. Tokens that incorporate all three factors are stronger than
tokens that only incorporate one or two of the factors.

4.9.7.1.

In this sense, four types of tokens for authentication are presented below (Table 7).
Each type of token incorporates one or more of the methods (something you know,
something you have, and something you are.)

Note: Only electronic tokens are considered here.

4 4-11
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4-11

PIN

““one time~””

entry pad
USB
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1
4-12
1 2 3 4
> > >< ><
> > >
> >
PIN
>
49.7.2.

Remote authentication mechanisms are basically the credentials, tokens and
authentication protocols used to establish that a claimant is in fact the subscriber
he or she claims to be.

1 Authentication Protocols Threat Model

Authentication Protocols Threat Model

RAs, CSPs, verifiers and relying parties are ordinarily trustworthy (in the sense
of correctly implemented and not deliberately malicious). However, claimants or
their systems may not be trustworthy (or else we could simply trust their identity
assertions).
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RAs CSP relaying parties
identity
2
4-13
1 2 3 4
PoP < > > >
PoP > > > >
> > >
PoP
Tunnelled password PoP < =<
Challenge-reply password PoP <

PoP: Proof of Possession
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3
4-14

1 2 3 4
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> >

> >

4.9.7.3. Assertion Mechanisms

Assertion Mechanisms

Assertion mechanisms are used to communicate the results of a remote
authentication to other parties.

Relying parties may accept assertions that are:
Digitally signed by a trusted identity (e.g. the verifier); or

Obtained directly from a trusted entity using an authentication protocol of the
corresponding level or above.

Assertions shall expire after a certain period, defined by level (see ...). They should
not be accepted afterwards.

Assertion mechanisms

identity

111




Assertions
Assertions
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4.9.8. Common Practice Statement

4-16 1

sectoral network

identity proofing 1
1
identity
transaction
identity
identity

sectoral application

PIN
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PoP (Proof of Challenge-reply password PoP
Possession)

Tunelled password PoP
PoP
PoP

PoP

Sectoral Application
owner
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4-17 2

sectoral network

identity proofing

2
1
identity
sectoral application transaction
2
2
RA
identity
CSP
Level 2
5
RA CSP
RA CSP
3
1) identity
RA identity

identity
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2) identity
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Sectoral Application
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4-18 3

sectoral network
EU-RESTRICTED

identity proofing

3
1
identity
sectoral application transaction
3
3 identity proofing RA
identity
3
proofing
2
identity
RA
identity
identity ID
identity

identity

identity

identity
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CSP

Level 3
RA CSP
3

1) identity
2) identity

a)

b)

7
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PoP (Proof of
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4-19 4

sectoral network
EU-RESTRICTED

identity proofing

4
1
identity
sectoral application transaction
4
identity
identity proofing
4 identity proofing
RA
2
identity
RA
Csp RA CSP
identity
CSP
Level 4

RA

120




10

RA CSP
4
1)
2)
3)
identity

a)identity

b)RA

) @

RA
ID
4)
RA
identity

121




CSP identity
ID ID identity
identity
identity
identity
10
PoP (Proof of
Possession)
PoP
PoP

Sectoral Application
owner

122




4.9.9.

IDA IDA Sectoral
Networks

4.9.10.

Sectoral Project Authentication Policy

49.11.

4.9.12.

ENTR/01/67-CONSEC
2003 ““E-Authentication
Guidance for Federal Agencies””
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4.10. TRUST FRAMEWORK

4.10.1.

Signatories to these business rules agree that these rules govern the use and
validation of Electronic Authentication Partnership (EAP) certified credentials, the
certification of such credentials and the accreditation of those who assess issuers of
such credentials. These business rules are intended to cover use of credentials for
purposes of authentication and not specifically for the application of a legal
signature, which may be subject to other rules depending upon the parties and
transactions involved.

Electronic Authentication Partnership
EAP

4.10.2.

EAP
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4.10.3.

CSP
EAP

The EAP Service Assessment Criteria (SAC) are prepared and maintained by
the Electronic Authentication Partnership (EAP) as part of its Trust Framework.
These criteria set out the requirements for services and their providers at all
assurance levels within the Framework. These criteria focus on the specific
requirements for EAP assessment at each assurance level (AL) for the following:

The general business and organizational conformity of services and their
providers,

The functional conformity of identity proofing services, and

The functional conformity of credential management services and their
providers.

These criteria (at the applicable level) must be complied with by all services that
are assessed for certification under the EAP Trust Framework.

EAP Service Assessment Criteria(SAC)  Trust Framework
Electronic Authentication Partnership(EAP)

AL EAP

identity proofing services

EAP Trust Framework
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4.10.4.

Promulgation and Amendment of Business Rules and Other Documents

The EAP shall formalize and may periodically amend these business rules. The
EAP shall also formalize and may periodically amend a set of documents governing
the accreditation of assessors of EAP CSPs and the certification of EAP
credentials. The EAP reserves the right, at its discretion, to formalize and
periodically amend such other materials, including policies or guidelines,
participation agreements, handbooks or other documents relevant to the EAP.
Notice of all amendments shall be given by EAP by electronic mail to the contact
person(s) identified by each signatory for such purpose and by posting to the EAP
web site. All amendments shall be effective as of the date specified in such notice.
If a signatory objects in writing to an amendment within 30 days after notice of the
amendment is given by EAP, such objection shall be deemed to be a notice of
termina-tion of such signatory’s participation in EAP under Section 1.2.

Relying Party, CSP and Assessor Approval

The EAP is responsible for approving participation in the EAP System by relying
parties, CSPs and assessors. The EAP shall formalize and may periodically amend
requirements for certification of credentials issued by a CSP and the accreditation
of assessors of CSPs. The EAP shall formalize, maintain and update as needed an
EAP-approved CSP list (EAP CSP list) of certified signatory CSPs. This EAP CSP
list shall include, at a minimum, the names of each CSP, the level of assurance for
which credentials issued by the CSP have been certified and a URL and other
contact information for the CSP.

EAP
EAP EAP CSP EAP

EAP EAP
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EAP

EAP  Web
EAP 30
1.2 EAP
CSP
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EAP CSP CSP
EAP CSP EAP CSP EAP
CSP EAP CSP
CSP CSP
CSP URL
4.10.5.
CSP EAP
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4.11. EVIDENCE OF IDENTITY FRAMEWORK

This EOI Framework is a good practice tool for establishing, to a high level of
confidence, the identity of individuals who wish to carry out transactions carrying
a significant level of identity-related risk with government agencies — such as
exchanging sensitive personal information or conducting transactions with
financial implications.

It has been developed in response to a number of issues:

Government agencies currently take different approaches to EOI, which can
cause confusion for the individuals concerned, who may be asked to supply
different EOI for similar uses.

The identified need for a robust, consistent and cross-government approach to
EOI that will help protect individuals against the theft or fraudulent use of
their identities, and prevent the personal and public loss of money through
identity fraud.

The requirement for a robust framework has become increasingly important to
the E-Government Unit's work on online identity authentication.

Identity fraud (whether through establishing false identities or stealing
legitimate ones) is increasing and has significant financial and social costs to
individuals, businesses and the public.

Identity fraud is increasingly an international problem, with links between
identity fraud and other criminal activity.

EOI: Evidence Of Identity EOI
identity identity-related risk
identity
EOI EOI
identity identity
EOI
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identity

identity identity

identity identity

The EOI Framework is a good practice tool for establishing, to a high level of
confidence, the identity of individuals who wish to carry out transactions that have
a significant level of risk with government agencies.

It is important to note that agencies should apply the Framework alongside, and
not instead of, other initiatives designed to mitigate the risks associated with
identity fraud.

EOI identity identity-related risk
identity

identity

4 4 EOI
Objective
identity
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1

Objective A:

Objective B:

2

Objective C:

Objective D:

3

Objective E:

4 4 EOI
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4.11.1.

411.1.1.
EOI
4
2
0
1
2
3
4.11.1.2.
2
3
EOI 2
3
identity
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4.11.2. identity

identity

The tables on the following pages provide guidance on the types of EOI that can be
used to meet Confidence Levels A and B.

They cover:
the objective: the desired results of each component of the EOI process;
the requirement: the evidence required to achieve the objective; and

the document or process: the physical evidence or procedures that can be
used as evidence of the individual’s identity according to the relevant
Confidence Level. Appendix 3 provides further information on each of the
EOI documents and data sources.

Note that any documents specified in the following pages are original or official
documents, not photocopies (verified or otherwise).

4-20 A B EOI

Objective EOI
Obijective
identity
Appendix 3 EOI
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4-20 Obijective A

1 identity
Objective A
A
Objective Objective
Either
and/or
and/or
or
and/or
and/or
and/or
identity and/or
and/or
and/or
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4-21 Objective B

1 identity
Objective B
A
Objective 2C Objective
objective
Either
identity
identity
or
identity
or
identity
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4-22 Obijective C

2

identity

Objective C

idnetity

identity

Objective

Either

or

or

or

or

Obijective

and
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4-23 Objective D

2

identity

Objective D

identity
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4-24 Objective E

3 identity
Objective E identity
A B
identity
and
and and
1 identity
and
2
statement
Inland Revenue
Department
statement
Inland Revenue
Department
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Steps
form

to

Freedom

Steps
form

to

Freedom
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4.11.3.

The Framework has been developed for New Zealand's government sector,
primarily for agencies to apply when carrying out high-risk transactions with
members of the public. It may also be applied to recruitment within agencies
where the position being recruited to is of high-risk. Likewise, the Framework
could also be helpful to organisations outside the government sector in
determining the accuracy, and benefits or limitations of, different
government-issued documents (as described in Appendix 3).

Appendix 3
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4.11.4.

The vast majority of individuals will be able to meet the EOI requirements,
outlined in this Framework.

Exceptions include, for example, minors or people who cannot access the
required evidence from their country of origin or where the emergency nature of a
particular service makes it inappropriate to require individuals to meet the EOI
requirements.

In cases like these, the Framework objectives should still be pursued where
possible, but alternative EOI sources will be required. Agencies will need to apply
discretion, just as they do currently.

EOI

EOI

EOI
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4.11.5.
4 5 EOI
4 A 4 \ 4
0 1 2
EOI
A B
A B
EOI Objectives
identity identity identity
Objective A
Objective B Objective C Objective E
Objective D
A 4
4 5 EOI
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4.11.5.1.

EOI

identity

4.11.5.2. identity

EOI

4.11.5.3. identity

EOI
identity

EOI

Objective 3.E identity

identity

good practice

Privacy
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4.11.6.

4.11.7.
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Appendix

BCP
BCP
CA
CP
CPS
CRL
CSP
EAP
EE
EOI
GPKI
IDA
IESG
IETF
ML
OCSP
OID

PKI

Best Current Practice

Business Continuity Plan

Certification Authority

Certificate Policy

Certification Practice Statement

Certificate Revocation List

Credential Service Provider

Electronic Authentication Partnership

End Entity

Evidence of Identity

Governmnent Public Key Infrastructure

Interchange of Data between Administrations

Internet Engineering Steering Group

Internet Engineering Task Force

Mailing List

Online Certificate Status Protocol

Object ID ID

Public Key Infrastructure
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RA

RFC

SAC

SNS

SSL

WG

Registration Authority
Request For Comments
Service Assessment Criteria
Social Network Service
Secure Sockets Layer

Working Group
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2. 1IETF Best Current Practice

A1l

150

Best Current Practice

BCP

Variance for The PPP Compression Control Protocol

and The PPP Encryption Control Protocol. F. Kastenholz Feb-96 14347 |(Also RFC1915)
An Appeal to the Internet Community to Return
Unused IP Networks (Prefixes) to the IANA. P Nesser Il Feb-96 23623 |(Also RFC1917)
Y. Rekhter, B. Moskowitz, (Obsoletes RFC1627,
Address Allocation for Private Internets. D. Karrenberg, G. J. de Groot, Feb-96 22270 |RFC1597)
E. Lear. (Also RFC1918)
Guidelines for creation, selection, and registration of |J. Hawkinson,
an Autonomous System (AS). T. Bates. Mar-96 22073 (Also RFC1930)
Implications of Various Address Allocation Policies for | Y. nghter, OCt-96 34717 |(Also RFC2008)
Internet Routing. T. Li.
IRTF Research Group Guidelines and Procedures. A. 3. Postel. Oct-96 27507 |(Also RFC2014)
Weinrib,
1 RFC Editor 2006 2 26

BCP INDEX
ftp://ftp.rfc-editor.org/in-notes/bcp-index.txt




BCP
(Obsoletes RFC1602,
RFC1871)
. (Updated by RFC3667,
9 |The Internet Standards Process -- Revision 3. S. Bradner. Oct-96 86731 RFC3668, RFC3932.
RFC3979, RFC3978)
(Also RFC2026)
IAB and IESG Selection, Confirmation, and Recall
10 |Process: Operation of the Nominating and Recall J. Galvin, Ed.. Jun-04 76395 (Obsoletes RFC2727)
. (Also RFC3777)
Committees.
o . (Updated by RFC3668,
1 IIf:ce)zc(e)srgan|zat|ons Involved in the IETF Standards R. Hovey, S. Bradner. Oct-96 13865 |RFC3979)
' (Also RFC2028)
Internet Registry IP Allocation Guidelines. K. Hubbard, (Obsoletes RFC1466)
12 M. Kosters, D. Conrad, D. Karrenberg, J. Postel. Nov-96 28975 (Also RFC2050)
. . : (Obsoletes RFC2048)
Lo e s M Pr | ot
B | | | RFC4289)
14 IE:\)//e\:\éords for use in RFCs to Indicate Requirement S Bradner Mar-97 4723 |(Also RFC2119)
15 |Deployment of the Internet White Pages Service. H. Alvestrand, P. Jurg. Sep-97 31539 |(Also RFC2148)
16 |Selection and Operation of Secondary DNS Servers. E;E;}R' Bush, S. Bradner, M. Jul-97 27456 |(Also RFC2182)
17 |Use of DNS Aliases for Network Services. M. Hamilton, R. Wright. Oct-97 17858 |(Also RFC2219)
18 |IETF Policy on Character Sets and Languages. H. Alvestrand. Jan-98 16622 |(Also RFC2277)
. . N. Freed, (Obsoletes RFC2278)
19 |IANA Charset Registration Procedures. 3 Postel. Oct-00 21615 (Also RFC2978)
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152

BCP
20 |Classless IN-ADDR.ARPA delegation. H. Eidnes, G. de Groot, P. Vixie.| Mar-98 17744 |(Also RFC2317)
g1 | EXpectations for Computer Security Incident N. Brownlee, E. Guttman. Jun-98 | 86545 |(Also RFC2350)
Response.
22 | Guide for Internet Standards Writers. G. Scott. Jun-98 47280 |(Also RFC2360)
23 | Administratively Scoped IP Multicast. D. Meyer. Jul-98 17770 |(Also RFC2365)
24 |RSVP over ATM Implementation Guidelines. L. Berger. Aug-98 15174 |(Also RFC2379)
(Obsoletes RFC1603)
25 |IETF Working Group Guidelines and Procedures. S. Bradner. Sep-98 62857 |(Updated by RFC3934)
(Also RFC2418)
Guidelines for Writing an IANA Considerations Section (Updated by RFC3692)
26 in RECs. T. Narten, H. Alvestrand. Oct-98 25092 (Also RFC2434)
Advancement of MIB specifications on the IETF M. O'Dell, H. Alvestrand,
21 Standards Track. B. Wijnen, S. Bradner. Oct-98 13633 |(Also RFC2438)
28 Enhancing TCP Qver Satellite Channels using M. Allman, D. Glover, Jan-99 47857 |(Also RFC2488)
Standard Mechanisms. L. Sanchez.
- . _ (Obsoleted by RFC2939)
29 |Procedure for Defining New DHCP Options. R. Droms. Jan-99 10484 (Also RFC2489)
30 |Anti-Spam Recommendations for SMTP MTAs. G. Lindberg. Feb-99 53597 |(Also RFC2505)
31 |Media Feature Tag Registration Procedure. _I? L'erg?ean’ A Mutz, Mar-99 24892 |(Also RFC2506)
32 |Reserved Top Level DNS Names. o EZ:S(E 3rd Jun-99 | 8008 [(Also RFC2606)
" . L. Daigle, D. van Gulik, (Obsoleted by RFC3406)
33 |URN Namespace Definition Mechanisms. R. lannella, P. Falstrom. Jun-99 26916 (Also RFC2611)
34 Changing the Default for Directed Broadcasts in D. Senie. Aug-99 6820 (Updates RFC1812)

Routers.

(Also RFC2644)




BCP
. . R. Petke, (Obsoleted by RFC4395)
35 |Registration Procedures for URL Scheme Names. | King. Nov-99 19780 (Also REC2717)
gp |Suidelines for Writers of RTP Payload Format ) \1andley, C. Perkins Dec-99 | 24143 |(Also RFC2736)
Specifications.
IANA Allocation Guidelines For Values In the Internet|S. Bradner,
37 Protocol and Related Headers. V. Paxson. Mar-00 18954 |(Also RFC2780)
e . : . (Obsoletes RFC2267)
e e e o . S a0 | 21258 Upcte ty ReCare
POy pooting. . Senie. (Also RFC2827)
. Internet Architecture Board, (Obsoletes RFC1601)
39 |Charter of the Internet Architecture Board (IAB). B. Carpenter, Ed. May-00 15984 (Also RFC2850)
. . R. Bush, D. Karrenberg, (Obsoletes RFC2010)
40 |Root Name Server Operational Requirements. M. Kosters, R, Plzak. Jun-00 21133 (Also RFC2870)
41 | Congestion Control Principles. S. Floyd. Sep-00 43823 |(Also RFC2914)
D. Eastlake 3rd, E.
42 | Domain Name System (DNS) IANA Considerations.  [Brunner-Williams, Sep-00 22454 |(Also RFC2929)
B. Manning.
Procedures and IANA Guidelines for Definition of New (Obsoletes RFC2489)
. R.D . - 13631
43 DHCP Options and Message Types. roms Sep-00 363 (Also RFC2939)
44 |Use of HTTP State Management. K. Moore, N. Freed. Oct-00 18899 |(Also RFC2964)
45 |IETF Discussion List Charter. S. Harris. Nov-00 5682 |(Also RFC3005)
46 Recqmmended Internet Service Provider Security T Killalea. Nov-00 27905 |(Also RFC3013)
Services and Procedures.
47 | Tags for the Identification of Languages. H. Alvestrand. Jan-01 26522 (Obsoletes RFC1766)

(Also RFC3066)
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BCP
48 |End-to-end Performance Implications of Slow Links. S Dayvkms, G. Montenegro, Jul-01 39942 |(Also RFC3150)
M. Kojo, V. Magret.
(Obsoleted by RFC3596)
(Updates RFC2874,
. RFC2772, RFC2766,
49 |Delegation of IP6.ARPA. R. Bush. Aug-01 5727 RFC2553
RFC1886)(Also
RFC3152)
End-to-end Performance Implications of Links with |S. Dawkins, G. Montenegro,
50 Errors. M. Kojo, V. Magret, N. Vaidya. Aug-01 36388 (Also RFC3159)
51 IANA Guidelines for IPv4 Multicast Address Z. Albanna, K. Almeroth, Aug-01 15389 |(Also RFC3171)
Assignments. D. Meyer, M. Schipper.
Management Guidelines & Operational Requirements
52 |for the Address and Routing Parameter Area Domain |G. Huston, Ed.. Sep-01 18097 |(Also RFC3172)
("arpa™).
o D. Meyer, (Obsoletes RFC2770)
53 |GLOP Addressing in 233/8. P. Lothberg, Sep-01 8225 (Also RFC3180)
54 |IETF Guidelines for Conduct. S. Harris. Oct-01 7413 |(Also RFC3184)
55 |Guidelines for Evidence Collection and Archiving. D. Brezinski, T. Killalea. Feb-02 18468 |(Also RFC3227)
56 |On the use of HTTP as a Substrate. K. Moore. Feb-02 34785 |(Also RFC3205)
IANA Considerations for IPv4 Internet Group
57 Management Protocol (IGMP), B. Fenner. Feb-02 6473 |(Also RFC3228)
58 |Defining the IETF. P. Hoffman, S. Bradner. Feb-02 6401 |(Also RFC3233)
A Transient Prefix for Identifying Profiles under
59 |Development by the Working Groups of the Internet |M. Rose. Jul-02 7916 |(Also RFC3349)

Engineering Task Force.




BCP

60 |Inappropriate TCP Resets Considered Harmful. S. Floyd. Aug-02 46748 |(Also RFC3360)
Strong Security Requirements for Internet .

61 Engineering Task Force Standard Protocols. J. Schiller. Aug-02 16411 (Also RFC3365)
Advice to link designers on link Automatic Repeat  |G. Fairhurst,

62 reQuest (ARQ). L Wood. Aug-02 66097 |(Also RFC3366)

63 Session Initiation Protocol for Telephones (SIP-T): A. Vemuri, J. Peterson. Sep-02 49893 |(Also RFC3372)
Context and Architectures.
Internet Assigned Numbers Authority (IANA)

64 |Considerations for the Lightweight Directory Access |K. Zeilenga. Sep-02 45893 |(Also RFC3383)
Protocol (LDAP).
Dynamic Delegation Discovery System (DDDS) Part .

65 Five: URLARPA Assignment Procedures, M. Mealling. Oct-02 19469 |(Also RFC3405)

66 Uniform Resource Names (URN) Namespace L. Daigle, D. van Gulik, Oct-02 43707 (Obsoletes RFC2611)
Definition Mechanisms. R. lannella, P. Faltstrom. (Also RFC3406)

, o A. Mankin, S. Bradner, (Updated by RFC3968,
67 (Cshlg;ge Process for the Session Initiation Protocol R. Mahy, D. Willis, J. Ott, B, Dec-02 26234 |RFC3969)
' Rosen. Also RFC3427)

Layer Two Tunneling Protocol (L2TP) Internet

68 |Assigned Numbers Authority (IANA) Considerations |W. Townsley. Dec-02 9135 |(Also RFC3438)
Update.

L H. Balakrishnan, V.
69 ;(S:Pmerneer:frmance implications of Network Path Padmanabhan, Dec-02 108839 |(Also RFC3449)
y Y. G. Fairhurst, M. Sooriyabandara.
70 Guidelines for the Use of Extensible Markup Language |S. Hollenbeck, M. Rose, Jan-03 64252 |(Also RFC3470)

(XML) within IETF Protocols.

L. Masinter.
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BCP
H. Inamura, Ed., G. Montenegro,
TCP over Second (2.5G) and Third (3G) Generation |Ed.,
n Wireless Networks. R. Ludwig, A. Gurtov, F. Feb-03 61528 |(Also RFC3481)
Khafizov.
7 | Guidelines for Witing RFC Text on Security E. Rescorla, B. Korver. Jul-03 | 110393 |(Also RFC3552)
Considerations.
An IETF URN Sub-namespace for Registered M. Mealling, L. Masinter,
73 Protocol Parameters. T. Hardie, G. Klyne. Jun-03 14815 |(Also RFC3553)
Coexistence between Version 1, Version 2, and . .
74 |Version 3 of the Internet-standard Network R Fr.ye, D. Levi, S. Routhier, Aug-03 115222 (Obsoletes RFC2576)
B. Wijnen. (Also RFC3584)
Management Framework.
. L . A. Johnston, S. Donovan, R.
75 Session Initiation Protocol (SIP) Basic Call Flow Sparks. Dec-03 163159 |(Also RFC3665)
Examples. .
C. Cunningham, K. Summers.
. e . . A. Johnston, S. Donovan, R.
76 Session Initiation Protocol (SIP) Public Switched Sparks. Dec-03 200478 |(Also RFC3666)
Telephone Network (PSTN) Call Flows. .
C. Cunningham, K. Summers.
IETF ISOC Board of Trustee Appointment L. Daigle, Ed.,
" Procedures. Internet Architecture Board. Dec-03 13008 |(Also RFC3677)
(Obsoletes RFC3667)
78 |IETF Rights in Contributions. S. Bradner, Ed.. Mar-01-05 | 43574 |(Updates RFC2026)
(Also RFC3978)
(Obsoletes RFC3668)
79 |Intellectual Property Rights in IETF Technology. S. Bradner, Ed.. Mar-01-05 41366 gUFpg;(t)(;z)RFCZO%,
(Also RFC3979)
80 |Delegation of E.F.F.3.IP6.ARPA. R. Bush, R. Fink. Jan-04 7137 |(Also RFC3681)




BCP
81 |The IETF XML Registry. M. Mealling. Jan-04 17325 |(Also RFC3688)
Assigning Experimental and Testing Numbers B (Updates RFC2434)
82 Considered Useful. T. Narten. Jan-04 15054 (Also RFC3692)
83 A I?ractlc?e for Revoking Posting Rights to IETF M. Rose. Mar-04 15698 |(Also RFC3683)
Mailing Lists.
o . F. Baker, (Updates RFC2827)
84 |Ingress Filtering for Multihomed Networks. P Savola. Mar-04 35942 Also RFC3704)
Best Current Practices for Third Party Call Control |J. Rosenberg, J. Peterson,
85 (3pcce) in the Session Initiation Protocol (SIP). H. Schulzrinne, G. Camarillo. Apr-04 77308 (Also RFC3725)
gg | Determining Strengths For Public Keys Used For |, o0 b Hoffman, Apr-04 | 55939 |(Also RFC3766)
Exchanging Symmetric Keys.
. . F. Le Faucheur, R. Uppili, A.
BT e T e % Vetame a1 | 17475 o mecare
9 9 ' P. Merckx, T. Telkamp.
88 I(ﬁl;l)é)(:onsmeratlons for the Point-to-Point Protocol V. Schryver. Jun-04 6321 |(Also RFC3818)
P. Karn, Ed., C. Bormann, G.
Fairhurst,
89 | Advice for Internet Subnetwork Designers. I\Dﬂ.aﬁ(;(;\s;isman, R Ludwig, J. Jul-04 152174 |(Also RFC3819)
G. Montenegro, J. Touch, L.
Wood.
90 |Registration Procedures for Message Header Fields. '(\s/l'ogzne’ M. Nottingham, J. Sep-04 36231 |(Also RFC3864)
91 |DNS IPv6 Transport Operational Guidelines. A. Durand, J. lhren. Sep-04 10025 |(Also RFC3901)
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BCP
(Updates RFC2026,
92 |The IESG and RFC Editor Documents: Procedures. |H. Alvestrand. Oct-04 17093 |RFC3710)
(Also RFC3932)
93 |A Model for IETF Process Experiments. J. Klensin, S. Dawkins. Nov-04-04 | 14409 |(Also RFC3933)
Updates to RFC 2418 Regarding the Management of (Updates RFC2418)
9 | \ETF Mailing Lists. M. Wasserman. Oct-04 8488 | Also RFC3934)
95 |A Mission Statement for the IETF. H. Alvestrand. Oct-04 16639 |(Also RFC3935)
e . (Updates RFC3209,
96 Procedures for Modifying the Resource reSerVation K. Kompella, J. Lang. Oct-04 15314 |RFC2205)
Protocol (RSVP). (Also RFC3936)
g7 | Clarifying when Standards Track Documents may o g o\ ¢ Narten, Dec-04 | 12251 |(Also RFC3967)
Refer Normatively to Documents at a Lower Level.
The Internet Assigned Number Authority (IANA)
98 |Header Field Parameter Registry for the Session G. Camarillo. Dec-04 20615 EXIps(j)aEQe: szg::; 27)
Initiation Protocol (SIP).
The Internet Assigned Number Authority (IANA)
99 |Uniform Resource Identifier (URI) Parameter Registry |G. Camarillo. Dec-04 12119 E;J\Eia;elf szgg;l 27)
for the Session Initiation Protocol (SIP).
100 E:E’tS'ANA Allocation of Standards Track Code |, o oelia. A Zinin, Feb-22-05 | 13706 |(Also RFC4020)
. . ... |R. Austein, Ed., B. Wijnen, Ed.
Structure of the IETF Administrative Support Activity o L (Also RFC4071,
101 (IASA). E(.jCarpenter, Ed., L. Lynch, Jan-06 55589 RFC4371)
102 IAB Processes for Management of IETF Liaison L. Daigle, Ed., Internet Apr-25-05 18360 |(Also RFC4052)

Relationships.

Architecture Board.




BCP
Procedures for Handling Liaison Statements to and |S. Trowbridge, S. Bradner,
103 from the IETF. F. Baker. Apr-25-05 | 38816 |(Also RFC4053)
104 | Terminology for Describing Internet Connectivity. J. Klensin. May-11-05 | 24522 |(Also RFC4084)
105 Embgddlng Globally-Routable Internet Addresses D. Plonka. Jun-05 22656 |(Also RFCA4085)
Considered Harmful.
, . D. Eastlake, 3rd, J. Schiller, (Obsoletes RFC1750)
106 |Randomness Requirements for Security. S Crocker. Jun-03-05 | 114321 (Also RFC4086)
107 |Guidelines for Cryptographic Key Management. S. Bellovin, R. Housley. Jun-05 14752 |(Also RFC4107)
108 |IP Performance Metrics (IPPM) Metrics Registry. E. Stephan. Aug-05 23074 |(Also RFC4148)
109 |Deprecation of "ip6.int" G. Huston. Aug-05 5353 |(Also RFC4159)
110 | Tunneling Multiplexed Compressed RTP (TCRTP). \I?V.ir'];hompson, T Koren, D. Nov-05 48990 |(Also RFC4170)
11 Guidelines for Authors and Reviewers of MIB C. Heard, Ed. Sep-05 102521 |(Also RFC4181)
Documents.
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m Protection of BGP Sessions via the TCP MD5 Signature Option (RFC2385)

RFC TCP  Extension BGP
TCP TCP RFC1321°

MD5 Digest TCP BGP

BGP
TCP MD5
m Multiprotocol Extensions for BGP-4 (RFC2858')
BGP  IPv4
ID
IPv6 BGP  BGP4+
Multiprotocol Extension IPv6
MPLS VPN MAC

9 The MD5 Message-Digest Algorithm (RFC1321)
http://www.ietf.org/rfc/rfc1321.txt

10 Multiprotocol Extensions for BGP-4 (RFC2858)
http://www.ietf.org/rfc/rfc2858.txt

211



7.3.

AS

7.3.1.

Multi-Origin Prefix

212

2006



7-13

BGFYiew Humber of Routes

ITDIai

Actiyes

Updated Rou

acet ]

e

|

2860888

180008 -

1668888

1468888

1266888 -
16868888
soeea -

5331n0y Jo Jaqunyih

Goeaa -

48088 -

20008 -

T8/F8/900¢
T8/T8/960608
T8/8T/500¢
T8/48/6G868
T8/FB/50086
T8/18/500¢

ﬁ@xmﬁavmmﬂ
=

[1-]
=

T8/£0/6008
T8/10/F6802
Ta/18/ro0c
T8/0T/£602
Ta/in/c008
T8/0,/£602

T8/T8/E50086

57 2806

138z

Thu Jan 26 88

7-13

4

2003

24

12

4

2003

18

1

2006

24

213



7-14

BGFYiew Humber of Updates/Hithdraw

T T T T T
[T
e /@
™
Rk
==
=]
e
x
1 1 1 1 1
w w @ @ @ @
@ @ @ @ @ @
+ + @ @ @ @
) [ =] =] =] =]
o - @ @ @ @
o @ © T ™

SOWT] J0 Jaqunpih

-]

Ta/ra/90088
Ta/Te/90088
Ta/8T/5088
Ta/i8/50088
Ta/Fa/5008
Ta/Te/5008
T8/0T/FB0%,
e
1=}
&
Ta/i8/FonoE
Ta/ra/roeg
Te/1T8/roec
Ta/8T/5088
Ta/La/E008
Te/Fa/50828

T8/T8/5008

57 2806

138z

Thu Jan 26 88

7-141

2003

214



7-15

BGPFYiew Hunber of Routes each prefix length

T T T T T T T T T
== = R IV
e e B N T Y
e e e e e
1 1 1 1 1 1 1 1 1
=~} = -~} -~} = -~} = = = =
=~} = -~} -~} = -~} = = = =
= = = = = = = = = =
= =] =~} o= o= = =] =] =] =]
m =] =) P w 7} - m ] -

5331n0y Jo Jaqunyih

T8/F8/900¢

-1 asT0/9002

T8/8T/500¢

9 18/:8/5802

18/¥/G00E
T8/78/5008
4]
)
18/68T/FB0E
'HC
18/£8/7888
18/¥0/¥B0E
18/718/7008
18/8T/£008

T8/i8/500¢

T8/FB/E006

57 2806

138z

Thu Jan 26 88

7-15

/24

/24

215



Origin AS

AS

7-16

BGPFYiew Hunber of Origin ASes

25688

268888

15668
lee68

SUTATJ0 j0 Jaqunyih

beea -

T8/F8/900¢
T8/T8/960608
T8/8T/G868
T8/i8/500¢
18/F8/5G065
T8/18/500¢

T0,/8T/FAAT,
-

1-]
=

mehm\vmm%
T8/r8/rB0ac
T8/18/FB0BE
T8/8T/E00¢
T8/i8/500¢
T8/FB/E006

T8/18/500¢

197 2006

38

Thu Jan 26 88

7-16 Origin AS

AS

15000

2003

20000

2006

AS

5000

216



AS

7-17

BGFYiew Humber of Routes/AS

-} [y} - [}

5331n0y Jo Jaqunyih

T8/F8/900¢
T8/T8/960608
T8/8T/58086
T8/i8/500¢
18/F8/5G065
T8/1T8/5808¢

T8/8T/Fobg,
)

1=}
=

07207002
Te/r8/raae
T8/T0/F00E
e/a1/£802
Te/i8/c008
Ta/FP0/50028

T8/18/500¢

57 2806

138z

Thu Jan 26 88

7-17 AS

AS

Origin AS

AS

2003

AS

/24

2003

217



7.3.2.

192.168.0.0/16
192.168.1.0/24 192.168.1.0/24 192.168.0.0/16

Prefix

Prefix

7-18

1 Prefix

218



100 440 120 430 140 150 160 170 180 190 200 210 20 230 240 250

20 30 40 80 &0 F0 o 80 90

10

Il

7-18

http://micho.mimora.com/routegraph/

IP

Prefix

/24

192/8

219



7.4.

IP IPv4 32
ICANN?"
7-19

ICANN IANA™

12 Internet Corporation for Assigned Names and Numbers
(http://www.icann.org/)
13 Internet Assigned Numbers Authority

220



[ HANM - Microsall bnlernel Explarer |
riLE EME  ®T0) BRIADE w=lD AR F3
Om-Q-HNE@G Poxshano @ 2-5 8- /Y3

P LA | 4] b vevees e crgs il - L

» [ R - D0eTosblaLs A Fiob -E#?"JJ}- & & -

Goople =
{ About ICANN: St 12 Enuitsh Maane O pomumts " Espaiid
—f Annauncsmants w ﬁ

Internet Corporation For Assigned Names and Numbers

-~

ICANN
L 1L Slte Saarch: E ‘.:lhﬂ‘l.’
DN 5 cotais R332 Curtent lsues |
Cabeqidal

TCANN Posts Revised Setlement Ageemem
ICANN today posted & newly rewsed proposed seb of agresments which, i approved, will gellle 1 EIHDNAGONMTSD
pendrg lilsgalwon wilh VenSsgn. The proposed sgreement documents are being posled for public Doumain B s
comment in order 1o inform 1he Seard’s deliberalions; the ?I'OPEIHIBH setilemeant remaine Sl.lh_lﬂﬂ o W
final appreval er dizappreval of the ICANN Beard

AN Hastings
ICANN lfe
AMA
Meating Notes gl 25 anuary 2004 Yesw mpeisan
LD Applcations
[EETTE
Homimation far Chain of the Technical Panel on Hew Registig Services Progesed Verizion
w ICAMN 1 pheased o anmounce the nomisation of Lyrnan Chapen o the Chan of the Technical ekt
Sanding Pangld for rewew of proposed new regisby semnces, by sccordance wilh the recently S Bl
Lok Emcis, spproved congensus policy adopling 3 process for the implemeraation of proposed new gTLD Process 2005
Conwnilee® BIC. rogisiry senices, the Chae will coordnale the technical evaluation of a propesed registry servce
Caneey along with a Standing Panel of expens Wiellineon Mevig
Qupotiumiflies 26 Sanuery 2005 .
m ICANN Posts GHSO Rupont 1o the Board on a Policy Reconmmzndmion sn Potential
Lonflicts betereen Whebs Dhligotions and Haticnal Laws )
| Feanenescial £ PR ——y T Hing Tambee
& | B

© 2006 Internet Corporation For Assigned Names and Numbers

7-19 ICANN
IANA /8 IP IP 8
(Regional Internet Registry :
RIR)
RIR ARIN(American Registry for Internet

Numbers) RIPE NCC(Réseaux IP Européens Network Coordination Center) APNIC(Asia
Pacific Network Information Center) LACNIC(Latin American and Caribbean Network
Information Center) AfriNIC(African Network Information Center) RIR

221



7-20

IANA  RIR

I IANA [

B S ) BEoENce ) Faenic | I tEeNic B e ]
|

JPNIC

NIR
LIR ‘ i?ﬁi%%%i
‘ ISP HISPE | 1P
IrUI IEUI IrUI
7-20
IANA RIR
Local Internet Registry ISP
IP
APNIC LACNIC
Registry) JPNIC
NIR RIR

222

RIR: Regional Internet Registry
(gt 2 —pv L RARY)
NIR: National Internet Registry
(ERlA 22—y TRAM))

mﬂ— LIR: Lacal Intemnet Registry

(A=A A =Ry kLT AR
EU: T Fa—4

LIR

NIR(National Internet
NIR



7.4.2. 1P

RIR

RIR

IETF RFC2050"

(1)

ISP

(2)

IPv4

14 INTERNET REGISTRY IP ALLOCATION GUIDELINE (RFC2050)
http://www.ietf.org/rfc/rfc2050.txt

223



(3)

RFC
RFC2050 RIR
7.4.3. 1P
1990
NIC ”"The NIC” SRI-NIC nic.ddn.mil
The NIC
NIC
NIC The NIC NIC
The NIC
IP NIC
IP CIDR
1992 4 RIPE Réseaux IP Européens NCC
Network Coordination Center 1993 4 The NIC InterNIC

InterNIC NIC

224



NIC

RIPE NCC

1993 1 APCCIRN Asia-Pacific
Coordinating Committee for International Research Networking
NIC APNIC
APCCIRN
NIC APNIC
1993 8 APCCIRN
1993 9 1994 6
1984 1988 1989 1991 1992 1993
oy RO — D7 R R
‘ JNIC J
‘ JPNIC
Y JUNET3g3Z Y RIPE NCCRR
) *The NICHilnterNICIC
Y WIDEZ0 7R 2
Y APCCIRNAfi
APNICER LN
7-21 IR
APNIC 7-20
NIC
3 NIC National Internet
Registry

APNIC NIC 7-20 National

225



Internet Registry JPNIC  APNIC

e

226

JPNIC APNIC JPNIC
10 / APNIC
APNIC
AfriNIC
LACNIC RIR 7-22
LACNIC ARIN
AfriNIC RIPENCC
ARIN ARIN  LACNIC
RIPE NCC RIPE NCC AfriNIC
3RIR{FH) SRIR{H
(" N EmmEssl [ InteNIC
InterNIC (FRARIN)
(IRARIN) d
— LACNIC
<
HBithizk 13 3
Ll gk RIPE NCC
RIPE NCC > <
— AfriNIC
N / )
4 ™ " ™
APNIC APNIC
/ N J
7-22 RIR 5RIR
1984 JUNET JUNET
UUCP



1988 WIDE
1989

JNIC 1991

7-21

7.4.4.

JPNIC

1993

APNIC

227

JNIC

RIR

JPNIC

APNIC



/20

/21 /21

gL iR 20 7

. FA70% 7

EGd 570 7% ", F5.

2070« 700RAIFEEHNSNTIVEL,

T2 =% ENOLEHAR

FRHEDREY TSN DN TFANAREENCKEG 72047
BA42—2 v FCILEF B ENFEINTIIE.

7-23

RFC2050  APNIC

7-23

JPNIC
ISP /20

JPNIC APNIC

/21

APNIC

228
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7.6.

IRR

IRR IRR
IRR IRR
IRR
IRR

7.6.1. IRR

IRR Merit University of Southern
California Information Sciences Institute(ISI) Cisco Systems University of Michigan
Routing Arbiter Project( RA )

RA Route Server Network Management System Routing Arbiter
Database(RADB) Routing Engineering Team 4
RA NAPY NAP BGP Peer
Route Server Peer Route Server BGP
Route Server

BGP Peer
RADB IRR
RADB RIPE-181 RIPE-181
RIPE NCC 1980
NSFNET PRDB(Policy Routing
Database) PRDB RADB RIPE-181 1995
17 NAP(Network Access Point) 1X( )
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IRR RIPE-181
1999 6 RFC2622' RPSL (Routing Policy Specification Language)

Merit IRR
RPSL

IRR RA

NAP ISP IRR 1999 IRR
RADB RIPE Cable &
Wireless MCI ANS CAnet 5 RADB
Merit 1999 RADB
IRRd IRR
IRR 7-33

18 Routing Policy Specification Language (RPSL) (RFC2622)
http://www.ietf.org/rfc/rfc2622.txt
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Routing Policy Specification Language (RPSL). We hope that other members of the IRR
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o PKI IP AS
[RFC3280]

e SOBGP

o S-BGP

soBGP S-BGP Origin AS IP AS PATH

SsoBGP BGP S-BGP BGP

1 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile (RFC3280)
http://www.ietf.org/rfc/rfc3280.txt

278



9.1. RFC3779

[RFC37792] PKI X.509v3 [RFC3280]
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IP IP
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RFC BGP
IP
AS IRR
9.1.1.IP
IP extniD

iso(1).identified-organization(3).dod(6).internet(1).security(5).mechanisms(5).pkix(7).id-p
e(1).id-pe-ipAddrBlocks(7) = 1.3.6.1.5.5.7.1.7

2 X.509 Extensions for IP Address and AS Identifiers (RFC3779)
http://www.ietf.org/rfc/rfc3280.txt
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D|1|2|3 4|5|6|7 8|9|0|1 2|3|4|5 6|7|8|9 Dll 2|3|
IPv4 2 1000[0001| [ooo0ojooo0o0| 0100|011 :
LI el Ll el Ll h]

v | 8[1)[0]0][4]4]]

ASN.1BER
Type Len Unused Bits
(0[3flof4J[o]2][8]1][0[0]|[4]34]
TBITSTRING 4
Bit
9-1 IPv4
- |Pv4/IPv6 5
Unicast/Multicast IP
IP 9-2
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Extension 20

exmio [06] [08] [20]06][01]05[05]07[01]07]
e [02] [01] [F]
v [04H 1T

enasions [301] OF
ILAddrBlockS od
ety i 104][03]|[00[01]|01]

AddressPrefix 129.0.86/22 |03||04||02||81|00|44|
l l l

9-2 IPv4

9.1.2. AS

AS extnlD
iso(1).identified-organization(3).dod(6).internet(1).security(5).mechanisms(5).pkix(7).id-p
e(1).id-pe-autonomousSyslds(8) = 1.3.6.1.5.5.7.1.8

AS 2
AS AS AS AS
e AS 135
. AS AS min 3000, max 3999
9-3 AS 6434 AS 9-4
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10 AS 6434
[T T [T TP T
AS 2 0oo01{1001f [oo1o0fo010
HEEEEN RN
16 1 9 2 2
ASN.1BER
Type Len Integer
0 2 0| 2 1 9 2 2
INTEGER
9-3 AS
AS —

Extension 19

exno (06| 08| [2b|06/01[05]05[07]01|08|

\
Critical |Ol| |Ol| | ff |
\

ExtmValue Oa
|

ASldentifiers 08

l

asnum m 06

ASIdOrRanges 04

ASId: AS6434 | 02 | | 02 | | 19 | 22 |
l

9-4 AS
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9.2. soBGP

soBGP

IP
9.2.1. soBGP
soBGP
soBGP
AS
9.2.1.1. BGP
soBGP
[RFC28427
BGP
BGP BGP Type Code
soBGP
soBGP

soBGP
JPIRR
BGP
AS IP
AS
BGP[RFC4271]

capability code

BGP

3 Capabilities Advertisement with BGP-4 (RFC2842)

http://www.ietf.org/rfc/rfc2842.txt
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BGP - soBGP
BGP BGP (
) SoBGP
9-5
0 1 2 3
0123 4567 8 9012 34516 78 901234516 789 01
crrerrrrrrrrr ettt e
Type Length
EEEEEEEEEEEEEEEE NN
crrerrrrrrrrrr ettt e
Value - o ar a» a» a» a»
HEEEEEEEEEEEEEN
9-5
Type Value Length  Value
TLV Type,Length,Value TLV
Value SECURITY Option Request Cluster List

1 SECURITY Option

BGP
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BGP

SECURITY Option TLV 9-6
0 1 2 3
0123 456 7 8 9012 3456 78 901234516 789 01
crrrrrrerrrrrrrp et
TLV Type=1 Length=2
L e e e e
crrrrrerrrrrrrrrrrr et e
Options

9-6 SECURITY Option TLV

Option
Bit0 (NLRI) -
NLRI
Routing Information Base(RIB)
Bitl Bit2

Bitl
Bit2

Bitl Bit2 iBGP
eBGP
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2 Request TLV

Request TLV
Request TLV 9-7
0 1 2 3
012 3 45678 9012345867 8 9 012345%6 7389 01
crrrrrrrrrrrrrrp et
TLV Type=2 Length
| |
| |
Request Type Length
|
Request Indicator SubTV - aov e a» a» a» e
BERRRERRRRRERRE
Request Type Length
HEEEEEEEEEEEEN
EERRRERRRRRRRR
Request Indicator SubTV - aos o a» a» a» e
HEEEEEEEE NN

9-7 Request TLV

Request TLV Request Indicator Request Type
¢ Request Indicator EntityCerts
e Request Indicator ASPolicyCerts
e Request Indicator PrefixPolicyCerts

¢ Request Indicator
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Request Indicator /Origin AS /AS
AS IPv4 IPv6

3 Cluster List TLV

Cluster List TLV Refrect(iBGP Route Refection
) ClusterID Reflect BGP
ID
Cluster List TLV 9-8
0 1 2 3
0123 4567 8 9012 34516 7 890123456 789 01
crrrrrrrrrrrrrp e rrrrr
TLV Type=2 Length
|
Cluster ID #0
|
Cluster ID #n - aov ar avr a» a» e
EEEEEEEEEEEEEE

9-8 Clister List TLV

BGP Refection BGP BGP
ClusterList TLV
Cluster List ID
ID ClusterList TLV
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9.2.1.2. soBGP

soBGP (PKI)

[RFC3280]

SoBGP (EntityCert ) Verisign RIR AS

3
EntityCert PrivateKey
CRL

9.2.1.3. soBGP

SoBGP Entity Certificate(EntityCert) Authorization

Certificate(AuthCert) Policy Certificate(PolicyCert)

o EntityCert —» AS

e AuthCert - AS IP (Origin)
e PolicyCert — ASPolicyCert PrefixPolicyCert AS
IP

1 EntityCert

EntityCert AS (PublicKey)
AS (PublicKey) EntityCert AS
(PrivateKey)
EntityCert [RFC3280] AS [RFC3779]

288



[RFC3279 * ]

shalwithRSAENcryption
EntityCert EntityCert AS
PublicKey/PrivateKey AS EntityCert CSR

EntityCert CSR

EntityCert CSR
EntityCert CSR EntityCert
EntityCert  AS

AS EntityCert [RFC3280]
EntityCert
AS EntityCert PrivateKey
SsoBGP EntityCert

CertificateSerialNumber IssuerAltName

EntityCert

4 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (RFC3279)
http://www.ietf.org/rfc/rfc2842.txt
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e AS

e sSOBGP BGP

AS EntityCert -

EntityCert (

EntityCert

EntityCert [RFC3280]
CRL
EntityCert AS PublicKey AS

PublicKey

EntityCert(RootEntityCert)

RootEntityCert

RootEntityCert

RootEntityCert ( )

IANA/RIR/LIR
EntityCert soBGP
RootEntityCert

EntityCert 9-9
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BGP

EntityCert EntityCert EntityCert Table
-A -A M AS-B, PublicKey -B
AS -A AS -A AS-C, PublicKey -C \

A A AS-D, PublicKey -D
o B _ \\
EntityCert

P AS-B N\
-8
AS  -B
B AS-B ‘

A AS-D, Publickey -D

EntityCert EntityCert Table M
R
e |_AS-ABUblcitey 5>+
-A AS-B, Publickey -B //J

AS  -A Py AS-C, Publickey -C ‘ \

EntityCert ‘ [
AS-B
-C
AS _-C
C AS-C
/
EntityCert EntityCert Table
GAlE s e =
A AS-B, Publickey -B > |
A -A AS-C, PublicKey -C \
A | AS-D, Publickey -D
EntityCert
AS-D
-D
AS -D
D AS-D EntityCert

9-9  EntityCert

EntityCert
(CRL)
ASPolicyCert( )

CRL EntityCert EntityCert

PublicKey/PrivateKey
EntityCert AuthCert PolicyCert

EntityCert(PrivateKey/PublicKey ) EntityCert

2 AuthCert

201



AuthCert

AuthCert
[RFC3279]
TLV

EntityCert PublicKey

TLV

AuthCert

AS

AS

TLV

AS

AuthCert(PrefixPolicyCert)

Origin IP
IP
AS RIR
TLV
AuthCert

PrivateKey IP

9-10
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)

IP
IP /
TLV
TLV
AuthCert

PrefixPolicyCert



BGP
AuthCert Prefix Policy Cert _I
AS-B P Table =
AS-A AS-B (Origin AS) AS-B, IP Block-B, Palicy
AS-B (Origin AS) AS-C, IP Block-C, Policy
EntityCert URL AS-D, IP Block-D, Policy \ 3 / N
EntityCert URL AuthCert AS-B EntityCert Table \
AS URL | oAy —T
P -B AS-A AS-B, PublicKey -B
AS-A AS-C, Publickey -C
AS-D, Publickey -D
AS-B ‘
AuthCert Prefix Policy Cert n M
AS-C - P Table
AS-A AS-C (Origin AS) AS-B. IP Block-B, Poicy_[ ¢~ >
AS-C (Origin AS) AS-C, IP Block-C, Policy { \ J
EntityCert URL AS-D, IP Block-D, Policy | g
EntityCert URL AuthCert AS-C EntityCert Table |
s w i 7o i
P -C AS-A AS-B, PublicKey -B
AS-A AS-C, PublicKey -C
AS-D, PublicKey -D
AS-C y
/
AuthCert Prefix Policy Cert
AS-D " P Table K ‘ ‘
AS-A AS-D (Origin AS) AS-B, IP Block-B, Policy \m / I
AS-D (Origin AS) AS-C, IP Block-C, Policy \ \/
EntityCert URL AS-D, IP Block-D, Policy
EntityCert URL AuthCert AS-D EntityCert Table
AS URL AS-A(
P -D AS-A AS-B, Publickey -B
AS-A AS-C, PublicKey -C
AS-D ot PrefixPolicy Cert

9-10 AuthCert

AuthCert
EntityCert
AuthCert

AuthCert
Address Prefix TLV

AuthCert
EntityCert
2
AuthCert

EntityCert
AuthCert
EntityCert
PublicKey AuthCert
Prefix
AuthCert

IP

Validation List Uniform Resource Locator

)

Authorization Certificate Validity List
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Authorized Originator TLV

EntityCert

AuthCert
AS

Authorizing AS
ASPolicyCert(



AuthCert 9-11

0 1 2 3
0123456 7890123456 789012345¢67282901
crrrrrrprrrrrrrp et
Cert. Marker Type ID Length
EEEEEEEEEEEEEEEEE NN
crrerrrrrrrr ettt e
TLVs - o ar av a» a» a»

9-11 AuthCert

Cert. Marker SsoBGP 162 (0xa2)
Type Id AuthCert 1
Length TLV
TLV Authorizing AS Authorized Originator Serial Number
Authorizing AS EntityCert Uniform Resource Locator Authorizing AS
Validation List Uniform Resource Locator  Address Prefix Signature
Authorizing AS TLV IP AS
Authorizing AS TLV 9-12
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=1 Length=4

AN
crrrrrrrrrrrrrr et
Autonomous System = AS
IR,
9-12 Authorizing AS TLV
Authorized Originator TLV IP IP
AS
Authorized Originator TLV 9-13
0 1 2 3

0123 45678 9012 345¢6 789012345256 718901

TLV Type=2 Length=4

ENEEEEEEE NN
crrrrrerrrrrr ettt e e e
Autonomous System = AS

IR

9-13 Authorized Originator

Serial Number TLV IP

Serial Number TLV 9-14
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0 1

2 3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=3

Length=4

Serial Number

9-14 Serial Number TLV

Authorizing AS EntityCert Uniform Resource Locator TLV IP
EntityCert URL

TLV AuthCert

EntityCert

Authorizing AS EntityCert Uniform Resource Locator TLV

9-15

0 1 2 3
0123456789012 345¢6789012345¢678901
e rrrrrrrp et
TLV Type=4 Length = URL

L e
crrrrrrrrrrrrr et e
URL - aov ar av a» a» a»

9-15 Authorizing AS EntityCert Uniform Resource Lcator TLV

Authorizing AS Validation List Uniform Resource Locator TLV

IP

(ASPolicyCert ) TLV
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Authorizing AS Validation List Uniform Resource Locator TLV

9-16

0 1 2 3
0123 456 7 8 9012 3456 7 8 9 012 34546 7 89 01
et rerrrrrprrrrrr e rrrrrr
TLV Type=5 Length = URL

Lo et et
crrrrrrrrrrr ettt e rrrrr ey
URL - aor ar o o o e

9-16 Authorizing AS Validation List Uniform Resource Locator TLV

Address Prefix TLV IP IP
Address Family Identifier [IANA-AFI"]
Subsequent AFI [IANA-SAFI] NLRI Data
[RFC2858] IP
Address Prefix TLV 9-17
0 1 2 3
0123 45678 9012345¢6 738 9 012345%6 738901
crrrrrrrrrrrrrrp et
TLV Type=14 Length=TLV
Address Family Identifier RESERVED Subsequent AFI
NLRI Data - o ar av a» a» a»
EEEEEEEEEEEEEE

9-17 Address Prefix TLV

5 http://www.iana.org/assignments/address-family-numbers
6 http://www.iana.org/assignments/safi-namespace
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Signature TLV ~ AuthCert Signature Type

Signature Type = 1 [RFC3279] shalwithRSAEnNcryption

Number of Issuers

Number of Issuers>1 EntityCert  PublicKey
2 EntityCert PrivateKey
AuthCert
Entity Certificate Issuer Autonomous System AS
Entity Certificate Serial Number EntityCert

Signature  Signature Type

Signature TLV 9-18
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type = 65535 Length = TLV

Signature Type Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

Signature - ar av a» a» e &

9-18 Signature TLV

3 PrefixPolicyCert

PrefixPolicyCert IP AS PATH
Origin AS IP
Origin AS AuthCert
PrefixPolicyCert CSR IP Origin AS
PrefixPolicyCert TLV TLV [RFC3279]
TLV TLV
TLV PrefixPolicyCert

PrivateKey  IP AS
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EntityCert PublicKey

PrefixPolicyCert 2
PrefixPolicyCert  AuthCert PrefixPolicyCert
PrefixPolicyCert AuthCert
EntityCert
EntityCert PrefixPolicyCert
EntityCert EntityCert
EntityCert PublicKey
AuthCert IP PrefixPolicyCert
PrefixPolicyCert ( ) 2
EntityCert
PrefixPolicyCert ASPolicyCert( ) Prefix Policy
Certificate Validity List TLV TLV

PrefixPolicyCert

PrefixPolicyCert 9-19
0 1 2 3
0123456 7890123456 789012345¢67282901
crrerrrprrrrrr ettt e
Cert. Marker Type ID Length
EEEEEEEEEEEEEEEEE NN
crrerrrrrrrr ettt e
TLVs -aoe o ar a» a» a»

9-19 PrefixPolicyCert

Cert. Marker SoBGP 162 (0xa2) Type
Id PrefixPolicyCert 2
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Length TLV
TLV Originating Autonomous System Serial Number Serial
Number  Authorizing AS EntityCert Uniform Resource Locator  AuthCert
Policies  SubTVs Signature

Originating Autonomous System TLV  Origin AS

Originating Autonomous System TLV 9-20

0 1 2 3
012 3 4567 8 90123456738 90123 45©6 789 01

TLV Type=1 Length =4

Originating Autonomous System

9-20 Originating Autonomous System TLV

Serial Number TLV PrefixPolicyCert

Serial Number TLV 9-21
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0 1

0123 45678 9012 345¢6 789012345256 718901

2 3

TLV Type=2

Length=4

Serial Number

9-21 Serial Number TLV

Authorizing AS EntityCerts Uniform Resource Locator TLV

TLV PrefixPolicyCert

IP
URL
EntityCert

EntityCert

Authorizing AS EntityCerts Uniform Resource Locator TLV

9-22

0 1

0123 45678 9012 345¢6 7 89012345256 718901

2 3

TLV Type=3

Length = URL

9-22 Authorizing AS EntityCerts Uniform Resource Locator TLV

AuthCert TLV AuthCert

IP

AuthCert TLV

PrefixPolicyCert
AuthCert

9-23
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1

2 3

0123 45678 9012 345¢6 7 89012345256 718901

crrrrrrrrrrrrrrp e
TLV Type=4 Length = AuthCert TLV
AN
crrrrrrrrrrrrrrrrrr e
AuthCert TLV - o av a» a» a» a»
NN
9-23 AuthCert TLV
Policies TLV AuthCert IP
Option
SubTv( )
Policies TLV 9-24
0 1 2 3
0123 4567 8 9012 34516 7 8901234586 789 01
crrrrrrrrrrrrrrp et
TLV Type=5 Length =
e e e e e
crrrrrrrrrrrrrrpr ettt e
Options SubTVs - a» a»
L e el
9-24 Policies TLV
Options Bit0 AS PATH
Bitl ASPATH 2
AS AS
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SubTVs AuthCert IP

TV Type
3
SubTVs 9-25
0 1

012 3 456 7 8 9 012 3456 7 89

2 3
01 2 3 456 78901

TV Type Data e a» a»
Lt ety
9-25 SubTVs
TV Type 1 AuthCert IP Data
AS AS PATH TV Type 2
AuthCert IP Data
AS AS PATH TV Type Data
AuthCert IP Prefix

Signature TLV PrefixPolicyCert

Signature Type
Signature Type = 1

[RFC3279] shalwithRSAENcryption

Number of Issuers
Number of Issuers > 1

PrefixPolicyCert
Autonomous System

Serial Number
Signature  Signature Type

Signature TLV 9-26
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EntityCert PublicKey
EntityCert
Entity Certificate Issuer
AS Entity Certificate
EntityCert



0 1

2

3

0123 45678 9012345¢%6 789 012345¢%6 718901

TLV Type = 65535

Length=TLV

Signature Type

Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

9-26 Signature TLV

4 ASPolicyCert

ASPolicyCert AS
AS
Certificate Validity List

ASPolicyCert TLV

AS

TLV

TLV

ASPolicyCert

PrivateKey AS EntityCert PublicKey

ASPolicyCert  Origin AS
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Signature - o ar a»r ar a» a»

Authorization

[RFC3279]
TLV TLV

PrivateKey



ASPolicyCert TLV

TLV
9-27

ﬁ ™ BGP
AS Policy Cert Aﬁ
AS-C( AS) AS-B 1
EntityCert CRL — 4
AS-B (Origin AS) A
AuthCert
-01-B
PrefixCert EntityCert  URL ¢ Fw\ I" N
Ai:o;cy(:ert R EntityCert Table \
- AS-A, PublicKey-A T
AS.PATH Map AS-B, Publickey-B
= | AS-C(Publickey=C> N
AuthCert
AS.B m—— ! \
‘[ AS Policy Cert Aﬂ "/
AS-B( AS) AS-C
ASDC A9 AS-C (Origin AS) \m
EntityCert CRL o1C
:ruTc:rt EntityCert  URL ¢ ‘k
ks ert‘ EntityCert Table &
ASPolicyCert URL AS—A, Publickey—A I 7'
— AS_PATH Maj AS-BPublickey B>
AuthCe}t L | AS-C, Publickey-C
AS-C PrefixCert ! AS_D@ /
VA
//
AS Policy Cert 4
AS-C( AS) AS-D "
Aut:;:cen = AS-D (Origin AS) ¢ Mr/
-01-D
PrefixCert 7
- EntityCert URL N
ASPolicyCert URL EntityCert Table
AS-D 'S
AS-A, PublicKey-A I
AS_PATH Map | :z:z%‘?\
AuthCert - )
AS-D PrefixCert ! DO bt ASPolicy Cert
9-27 ASPolicyCert
ASPolicyCert EntityCert
EntityCert ASPolicyCert
EntityCert EntityCert PublicKey
ASPolicyCert EntityCert CRL
ASPolicyCert AS Validation List
ASPolicyCert
ASPolicyCert EntityCert

AS
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ASPolicyCert ASPolicyCert

ASPolicyCert 9-28
0 1 2 3
0123 456 7 8 9012 3456 78 9012345867389 01
crrerrrprrrrrr ettt e
Cert. Marker Type ID Length
EEEEEEN NN,
crrerrrrrrrr ettt e
TLVs - aov av a» a» a» a»

9-28 ASPolicyCert

Cert. Marker SoBGP 162 (0xa2) Type
ID ASPolicyCert 3
Length TLV
TLV Originating Autonomous System  Serial Number  Authorizing

AS EntityCert Uniform Resource Locator Attached Transit Autonomous
Systems Attached Non-transit Autonomous Systems Revoked Entity
Certificate List ~ Authorization Certificate Validity List(With Validity Ranges)
Prefix Policy Certificate Validity List(With Validity Ranges) = Most Recent AS
Policy Certificate Uniform Resource Locator Signature

Originating Autonomous System TLV  Origin AS

Originating Autonomous System TLV 9-29
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0 1 2 3
012 3 45678 9012 345¢6 789012345256 718901

TLV Type=1 Length=4

Originating Autonomous System

9-29 Originating Autonomous System TLV

Serial Number TLV

Serial Number TLV 9-30

0 1 2 3
012 3 4567 8 90123456738 90123 45©6 789 01

TLV Type=2 Length=4

Serial Number

9-30 Serial Number TLV

Authorizing AS EntityCert Uniform Resource Locator TLV
EntityCert URL TLV ASPolicyCert
EntityCert
TLV

Authorizing AS EntityCert Uniform Resource Locator TLV
9-31
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0 1 2 3
012345678 9012345¢6789012345¢678901
crrrrrrrrrrrrrrp et
TLV Type=3 Length = URL

HEEEEE NN
crrrrrrrrrrrrr et
URL - aosv ar av a» & a»

9-31 Authorizing AS EntityCert Uniform Resource Locator TLV

Attached Transit Autonomous Systems TLV

AS AS
TLV Address Family
Identifier [IANA-AFI] Subsequent AFI [IANA-SAFI]
Autonomous Systems
AS
Attached Transit Autonomous Systems TLV 9-32
0 1 2 3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=4

Length =

Address Family Identifier

RESERVED Subsequent AFI

Autonomous Systems

9-32 Attached Transit Autonomous Systems TLV

Attached Non-transit Autonomous Systems TLV

AS

309

AS



TLV
Family Identifier [IANA-AFI]

[IANA-SAFI] Autonomous Systems

AS

Attached Non-transit Autonomous Systems TLV

0 1

2

Address
Subsequent AFI

9-33

3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=5

Length =

Address Family Identifier

RESERV

ED

Subsequent AFI

Autonomous Systems

9-33 Attached Non-transit Autonomous Systems TLV

Revoked Entity Certificate List TLV

[RFC3280]

Revoked Entity Certificat List TLV
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=6 Length =

Entity Certificate Revocation List eu» e» e» o» e a» e

9-34 Revoked Entity Certificat List TLV

Authorization Certificate Validity List TLV Origin AS
AuthCert Validity Ranges SubTV
AuthCert

Authorization Certificate Validity List TLV 9-35
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0 1 2 3
0123 45678 9012 345¢6 789012345256 718901

TLV Type=7 Length =

Validity Ranges - o as av a» a» e

9-35 Authorization Certificate Validity List TLV

Validity Ranges SubTV
SubTV Type Size of Range
Lowest Authorization Serial Number

SubTV  Prefix Policy Certificate Validity List TLV

Validity Ranges SubTV 9-36

0 1 2 3
012 3 4567 8 90123456738 90123 45%6 738901

SubTV Type Size of Range

Lowest Authorization Serial Number

9-36 Validity Ranges SubTV

Prefix Policy Certificate Validity List TLV Origin AS
PrefixPolicyCert Validity Ranges SubTV
PrefixPolicyCert
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Prefix Policy Certificate Validity List TLV

0 1
01 2 3 456 7 890123475

9-37

2 3

6 7 8 9 01 2 3 456 7 8 9 01

TLV Type=8

Length =

Validity Ranges

9-37 Prefix Policy Certificate Validity List TLV

Most Recent AS Policy Certificate Uniform Resource Locator TLV

Origin AS

Most Recent AS Policy Certificate
9-38

0 1
01 2 3 456 7 8 90123475

ASPolicyCert

URL

Uniform Resource Locator TLV

2 3

6 7 8 9 012 3 456 7 8 9 01

TLV Type=9

Length =

9-38 Most Recent AS Policy Certificate Uniform Resource Locator TLV

Signature TLV ASPolicyCert
1
[RFC3279]
Number of Issuers

EntityCert
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Signature Type
Signature Type = 1

shalwithRSAEnNcryption

Number of Issuers > 1
PublicKey




2 EntityCert ASPolicyCert
Entity Certificate Issuer Autonomous System  Origin AS  AS
Entity Certificate Serial Number Origin AS  EntityCert
Signature  Signature Type

Signature TLV 9-39

0 1 2 3
0123 456 78 9 012 3452%6 789 012 3452%6 738901

TLV Type = 65535 Length=TLV

Signature Type Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

Signature e> e av v a» e =

9-39 Signature TLV

9-40
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EntityCert 1
EntityCert Root CA Cert
| | Root CA | | Root CA
?——fSignatur | f——fSignature
IP AS \
EntityCert
[ As | | 1P Block
e — Signature
P AS \ Y \
EntityCert AuthCert ' PrefixPolicyCert
| | | As | AS | 1P Biock | AS | AuthCert |
e Signature Signature Signature
ASPalicyCert
AS |
Signature
9-40
9.2.1.4.
9-40 Signature
3 CA 3
CA 3 CA
EntityCert soBGP soBGP
Root
9.2.1.5. soBGP
soBGP 9-41
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BGP Peer

soBGP
9-41 soBGP
soBGP EntityCert( RootEntityCert )
3 CA
{Serial AS PublicKey}

BGP Peer Capability

Security
Option Checkpoint BGP Routing
Table Checkpoint
Routing Table Routing Table
BGP Routing Table Checkpoint Routing Table
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RIB
Routing Table
Routing Table

Routing Table

EntityCert PrefixPolicyCert ASPolicyCert

Cert
Checkpoint

Checkpoint
AS AS
PrefixPolicyCert
Prefix

9.2.2. 1P

JPNIC

JPNIC

soBGP

PrivateKey
SoBGP
PrivateKey

BGP Peer

PrefixPolicyCert  ASPolicyCert

ASPolicyCert AS
AS PATH
Prefix Length Origin AS
JPIRR
IP JPIRR  soBGP
JPNIC IP AS
IP
JPIRR
PrivateKey
AS
AS PrivateKey
SsoBGP
PrivateKey
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PrivateKey

9.2.2.1. soBGP

9-40
JPNIC

9.2.2.2.

JPNIC

EntityCert
Routing

AS soBGP
JPIRR

Routing
TLV

(IP
TLV  Secure

JPIRR
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soBGP

soBGP

TLV

AS

PrivateKey

AS

Routing
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9-42
2nd Level CA
JPNIC
HTTP
IP
JPIRR P
I P
SSL/TLS
Routing P P
AS
9-42
IP
IP JPNIC JPNIC
IP AS CSR
(EntityCert) TLV  (AuthCert, PrefixPolicyCert)
IP

IP JPNIC
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AS AS TLV

IP
JPIRR
3 AS
AS AS
AS CSR(EntityCert) IP
TLV  (AuthCert, PrefixPolicyCert, ASPolicyCert)
AS
JPIRR
4 AS
AS AS AS
CSR (EntityCert) TLV  (AuthCert, PrefixPolicyCert)
9.2.2.3. soBGP
EntityCert (RootEntityCert)
RootEntityCert RIR
JPNIC  RootEntityCert 3
JPNIC JPNIC IP
RootEntityCert JPNIC RootEntityCert
PublicKey/PrivateKey [RFC3280] CSR AS
[RFC3779] CSR PublicKey
JPNIC IP PrivateKey (RootEntityCert)
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AS RootEntityCert JPNIC IP

CA RootEntityCert
RootEntityCert SubjectAltName AS PublicKey
SoBGP
9.2.24. AS EntityCert
AS PublicKey/PrivateKey EntityCert CSR
IP IP
CSR
CSR IP PrivateKey
AS EntityCert
RootEntityCert
EntityCert SubjectAltName
PublicKey
EntityCert RootEntityCert
2
PrivateKey  AS AS
EntityCert 9-43
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SOBGP

AS

EntityCert EntityCert
PrivateKey CSR

EntityCert

EntityCert

EntityCert
AS P
JPNIC P
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
NO™~_OK?
YE! EntityCert CSR
EntityCert
EntityCert
EntityCert
EntityCert
P
P

EntityCert

EntityCert

EntityCert
EntityCert

v v ) J ) J y Y

9.225. AS

AS
AuthCert TLV
IP

IP

9-43 EntityCert

PrefixPolicyCert

AS

TLV

JPNIC

AuthCert

TLV

AS
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TLV
IP TLV
TLV
TLV
PrefixPolicyCert
PrefixPolicyCert TLV

EntityCert



RootEntityCert AuthCert AuthCert
PrefixPolicy TLV
AuthCert(AC)TLV & PrefixPolicyCert(PP)TLV 9-44
AuthACSert(AC)TLV & PrefixPolicyCert(PP)TLV »
ACEPP LV CSR ACEPP TLV CSR
C&PP TLV CSR oK
J— ACEPP TLV AC&PP TLV
o O AC&PP TLV
==
AC&PP TLV
(V Y Y ) J Y Y )
9-44 AuthCert(AC)TLV & PrefixPolicyCert(PP)TLV
9.2.26. AS ASPolicyCert
AS ASPolicyCert TLV TLV
AS AS
ASPolicyCert
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TLV

AS policy(AP)TLV

SOBGP AS

AP TLV CSR

[ ]

AC&PP TLV

AP

AP

EntityCert ASPolicy
9-45
AS Policy AP) TLV .
JPNIC P
AP TLV
AP TLV
CSR
AP TLV.
AP TLV
NO AP TLV
OK?
YES
AP TLV
AP TLV
AP
-]
A A A4 A4 Y Y

9-45 AS policy(AP)TLV

RootEntityCert EntityCert PrefixPolicyCert ASPolicyCert
BGP Update Checkpoint
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9.2.2.7. EntityCert

CRL EntityCert EntityCert
URL CRL EntityCert

9.2.2.8. PrefixPolicy AuthCert

PrefixPolicy  AuthCert ASPolicyCert
Validity List PrefixPolicy
9.2.3.
soBGP  TLV URL
SoBGP
S-BGP
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9.3. S-BGP

JPNIC IP

9.3.1. S-BGP

S-BGP

BGP Path Attribute

S-BGP

S-BGP

S-BGP BGP
IPsec

S-BGP 9-46

RA

BGP
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Router-A
P AS-A (ﬁ\

AS-A

P Address-A
Router-A
P
P ress L BGP Update
ASB 1 AS PATHAS-A
Address-B Address-A
Router-B l
as-c RA AS-A+
Address-C ’
B ress Routor-C AS-A Rputer-A

Address-A
Router-A
ASB
Address-B
Router-B

AS-B

ASC
Address-C
Router-C

[W\

AS-B

AS-B
Address-B

BGP Update

Router-B
e 1 — ASPATH:
Address-A AS-A, AS-B
Router-A Address-A
AS-C
Address-C RA AS-A*
Router-C RA AS-B+

AS-B

\\

Router-C

AS-C
Address-C
Router-C

9-46 S-BGP

9.3.1.1. BGP Path Attribute

BGP Update 4096 Path Attribute

S-BGP

Path Attribute Route Attestations( ) Address Attestations( )

BGP Path Attribue 9-47
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Encoding of Attestations

BGP | Addr Pref. of Rtes Path Dest. Addr
UPDATE Header | Being Withdrawn | Pattributes | Pref.(NLRI)

Path Attribute Attribute Route + Address
for Attestations Header Attestations
Attestation:| Attestation ssuer | Cert ID Signed | Algorithm ID
Route or Address Header Info & Signature
. , Exp | AS Path NLRI
Signed Info Subject Date Info * e

*explicit in the aggregation case

9-47 BGP Path Attribue

Address Route Attestation 9-48
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0 1 2 3
0123 45678 901234567 89012345¢6 78901
(I)blt ERERRRRRER
jec
Type Length
RERRRRRRERRRRE
Signer (variable length) - ar ar a0 a» e e
R
Signature (variable length) - ar ar o» a» e e
R

Expiry (length = 8 for RAs, 6 for AAs) - aor ar a» e

Signed

ExplicitPA (variable length) - o ar on a» a» e
RERERRRRRRRRRRR
Target (variable length) - o es o0 a» o =
HEEEEEEEEEEE NN
9-48 Address Route Attestation
Part Code+Length Code 4 Length 12
16 ( )

Part Code Length 9-49
0 1 2 3

01234567 8 9012345678 9012345¢%6 728901

Part
Code Length

9-49 Part Code Length
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1 Object Type

Attestation(RA)

14

0

Object Type

Code

1

9-50

Code 8

Route

Address Attestation(AA) Code
Extract File Authenticator

2

3

0123 456 789012 345%6 789 012 345%6 718901

(I)bllt BERRRRRERE
jec
Type Length
EEEEEEEEEEEEE
9-50 Object Type
2 Signer
SignerData +2 AFI
SignerData AFI
Signer 9-51
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Code
[IANA-AFI]

SignerLength



0 1 2 3
0123 456 78 9 012 345%6 789 012 345%6 718901

cerprerrrrrrrrrp et

0 0 01| SignerLength AFI

SignerData

- AS Number&IPv4 is 4 Octet

- IPv6 is 18 Octet

- Textual DNS NameﬁN octets, not NIL terminated))

9-51 Signer
3 Signature
SignerData Code 2 SignatureLength
Signature Algorithm ID(SigAlgID)
[TANA-SAN] 3(DSA/SHAL[RFC2536" DSA SHA-1])
Keyld SignerData
Keyld

SubjectKeyldentifier CoverageLen CoverageMask

Object Type AA CoverageLen 0 Object Type
RA CoverageMask PATH

Signature  SigAlgID

Signature 9-52

7 DSA KEYs and SIGs in the Domain Name System (DNS) (RFC2536)
http://www.ietf.org/rfc/rfc2536.txt
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0

1

2

3

0123 456 78 9012 345%6 789 012 345%6 718901

0010

crrrrrrrr e

SignatureLength AFI

KeyID

CoveragenLen CoverageMask (variable length)

(40 octets for DSA signature ...)
(20 octets of DSA R)
(20 octets of DSA S)

SignatureBytes

0

9-52 Signature

1

2

3

0123 456 789 012 345%6 789 012 3452%6 718901

7?7710

00?2?2?200?20000°7?

0: NLRI or MP_REACH_NLRI; 1: ORIGIN; 2: AS PATH,;
6: ATOMIC AGGREGATE; 7: AGGREGATOR,; 8: COMMUNITIES
11: DPA,; 16: EXTENDED COMMUNITY; ... (others to be defined)

9-53 CoverageMask

4 Expiry
Code
Object Type AA 4 RA
Day RA
A Route
Expiry 9-54
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6
A
RASC

Year
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Month



0 1 2 3
012 3 456 7 8 901234546 7 8 9012345%6 78901
BR IEIIILIIthIIIII RERERRERERRERE
xpiryLeng
0011 (AA=4, RA=6) Year
Ll
Month Day
0000159 00[°°%00000
Al RASC (RAs Only)
L]
9-54 Expiry
5 ExplicitPA
AS IP
IP Path Attribute
Path Attribute Code 4 ExplicitPALength
ExplicitPA 9-55
0 1 2 3

0123 456 78 9012 345%6 78901234586 78901

010 0| ExplicitPALength

ExplicitPAs (variable length)
- sequence of path attributes

9-55 ExplicitPA
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IP Prefix IP

AddressFamilylndicator [IANA-AFI] SAFI
[IANA-SAFI][RFC2858] RA MaxPrefixLen 0
AA IP
Prefix Prefix IP
IP
Prefix Encoding 9-56
0 1 2 3
012 3 456 78 9012 3456 7 8 9 012 3456 789 01
crrrrreprrrrrrrp et
110E0O00O0O0| TypeCodeO Length :Extended Length
Address Family Indicator SAFI MaxPrefixLen
Prefix Length Prefix (other PrefixLength/Prefix pairs) - e a»
NN

9-56 Prefix Encoding

(1) Target
RA AS PATH AS AA
IP Origin AS Code 5 TargetLength
AFl AS 18 [IANA-AFI]
AS
Target Part 9-57
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0 1 2 3

012 3 456 7 8 90123456 78 9012345%6 78901
crerrerrrrrrrrrp ettt

0 101 TargetlLength AFI =18 (AS number)
e e e e e e
crrrrrrrrrrrrrrr ettt e
AS Numbers - as ar ap a» e =

9-57 Target Part

9.3.1.2. S-BGP

S-BGP (PKI)

RFC3280 (
)
S-BGP IANA Root AS
IANA
IANA

9.3.1.3. S-BGP

S-BGP CA RouterID-CA

Address Attestations Route Attestation 4

1 Address Attestations

Address Attestations Origin AS IP
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Address Attestations [RFC3280]
[RFC3779] AS IP
[IANA-SAN?] (SHA-1/DSA)
CA  PrivateKey

2 Route Attestation

Route Attestation AS PATH AS
Route Attestations BGP Path Attribute  Object Type=3
[IANA-SAN] (SHA-1/DSA)
RouterID-CA  PrivateKey Signature
Path Attribute BGP Update Next
Hop AS
AS AS PATH AS RA
AS RA
AS PATH
Origin AS IP AA
2

8 SIG (0) ALGORITHM NUMBERS
http://www.iana.org/assignments/sig-alg-numbers
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3 RouterID-CA

RouterID-CA RA
AS PATH AS
AS AS PATH
RouterID-CA
AS AS PATH
RouterID-CA [RFC3280]
[RFC3779] AS
[IANA-SAN] (SHA-1/DSA)
PrivateKey
4
CA AS
CSR
CA RFC3280
RFC3779 AS IP
[IANA-SAN] (SHA-1/DSA)

CA  PrivateKey
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5
9-58
IANA ps 1
Root CA IP/AS
| RootCA L AS P Block
—r Signature Signature
RIR 1
RIR CA IP/AS
| ca — AS IP Block
—T Signatur Signaturg
LIR 1
LIRCA L IP/AS
| ca — AS IP Block
e Signature Signaturg
-
CA Address attestations
| | As | 1P Block |- AS IPBlock | |
Signature T signature
Router|D-CA #1 Route attestations
| | | AS | RouteriD#1l [ AS | Router|D#1
T Signaturé Signaturg
RouterlD-CA # Route attestations
| | | AS | RouterlD# [ AS | Router|D#
I T Signaturg Signature
9-58
9.3.1.4.
Signature
IANA CA
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9.3.1.5. S-BGP

S-BGP

9-59

BGP Peer S-BGP

IPSec

S-BGP
Path Attribute

BGP
Routing
Table

Public Key
Database

S-BGP
Policy Database

9-59 S-BGP
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S-BGP (CRL)

CRL 3 Database
Originating AS Database Database =~ Address Attestations
Origin AS IP Prefix
Public Key Database Database
AS PublicKey
S-BGP Policy Database Database AS
3
S-BGP
IPsec-ESP [RFC2406°
BGP Route Attestation BGP
Update AS AS PATH RA
Path Attribute AS AS BGP Update
RA
Origin AS IP Prefix BGP Update Origin AS IP

Prefix ~ Address Attestations

9.3.2. IP JPIRR

JPNIC IP JPIRR  S-BGP

IP JPNIC IP AS

9 |IP Encapsulating Security Payload (ESP) (RFC2406)
http://www.ietf.org/rfc/rfc2536.txt
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S-BGP

PrivateKey
S-BGP
PrivateKey

PrivateKey

9.3.2.1. S-BGP

JPNIC

9-58
JPNIC

9.3.2.2.

JPNIC IP

Secure

AS S-BGP

JPIRR JPIRR
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PrivateKey

AS
AS PrivateKey
S-BGP
PrivateKey
S-BGP
PrivateKey
IP AS
S-BGP
AS
RA



Routing

TLV

9-60

2nd Level CA

9-60

S-BGP
CA
RouterID-CA#n , Address Attestations
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IP JPNIC JPNIC

AS

IP AS CSR (
)
IP JPNIC
AS AS
JPIRR

AS AS
AS CSR IP

CSR AS

JPIRR
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AS AS AS
CSR
9.3.2.3. S-BGP
AS ( )
IANA/RIR JPNIC
IANA/RIR JPNIC JPNIC IP
9.3.24. AS
AS PublicKey/PrivateKey CSR IP
IP IP
CSR IP
CSR IP PrivateKey
AS
PrivateKey ~ AS AS
9-61
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AS
S-BGP AS

CSR
PrivateKey

JPNIC

CSR

OK?

9-61

9.3.2.5. Address Attestations (AAS)

AS JPNIC
AA CSR

AS

Address Attestations(AA)

AS

345

9-62

AS

CSR




" Address Attestations AA)
S-BGP AS JPNIC
AA

AACSR

AA CSR

AA

AA

9-62 Address Attestations(AA)

9.3.2.6. Route Attestations (RAS)

AS PublicKey/PrivateKey
AS
PrivateKey AS RA
RA
AS RA
Route Attestations(RA) 9-63
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RA CSR AS
AS CSR
AS
RA



AS A
S-BGP

Route Attestations RA)

RA

‘ RA }‘ RA CSR

AA CSR

RA

JPNIC

RA

RA

RA

9-63 Route Attestations(RA)

9.3.2.7.

CRL
CRL

BGP Update
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RA
Checkpoint
URL
CRL
AS



9.4.

IP IP
IRR IRR
soBGP/S-BGP

IP IRR
IRR

soBGP/S-BGP
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BGP-4
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10

10.

JPNIC
10.1.
S-BGP
2005
17 JANOG
ISP

S-BGP
10.4.2

S-BGP

S-BGP

JPNIC

1041

JPNIC
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10

10.2.

JPNIC

IP

JPNIC NIR National Internet Registry

IP IP
IP
IP
JPNIC IRR
104.1
10.3.
S-BGP  soBGP
2006
2005

ISP

351

BGP



10

10.4. 2005

2005
ISP
10.4.1.
2006 2 JPNIC
JPNIC
1P AS
authorization AS
17 JANOG
ISP
ISP
(@]
[ ]
[ )
° AS
[ )
[ ]
JPNIC
JPNIC
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10

o Up-to-date

oprefix filter

prefix filter IP IP
ISP
AS path filter IP
prefix filter
ISP prefix filter

o prefix filter AS path filter
e AS path filter Origin AS IP

AS

IP

o
IP
IP
RADB IP
ISP
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10

AS

AS

e Web

RPSL

oJPNIC

1P

ISP

AS IP

ISP
1P AS
AS
1 AS
BGP
IP IP
AS
Web
Web
AS IRR
IP
Web
IP
JPNIC IP
JPNIC IP
AS
1P
IP
JPNIC APNIC

http://www.boeing.jp/businessunits/j_cbb.html
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10

o IRR

. IRR
[ ]
[ )
> JPIRR route server 2
> JPIRR
>
10.4.2.
JPNIC
2005 JPNIC IRR
2005
(@]
2 BGP
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10

ISP
(@]
[ )
e Secure BGP
e Secure BGP
(@]

10-1
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10

10-1

2006

Secure BGP Project (S-BGP)
http://www.ir.bbn.com/sbgp/

soBGP
ftp://ftp-eng.cisco.com/sobgp/index.html

S-BGP/soBGP (Interdomain Routing Security Workshop)
http://www.bugest.net/irs/docs_20041015/1.soBGP_vs_S-BGP_byTOYAMA.pdf

9 JPNIC
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10

. ISP IX
ISP
e APNIC RIR
APNIC IP
2006 3 2006
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ISP

ISP

ISP
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11

11.

3

IETF

IETF

2004 IP
2004
IP
Web
ID
Web
PKI Public-Key Infrastructure
PKI
IETF
Internet Engineering Task Force
PKI BCP Best Current Practice
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11

PKI
PKIX WG
PKI BCP

IETF

WG SIDR Secure Inter-Domain
Routing WG
S-BGP soBGP

PKI WG

PKI IETF
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JPNIC

JPNIC
BGP

BGP-4

ISP

S-BGP
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Category: Standards Track K. Seo
BBN Technologies
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1P AS X.509
Internet Official Standard (STD 1)

Copyright (C) Internet Society (2004).
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IP
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2.1.1. 0L e e e
2.1.2. 1P L e e e e e e e e e e
2.2, e e e e e e e e e e e e e e e e e e e e e e e e
2.2.1. OID. - . . L e e e e e e e e e e e e e e e e e e e e
2.2.2. e e e e e e e e e e e e e e e e e e e e e e
2
2.2.3.1 IPAddrBlocks. . - - . . . o o . oo Lo oo oo e oo
2.2.3.2 IPAddressFamily . . . . . . . . . . . . . o .. ..o .o ...
2.2.3.3 addressFamily. . . . . . . . . L L L L . L ..o i e e e
2.2.3.4 ipAddressChoice IPAddressChoice . . . . . . . . . . ..
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2.2.3.8. addressPrefix IPAddress. . . . . . . . . . ... ..
2.2.3.9. addressRange IPAddressRange . . . . . . . . . . ..
2.3. 1P e e e e e e e
e
e
e
3.2.1. OID. &« . e e e e e e e e e e e e e e e e e e e e
3.2.20 e e e e e e e e e e e e e e e e e
T
3.2.3.1 ASldentifiers . . . . . . . . . L L Lo ool o oo
3.2.3.2 asnum rdi ASldentifierChoice . . . . . . . . . . ..
3.2.3.3 inherit. . . . . . . . . oL Lol e e e e e e e
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ISP) IP
AS Secure BGP
[S-BGP]
2 3 (MUST)
2
2
3
(
)
1.1.
X.509 (CRL)
[RFC3280] [RFC791]
6(1Pv6) [RFC3513] IP
[RFC2050]
- ([RFC2050] )
- ([RFC2050] )
Lynn, et al. Standards Track [Page 3]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
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(AS) -1 1

1 - DER [X.690]

1P v4 - . 4 0 255 32
10.5.0.5 IPv4

IP v6 - 8 0 ffff 16 128
2001:0:200:3:0:0:0:1 1Pv6 :0:
2001:0:200:3::1
([RFC3513] )

/ 10.5.0.0/16

2001:0:200:3:0:0:0:0/64( 2001:0:200:3::/64)

10.5/16
2001:0:200:3/64

(RIR) - IP AS
1ANA AFriNIC APNIC ARIN LACNIC
RIPE NCC
- 1P
AS
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Lynn, et al. Standards Track
RFC 3779 X.509 Extensions for IP Addr and AS ID
- DER 2
[X.690]
MUST MUST NOT
SHALL SHALL NOT
SHOULD NOT RECOMMENDED
OPTIONAL [RFC2119]
2. IP
IP
2.1.
IP 1ANA RIR
IANA IP RIR
(1SP) ISP
RIR
1P
( [RFC2050]
)
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REQUIRED

SHOULD

RIR

MAY

RIR
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IP IP
IP
1P
1
1 IP
BGP UPDATE
[RFC1771]
[S-BGP]
2.1.1. IP
1P 1Pv4 IPv6 2
IPv4 . 4 0 255
32 10.5.0.5 IPv4
Lynn, et al. Standards Track [Page 5]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
1Pv6 : 8 0 ffff 16
128 2001:0:200:3:0:0:0:1 IPv6 IPv6
0 0
2 ¢::"M
2001:0:200:3::1
27k
10.5.0.0 10.5.1.255 512 1Pv4 23
')
10.5.0.0/23 2"(32-23) =279 2001:0:200:0:0:0:0:0
2001:0:3fFfF: FFff: FFFF - FFFF. FEFF FAFF(27°89 )
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2001:0:200:0:0:0:0:0/39

2001:0:200::/39

1Pv4
10.5.0/23 1Pv6 2001:0:200/39
IP IP
DER ASN.1
DER (0x03)
( [X.690]
1
(IP
IPv4
32 10.5.0.4 DER
0x0a 0x05 0x00 0x04
1 0x00 DER
0x03 0x05 0x00 O0Ox0a 0x05 0x00 0x04
10.5.0/23 DER
0x03 0x04 0x01 0Ox0a 0x05 0x00
Lynn, et al. Standards Track [Page 6]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
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1
1 1 (DER
(MUST))
1PVv6 2001:0:200:3:0:0:0:1 DER

0x03 0x11 0x00 0x20 0x01 0x00 0x00 0x02 0x00 0x00 0x03
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x01

2001:0:200/39 1
DER
0x03 0x06 0x01 0x20 0x01 0X00 0X00 0X02
2.1.2. 1P
1P
1 DER
(MUST)
10.5.0/23 10.5.0.0 10.5.1.255
16 16
DER

0x03 0x03 0x00 0x0a 0x05
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DER
0x03 0x04 0x01 0Ox0a 0x05 0x00
Lynn, et al. Standards Track [Page 7]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
2001:0:200/39 (2001:0:200::) DER-
0x03 0x06 0x01 0x20 0x01 0x00 0x00 0x02
(2001:0: 3ff- FFFF. FEFf: FFFF: FFFF- FFFF) 90 1
38
0x03 0x06 0x02 0x20 0x01 0x00 0x00 0x00
IP
1 1 DER
(MUST)
0x03 0x01 0x00
IP
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10.64/12  DER

0x03 0x03 0x04 0Ox0a 0x40

10.64.0/20 DER

0x03 0x04 0x04 0Ox0a 0x40 0x00

2.2.
2.2.1. 0OID
0ID id-pe-ipAddrBlocks
id-pe-ipAddrBlocks OBJECT IDENTIFIER ::= { id-pe 7 }
[RFC3280]
id-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7) }
id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
Lynn, et al. Standards Track [Page 8]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
2.2.2.
(SHOULD)
IP CA
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2.2.3.

id-pe-ipAddrBlocks

IPAddrBlocks

IPAddressFamily

addressFamily

(MUST)

OBJECT IDENTIFIER ::= { id-pe 7 }

SEQUENCE OF IPAddressFamily

SEQUENCE {  -- AFI & SAFI --
OCTET STRING (SIZE (2..3)),

ipAddressChoice IPAddressChoice }
IPAddressChoice CHOICE {
inherit NULL, -- --
addressesOrRanges SEQUENCE OF IPAddressOrRange }
IPAddressOrRange CHOICE {
addressPrefix IPAddress,
addressRange IPAddressRange }
IPAddressRange SEQUENCE {
min IPAddress,
max IPAddress }
IPAddress BIT STRING
2.2.3.1. IPAddrBlocks
IPAddrBlocks IPAddressFamily
2.2.3.2. IPAddressFamily
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IPAddressFamily addressFamily ipAddressChoice
Lynn, et al. Standards Track [Page 9]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
2.2.3.3. addressFamily

addressFamily (AFD)

1 (SAFD)
AF1 SAFI L1ANA-AFI]
[1ANA-SAFI]
AF1 SAFI
IPAddrBlocks AF1/SAFI IPAddressFamily
(MUST NOT)
AF1  SAFI IPAddressFamily 1
(MUST) addressFamily
(MUST) ( ) SAFI addressFamily
SAFI (MUST) IPv4  IPv6
1Pv4 1Pv6

(MUST)(IPv4 AFl 0001 IPv6 AFl 0002 )
2.2.3.4. ipAddressChoice IPAddressChoice

ipAddressChoice IPAddressChoice IpAddressChoice
inherit addressesOrRanges CHOICE
2.2.3.5. inherit

IPAddressChoice CHOICE inherit AFI

SAFI IP addressesOrRanges



RFC3779

IPAddressChoice
2.2.3.6. addressesOrRanges
addressesOrRanges IPAddressOrRange
addressPrefix addressRange
(MUST)
< 1P > | < >
" (a.b.c.d | IPv4
s:tiuiviw:x:y:z | IPv6 ) DER
2 addressPrefix
Lynn, et al. Standards Track [Page 10]
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IP | DER

10.32.0.0 | 12 03 03 04 Oa 20
10.64.0.0 | 16 03 03 00 Oa 40

32 64 10.32.0.0/12
10.64.0.0/16 (MUST) DER
IPAddressOrRange choice (MUST NOT)
(MUST)
2.2.3.7. IPAddressOrRange



IPAddressOrRange addressPrefix(IP
addressRange (IP ) CHOICE
( ) (MUST)
IPAddressRange(2
(MUST)
LET N =
IF
AND 1
THEN N IP
ELSE IPAddressRange
2.2.3.8. addressPrefix IPAddress
addressPrefix IPAddress IPAddress
( ON (1Pv4 32-N
) 1 IP
1Pv4 10.64/12 10.64.0.0 10.79.255.255

10.64.0.0 10.95.255.255
2001:0:2::

1P
DER

Lynn, et al.

RFC 3779

DER

IPv6

2001:0:2: FEFF-FEFF-TEFF-FIFF-TFF

Standards Track

X.509 Extensions for IP Addr and AS ID

2001:0:2/48

RFC3779

IPAddress

(MUST)
(MUST)

1Pv6 128-N

10.64/11
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(MUST)

128.0.0.0
143.255 255 255

1000 0000.0000 0000.0000 0000.0000 0000
1000 1111.1111 1111.1111 1111.1111 1111
= 1000

= 0x03 0x02 0x04 0x80

2.2.3.9. addressRange IPAddressRange
addressRange IPAddressRange IPAddressRange (
min) ( max) IP IP
IPAddressRange
( 1P )
IPAddressRange
( IP ) 1
1
129.64.0.0 = 1000 0001.0100 0000.0000 0000.0000 0000

to 143.255.255.255 1000 1111.1111 1111.1111 1111.1111 1111

= 1000 0001.01

= 1000
= {
min 0x03 0x03 0x06 0x81 0x40
max 0x03 0x02 0x04 0x80
}
IP IP
1 1 (MUST)



2.3. IP
IP
IP

IP IP IP

(MUST)
Lynn, et al. Standards Track
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IP
IP

(MUST)

3.
(AS)
AS
3.1.
AS 1ANA RIR
IANA  AS RIR RIR
AS
AS AS
AS
AS
1
1

RFC3779

(MUST)
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AS
AS AS
AS
[RFC1930]
3.2.
3.2.1. 0ID
oID id-pe-autonomousSyslds
id-pe-autonomousSyslds OBJECT IDENTIFIER ::= { id-pe 8 }

[RFC3280]

id-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7) }

id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }

Lynn, et al. Standards Track [Page 13]
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3.2.2.
(SHOULD)
AS CA
(MUST)



3.2.3.

id-pe-autonomousSyslds

ASldentifiers = SEQUENCE {
asnum [0] EXPLICIT ASldentifierChoice OPTIONAL,
rdi [1] EXPLICIT ASldentifierChoice OPTIONAL}
ASldentifierChoice ::= CHOICE {
inherit NULL, -- --
asldsOrRanges SEQUENCE OF ASIdOrRange }
AS1dOrRange = CHOICE {
id ASld,
range ASRange }
ASRange = SEQUENCE {
min ASId,
max ASId }
ASId = INTEGER
3.2.3.1. ASldentifiers
ASldentifiers 1
(asnum ) (rdi )
ASldentifiers asnum
(MUST) AS BGP
IDRP [RFC1142]
3.2.3.2. asnum  rdi ASldentifierChoice
asnum rdi ASldentifierChoice
ASldentifierChoice inherit asldsOrRanges CHOICE

OBJECT IDENTIFIER ::= { id-pe 8 }

RFC3779

(AS

rdi



RFC3779

Lynn, et al. Standards Track [Page 14]
RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004
3.2.3.3. inherit

ASldentifierChoice inherit

asldsOrRanges ASldentifierChoice
AS
asnum/rdi ASldentifiers
(MUST NOT)
3.2.3.4. asldsOrRanges
asldsOrRanges ASl1dOrRange asldsOrRanges
(MUST NOT) AS
(MUST) asldsOrRanges
AS (MUST)
3.2.3.5. AS1dOrRange
ASl1dOrRange (ASId) (ASRange) CHOICE
3.2.3.6. id
id ASId
3.2.3.7. range
range ASRange
3.2.3.8. ASRange



ASRange min max AS
3.2.3.9. min max
min max ASld min
max AS
3.2.3.10. ASld
ASId INTEGER
Lynn, et al. Standards Track
RFC 3779 X.509 Extensions for IP Addr and AS ID
3.3.
AS
(MUST)
(MUST)
(MUST) AS

RFC3779

AS
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2 X.509 X.509
IP AS
BGP [S-BGP]
BGP
( )
IP AS
PKI
5.
Charles Gardiner Russ Housley James Manger Jim Schaad
Lynn, et al. Standards Track [Page 16]
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A -- ASN.1
PKI IP AS
ASN.1

IPAddrAndASCertExtn { iso(l) identified-organization(3) dod(6)
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internet(l) security(5) mechanisms(5) pkix(7) mod(0)
id-mod-ip-addr-and-as-ident(30) }
DEFINITIONS EXPLICIT TAGS ::=

BEGIN
-- Copyright (C) (2004)--
--  ASN.1 RFC 3779 --
-- RFC --
IMPORTS
-- PKIX 0ID --

id-pe FROM PKIX1Explicit88 { iso(l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit(18) };

1P oID --

id-pe-ipAddrBlocks OBJECT IDENTIFIER ::= { id-pe 7 }

— 1P -

IPAddrBlocks 1 2= SEQUENCE OF IPAddressFamily

IPAddressFamily 1= SEQUENCE { -- AFI SAFI --
addressFamily OCTET STRING (SIZE (2..3)),
ipAddressChoice IPAddressChoice }

IPAddressChoice ::= CHOICE {
inherit NULL, -- --

addressesOrRanges SEQUENCE OF IPAddressOrRange }

IPAddressOrRange ::= CHOICE {
addressPrefix IPAddress,
addressRange IPAddressRange }
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IPAddressRange SEQUENCE {
min IPAddress,
max IPAddress }
IPAddress BIT STRING
Lynn, et al. Standards Track [Page 17]
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-- oID --

id-pe-autonomousSyslds

ASldentifiers
asnum

rdi

ASldentifierChoice

inherit

asldsOrRanges

AS1dOrRange
id

range

ASRange
min

max

OBJECT IDENTIFIER ::= { id-pe 8 }

SEQUENCE {
[0] ASldentifierChoice OPTIONAL,
[1] ASldentifierChoice OPTIONAL }

CHOICE {
NULL, -- --
SEQUENCE OF ASIdOrRange }

CHOICE {
ASld,
ASRange }

SEQUENCE {
ASId,
ASId }
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ASId 2= INTEGER
END
B - 1IP
1Pv4 X.509 v3
1) 10.0.32/20 10.0.32.0 10.0.47.255
2) 10.0.64/24 10.0.64.0 10.0.64.255
3) 10.1/16 10.1.0.0  10.1.255.255
4) 10.2.48/20 10.2.48.0 10.2.63.255
5) 10.2.64/24 10.2.64.0 10.2.64.255
6) 10.3/16 10.3.0.0  10.3.255.255
7 1Pv6
(16 ):
30 46 Extension {
06 08 2b06010505070107 extnlD 1.3.6.1.5.5.7.1.7
01 01 ff critical
04 37 extnValue {
30 35 IPAddrBlocks {
30 2b IPAddressFamily {
04 03 0001 01 addressFamily: IPv4 Unicast
ipAddressChoice
30 24 addressesOrRanges {
Lynn, et al. Standards Track [Page 18]
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03

03

03

30

03

30 06
04 02

05 00

04 04 0a0020

04 00 0a0040

03 00 0a01

Oc

03 04 04 0a0230
03 04 00 0a0240

03 00 0a03

0002

IPAddressOrRange
addressPrefix10.0.32/20
IPAddressOrRange
addressPrefix10.0.64/24
IPAddressOrRange
addressPrefix 10.1/16
IPAddressOrRange
addressRange {

min 10.2.48.0

max 10.2.64.255

} --addressRange
IPAddressOrRange
addressPrefix 10.3/16

} -- addressesOrRanges

} -- IPAddressFamily

IPAddressFamily {

addressFamily: IPv6

ipAddressChoice

inherit from issuer

} -- IPAddressFamily

} -- IPAddrBlocks

} —- extnValue

} -- Extension

4

(MUST)

2 )
®
©))
(MUST)
10.2.48.0 10.2.64.255
(MUST) (



)
+ max 6
( 1
( min
) (MUST)  (DER
(MUST))
Lynn, et al. Standards Track
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+ 4 5 SEQUENCE
6 (03)

6 (MUST)
+ IPv4 (0001) IPv6

IPv6 (MUST)
1Pv6 2001:0:2/48 1Pv4 10/8

1Pv4
(16 ):
30 3d Extension {

06 08 2b06010505070107 extnlD

01 01 ff critical

04 2e extnValue {

30 2¢ IPAddrBlocks {
30 10 IPAddressFamily {

04 03 0001 01
ipAddressChoice
30 09

(0002)

addressesOrRanges {

RFC3779

) min

4
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1.3.6.1.5.5.7.1.7

addressFamily: IPv4 Unicast
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IPAddressOrRange
03 02 00 Oa addressPrefix

IPAddressOrRange
03 03 04 b010 addressPrefix

10/8

172.16/12

} -- addressesOrRanges

} -- IPAddressFamily

30 07 IPAddressFamily {
04 03 0001 02 addressFamily: IPv4 Multicast
ipAddressChoice
05 00 inherit from issuer

} -- IPAddressFamily

30 Of IPAddressFamily {
04 02 0002 addressFamily: IPv6
ipAddressChoice
30 09 addressesOrRanges {
IPAddressOrRange

03 07 00 200100000002 addressPrefix 2001:0:2/47

} -- addressesOrRanges
} -- IPAddressFamily

} -- IPAddrBlocks
} —- extnValue

} -- Extension

Lynn, et al. Standards Track
RFC 3779 X.509 Extensions for IP Addr and AS ID
C -- AS

AS 135 3000 3999 5001
16 )

30 2b Extension {
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06 08 2b06010505070108

01 01 ff
04 1c
30 la
a0 14

30

al 02

05

D -- X.509

(RIR)

AS
AS

IP

extnlD 1.3.6.1.5.5.7.1.8
critical
extnValue {
ASldentifiers {
asnum
ASldentifierChoice
12 asldsOrRanges {
AS1dOrRange
ASId
AS1dOrRange
ASRange {

min

02 02 0087

30 08
02 02 0bb8
02 02 0f9f max
} —- ASRange
AS1dOrRange
02 02 1389 Asid
} —- asldsOrRanges
} -- asnum
rdi {
ASldentifierChoice
inherit from issuer
} —- rdi
} —- ASldentifiers

} -- extnValue

00

} -- Extension

([RFC3281]

AC)

RIR

RFC3779

AS

IP
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RIR
RIR
Lynn, et al. Standards Track
RFC 3779 X.509 Extensions for IP Addr and AS ID
AS
RFC 3281 1
AC 2
PKC
PKC 2
PKC
PKC
PKC
AC
( )
IP AS
PKC
2
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(PKC)

(AC)

PKC

PKC

CA



2
Lynn, et al. Standards
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RFC 3281
S-BGP
1 1 AC
( ) AC
1ANA RIR  RIR ISP
IP
AC
2 4.2.9
(VAY)
3 4.5 AC

AS IP
Track
IP Addr and AS ID

ISP DSP

4.3

AC
AC

PKC

RFC3779
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(MUST
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NOT) AC CA
AC AC
CA AC
PKC AC
CA AC PKC
2
2
RFC 3281 AC AC
AC  AC
AC (NOC) AC ( RIR
Lynn, et al. Standards Track
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AC
AC
4 5 4_AC (
(MUST)
IP
AC
(NOC) NOC
PK1
AC

PKC
PKC

PKI

CRL

NOC)

AC
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PKC AC
AC

[1ANA-AFI] http://www.iana.org/assignments/address-family-numbers.

[1ANA-SAFI] http://www.iana.org/assignments/safi-namespace.
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[RFC3280] Housley, R., Polk, W., Ford, W. and D. Solo, "Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile", RFC 3280,
April 2002.

[X.690] ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998,
"Information Technology - ASN.1 Encoding Rules:
Specification of Basic Encoding Rules (BER), Canonical
Encoding Rules (CER) and Distinguished Encoding Rules
(DER)".
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