


2.1
2.1.1
7bit ASCII
ASCII DNS
(M17n: Multilingualization) 118n: Internationalization
2.1.2
IETF
2003 3 7 RFC
IDNA RFC3490
NAMEPREP RFC3491
ASCII Punycode
RFC3492 RFC

STRINGPREP(RFC3454)
STRINGPREP  Unicode
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NAMEPREP

STRINGPREP STRINGPREP
RFC
DNS
DNS
7bit ASCII 7bit ASCII
7bit ASCII

ACE ASCII Compatible Encoding

ACE DNS
DNS
TLD
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ACE

2.13

STRINGPREP

(1) IDNA RFC3490 27

ASCII

IDNA(Internationalizing Domain Name in Application)

IDNA
NAMEPREP DNS
Punycode ASCII

IDNA

27 RFC3490
http!//www.ietf.org/rfc/rfc3490.txt
http//www.jdna.jp/survey/rfc/rfc3490j.html
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(2) NAMEPREP RF(C3491 28

STRINGPREP RFC3454
NAMEPREP

(3) STRINGPREP RF(C3454 29

Unicode

(4) Punycode RFC3492 30

28 RFC3491
http://www.ietf.org/rfc/rfc3491.txt
http!//www.jdna.jp/survey/rfc/rfc3491j.html
29 RFC3454
http//www.ietf.org/rfc/rfc3454.txt
http://www.jdna.jp/survey/rfc/rfc3454j. html
30 RFC3492
http!//lwww.ietf.org/rfc/rfc3492.txt
http//www.jdna.jp/survey/rfc/rfc3492j.html

STRINGPREP
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Unicode ASCII
Punycode

ACE ASCII Compatible Encoding
RACE Row-based ACE

RACE AMC-ACE-Z (Adam M Costello 26
)
AMC-ACE-Z Punycode
RACE bq--
EXAMPLE.com/bq--3bs6kzzmrkpdbsjq4eykimhtkqgqgaziapaagcadnabyaa3aamu.
com Punycode Xn-- EXAMPLE.com/

xn--example-6q4fyliikhk162btq3b2zd4y20.com

2.1.4
IETF 2003 3 7 IDNA
RFC3490 NAMEPREP RFC3491 Punycode RFC3492 3 RFC

3 RFC

ASCII

e.g. e.g.
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ccTLD gTLD

IDN-admin
ICANN
2.1.5 IDN-admin 3
JET Joint Engineering Team JP KR CN TW NIC
IETF
2004 4 14 RFC3743 Internationalized
Domain Names Registration and Administration Guideline for Chinese, Japanese and
Korean IDN-admin IDN-admin
IDN-admin
CJK
(a) IDN 1
IDN Unicode
IDN
IDN 1
31 RFC3743

http//www.ietf.org/rfc/rfc3743.txt
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IDN

(b) IDN

()

(@

(e) IDN

IDN-admin
IDN RFC
IDN-admin
IDN-admin
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IDN-admin

IDNA NAMEPREP Punycode

IDN-admin

IDN

RFC



IDN-admin

Assigned Numbers Authority TANA
13 JP
IDN-admin
2.1.6 ICANN
ICANN
ICANN-
ICANN
ICANN
ICANN
ICANN
IDN
IDN
2003 6 20 1.0

JANA Internet
7TLD

ICANN
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2006 2 22 2.1 2.1
2.2 ICANN

2.1.7

RFC3490,3491,3492

ICANN
Web
URL
Web
URL
Web Microsoft Windows
The Mozilla Foundation Mozilla Firefox Mozilla
Netscape Netscape Opera Software Opera
Microsoft

Internet Explorer
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Mac OS Web 0OS Safari The

Mozilla Foundation Camino
0S Linux FreeBSD PC-UNIX 0S Mozilla
Web
0S
Web Internet Explorer
Microsoft Windows Internet Explorer VeriSign,Inc
JPRS i-Nav
VeriSign,Inc ~ JPRS
JET Microsoft
32
Microsoft Internet Explorer
URI RFC Windows
Vista Windows Internet Explorer 7
Windows
(Windows XP ) Internet Explorer 7
Windows Internet Explorer 7
Microsoft
0S Web

32 http://jprs.co.jp/doc/idn/JET-Open-Letter-to-MS.pdf
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Microsoft 0S

Web
Web

Punycode

Web
Web

44

URL
URL

Web

FTP
Web



Microsoft Outlook Express Web i-Nav
Internet Explorer Windows
VeriSign,Inc Web
Microsoft Windows
4
0S
Web Plug-in 1-Nav Windows
Web Camino Mac OS X
Epiphany Linux
Windows
Firefox Mac OS X,Linux
Galeon Linux
Konqueror Linux
Windows
Mozilla Mac OS X,Linux

Netscape Navigator

Windows
Mac OS X,Linux

Opera

Windows
Mac OS X,Linux
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Safari Mac OS X
Foxmail Windows
FTP Core FTP Windows
FTP Voyager Windows
Secure FTP Windows
Smart FTP Windows
NextFTP Windows
TELNET/SSH Absolute Telnet Windows
Secure NetTerm Windows
Merak MailServer Windows
PHlyMail Windows
VisNetic MailServer Windows

IDN-Enabled Applications

http!//www.verisign.com/information-services/naming-services/internationalized-domain-names/page_

002201.html

2.1.8 URI

35

0S

IETF

RFC

RFC3987

Internationalized URI

RFC

33

URI Uniform Resource Identifier

URL

0OS

URL

URI

33 o o o@example.co.jp

QOO

34 http://www.example.co.jp/© © ©/index.html

35 http://www.example.co.jp/© © © .html

36 http://www.ietf.org/rfc/rfc3986.txt
37 http://www.ietf.org/rfc/rfc3987.txt
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RFC RFC398636
RFC

QOO

34

RFC398757
RFC

IRI




2.1.9

2006 2 7 8

Secunia

> Opera

http://secunia.com/advisories/14154/

> Konqueror-KDE

http://secunia.com/advisories/14162/

> Mozilla,Firefox,Camino

http://secunia.com/advisories/14163/

> Safari-Mac OS
http://secunia.com/advisories/14164/

> Netscape Navigator
http://secunia.com/advisories/14165/

> i-Nav
http://secunia.com/advisories/14209/

Secunia

»

http://secunia.com/multiple_browsers_idn_spoofing_test/
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Web
URL URL
URL SSL
Secunia
ICANN
7bit ASCII
1 1 0
YAHOO.COM
YAHOO0.COM
7bit ASCII
IDN-admin ICANN
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ICANN

Jp
IDN-admin ICANN
Mozilla
URL URL
Punycode
Opera Punycode
TLD
IDN
ICANN

Opera

Punycode

Jp

kr
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» ICANN Statement on IDN Homograph Attacks and Request for Public
Comment

http://www.icann.org/announcements/announcement-23feb05.htm

IDN
http://xn--wgv71lall9e.jp/access/phishing. html

» APTLD Statement
Regarding Phishing Using Homographs among IDNs
http://www.aptld.org/mewsite/meeting/2005/02_Kyoto/file/idn-phishing.html

» CENTR Statement on IDN Homograph Attacks
http://www.centr.org/docs/2005/02/homographs.html

2.2 ICANN IDN
ICANN
ICANN
ICANN IDNA IDN-admin RFC
2006 11 8 2.0
2006 2 22 2.1
20 21 9.
1.0 2.0 2.1
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1.0

1.0
TANA
IANA  Web

IANA
Web

2.1

Unicode

TANA
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ICANN

2.1
2.2 ICANN
2.1
IDN 2.1 38
1. IDN TLD RFC3454 3490 3491 3492
IDN
2. TLD IDN Unicode
“inclusion-based”
3. (a) TLD IDN TLD
IDN
(designator)
1 2
() IDN
/
(c) Unicode Standard Annex #24:

38 JCANN Guidelines for the Implementation of Internationalized Domain Names, Ver2.1
http://www.icann.org/topics/idn/implementation-guidelines.htm
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Script Names ( http://www.unicode.org/reports/tr24)

(d)
IDN
Unicode Box Drawing block
(d)
(e)
IDN
separator
Unicode ASCII
Unicode
encodability
RFC3491 Unicode

(a)

(b)
(0
®
IDN
IDN
RFC3491
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6. TLD DNS IDN

IDN
TLD
7. TLD IDN "ITANA Registry for
IDN Table” IDN
TANA
IDN
8. TLD IDN IDN
9. ToASCII ACE RFC 3490
UseSTD3ASCIIRules
IDN 1.0 39
1) IDN TLD RFC3490 3491 3492
IDN
2) TLD IDN Unicode

39 ICANN Guidelines for the Implementation of Internationalized Domain Names, Ver1.0
http://www.icann.org/general/idn-guidelines-20jun03.htm
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3) TLD IDN
c.
4)
DNS IDN

ICANN IDN Registry Implementation Committee
5) TLD IDN
6) TLD IDN
2.3

ccTLD

ccTLD

Unicode
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ccTLD

ICANN ICANN

TANA
TANA

2.3.1 .com/.net VeriSign,Inc

.com/.net

VeriSign,Inc  ¢gTLD c¢cTLD

.com/.net
VeriSign,Inc 2000 11 .com/.net/.org
.org .org PIR VeriSign,Inc
IETF
RFC
IETF
3 1
VeriSign,Inc
.com/.net
2006 2
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VeriSign,Inc

DNS
Registry Hold
3
>.mltbd.com
3 VeriSign,Inc
(1) i-Nav
DNS
Punycode
DNS
DNS

VeriSign,Inc

Internet Explorer 5.0, 5.5, 6.0

Express

40 VeriSign,Inc Find IDN Registrars

59 40 2

DNS
ASCII

Punycode

Win 98, ME, NT, 2000, XP
URL
Web
Outlook, Outlook Express

Internet Explorer Outlook

http://www.verisign.com/information-services/naming-services/internationalized-domain-names/page_

001397.html
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(2) Web Based Navigation

VeriSign,Inc 2003 1 .com/.net Web Based Navigation
<
>.com < >.net DNS
i-Nav
Web
Jp
2003 2 3 RFC
ICANN
VeriSign,Inc 2003 10 13 ICANN
ICANN 2003 12 VeriSign,Inc VeriSign,Inc
12 13 RACE Punycode
1-Nav
RACE  Punycode Punycode
VeriSing,Inc 2004 4 23
RACE Punycode
VeriSign,Inc Punycode
Punycode RACE
RACE
Punycode RACE
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ICANN VeriSign,Inc 2003

10 13 ICANN
ICANN TANA
.com .net
gTLD .org .info
.com/.net

2.3.2 .org Public Interest Registry

.org
.org VeriSing,Inc .com/.net
2003 1 .org PIR
2003 12
.org PIR 2005 1 18
(“<a’"“0”” ““uv” )
PIR
TANA
2.3.3 .info  Afilias
.info
2004 3 16  .info Afilias ¢<a™0””
““u”’ ) 3 17
13:00 13,000
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2004 3 16 4 14

4 14
ASCII
.com/.net JANA
2.3.4 . museum MuseDoma
.museumu
.museum Museum Domain
Management Association MuseDoma 2004 1 22

MuseDoma

24

TANA

MuseDoma

2.3.5 .biz Neulevel
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.biz

.biz NeuLevel,Inc. (<<a”"<0”” ““u’’
) 2004 10 12
.museum .info ICANN
gTLD Jbiz 3 TLD
TANA

2.3.6 .cat Fundacio puntCat

.cat gTLD ¢gTLD

.cat .cat

Fundacio puntCat

2006 2 TANA
23.7 jp JPRS
jp  .com/.net(.org) TLD

Jp
JPRS

Jp

ip JP
JPNIC

1999 5 JPNIC iDNS
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JPNIC 2000 11 JP
JP

11 JP ACE ASCII
Compatible Encoding RACE Row-based ACE
JP 1

JP DNS

1 2001 JP
JP JP 2001 2

IETF

2001 3 ICANN IDN Committee IDN
ACE NAMEPREP IDNA

JPNIC 2001 5 1

RACE

JPNIC JPRS JP JPRS
2003 3
3 RFC IDNA:RFC3490 NAMEPREP:RFC3491
Punycode:RFC3492 2003 6 ICANN IDN
2003 6 30
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2 2003 7 10 9 3 JP
RFC
3
(1) JP DNS RACE  Punycode 7 10
JPRS Jp DNS RACE Punycode
RFC Punycode
JP
(2) InternetExplorer  plug-in (i-Nav) 7 30
JPRS i-Nav
RACE Punycode
(3) JP DNS RACE 9 3
Jp DNS RACE
JP RFC
Jp
Jp
TLD
TANA
2.3.8 .kr Korea Network Information Center
kr
kr KRNIC(NIDA: ) 2003 8 19
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1 (8 19 6 )
2 (10 7 2 )
2
3
TANA
2.3.9 .pl NASK Research and Academic Computer Network
.pl TLD

pl 2003 9 11
2003 10 6 (<<a%"<0>”

2004 2 26
TANA 37

gTLD ccTLD TLD

64
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2.3.10 .th

.th

2004 7
TANA

2.3.11 .de
.de

2004 3
2.3.12 .ch/.li
.ch di
SWITCH
2004 3
.ch di
2.3.13 .at
.at

2004 3

ThNIC
DENIC eG
7bit ASCII 37
92
DENIC Web 41
JANA
SWITCH Teleinformatics Services
di
SWITCH Web 31
TANA

7bit ASCII

NIC.AT Internet Verwaltungs und Betriebsgesellschaft m.b.H

34

41 IDN character list
http://www.denic.de/en/domains/idns/liste.html
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2.3.14 .dk DK Hostmaster A/S

.dk

dk RULES FOR REGISTERING, ADMINISTERING AND RESOLVING

CONFLICTS IN CONNECTION WITH DOMAIN NAMES UNDER THE .DK TOP

LEVEL DOMAIN (Version no. 09 of 30 November 2004) 42 1.3. b

1.3.

b. www.difo.dk www.dk-hostmaster.dk
Web DIFO
Dansk Internet Forum 1 DK

Hostmaster

URL

Character set for Danish domain names

http://www.difo.dk/regler/Tegn-01-01-2004.pdf

TANA

2.3.15 It KTU Information Technology Development Institute

At

2003 3 30
(a, ¢, e,6,1,8 4,1, 2

42 http://www.difo.dk/regler/version10-en.pdf
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URL
Allowed characters in .1t second level IDN domain name Unicode representation

http://www.domreg.lt/en/nutar/allowed_characters.pdf

TANA

2.3.16 .se NIC-SE

.se

2003 10 5 a a o u e IDN

TANA

2.3.17 tw TWNIC

tw

2003 11 17 Punycode RFC IDN

TANA

2.3.18 .cn CNNIC

.cn

.cn . . . TLD CDN Chinese

Domain Name

.CN CDN

ICANN
3 TLD

2006 1 17 .cn
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TLD

CN
Neulevel
URL:

NeuLevel Introduces Chinese Language Internationalized Domain Names (IDNs) In
China’s .CN Domain
http://www.neulevel. biz/press/press_release/IDN.CNreleasel-18-05.pdf

TANA
2.3.19 .hu ISZT Kht
.hu
ASCII 9 (4,6,1,6,0,6,4,1,d
URL:

DOMAIN REGISTRATION RULES AND PROCEDURES
http://www.domain.hu/domain/English/szabalyzat.html

JANA
2.3.20 .is ISNIC - Internet Iceland Itd.
1s
2004 7 1
ASCII 10 (p,4,i,2,6,6,6,y,0,1)
2006 1 1
JANA
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2.3.21 .ac Ascension Island Network Information Centre

.ac
NIC.AC 84 43
TANA
2.3.22 .br Comite Gestor da Internet no Brasil
Jbr TLD

2006 5 4 Registro.br
5 9

TANA

2.3.23 .cl NIC Chile

.cl

NIC Chile 2005 9 21 IDN 44
Web (4,6,1,0,0,0,A)D 7 XEZNZEIFS5hTWD, 4

TANA

2.3.24 fi Finnish Communications Regulatory Authority

Nil

FICORA 2005 9 1 3 (4,4,0)

46

43 IDN Code Points Policy for th .AC Top Level Domain
http://www.nic.ac/AC-IDN-Policy.pdf

44 Comenzo la inscripcion de dominios IDN en .CL
http://www.nic.cl/anuncios/2005-09-21.html

45 SYNTAX RULES FOR DOMAIN NAMES UNDER .CL
http://www.nic.cl/CL-IDN-policy.html

46 http://www.ficora.fi/englanti/internet/IDN.htm
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TANA

2.3.25 .gr

.er

ICS-FORTH GR
Web

TANA

2.3.26 .io

NIC.IO

TANA

2.3.27 v

dv

NIC.LV 2004

TANA

2.3.28 .no

ICS-FORTH GR

2006 7 4
286 47

IO Top Level Domain Registry

.10

84 48

University of Latvia

3 1

UNINETT Norid A/S

.no

47T ACCEPTABLE GREEK CHARACTERS TABLE
https://grweb.ics.forth.gr/english/ENCharacterTablel.jsp
48 IDN Code Points Policy for th .IO Top Level Domain
http://www.nic.i0/IO-IDN-Policy.pdf
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Norid 2004 2 9 49

Web 23
50
TANA
2.3.29 .nu Internet Users Society - Niue
nu
.nu Multi-Lingual Web Addresses UNICODE -
1SO-10646 51

WorldNames
IANA
2.3.30 .sh Government of St. Helena
.sh
NIC.SH Web 84 52

49 Change of regulations February 9th 2004
http://www.norid.no/regelverk/forslag/idn-2003/2004-02-09.en.html
50 New characters permitted under .no
http://www.norid.no/domeneregistrering/idn/idn_nyetegn.en.html
51 NU Domain Multi-Lingual Web Addresses
http://www.nunames.nu/Local-Language.cfm

52 IDN Code Points Policy for th .SH Top Level Domain
http://www.nic.sh/SH-IDN-Policy.pdf
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TANA
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