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4. 1P
14 16
1P
JPNIC IP
IP
IP
JPNIC
2002
IP
IP
IP
1P
IP
JPNIC IP
JPNIC
2007
1 JPNIC

http://www.nic.ad.jp/ja/research/ca/

IP
2004
IP
IP
IP
JPNIC
1P
JPNIC IRR JPIRR
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JPNIC

4.1.

IP

Internet Routing Registry
2008 3
6
APNIC IEPG
IRR

4.2.

94

JANOG

JPIRR JPNIC



JPIRR

IRR

4.3.

JPIRR

route

IRR

IRR
route
route

JPNIC

IRR JPIRR

JPIRR

1P

JPIRR

(route )

( ) JPIRR

95



1 IP
2 JPIRR
3 JPIRR route
JPNIC JPNIC
JPIRR
4-2
IP IP IP
IP
Web IP
JPIRR AS
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JPIRR

JPIRR

1P
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IP
prefix 1P m
/ d B
prefix Origin AS
(optional)
1.1.0.0/16 allow mntl 12345
1.1.0.0/17 allow mnt2
P
% #
M0
IRR <
IRR prefix P
Origin AS

JPIRR

JPIRR
JPIRR
admin-c  tech-c
JPIRR  route

PGP

4-4
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(admin-c, tech-c)
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JPIRR
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JPIRR route
JPIRR IP
IP JPIRR

JPIRR
prefix
prefix Origin AS
(optional)
1.1.0.0/16 allow mntl 12345
1.1.0.017 allow mnt2
' 5 route SIMIME
bl
mntl
4-6 route
route JPIRR route
JPIRR
4.4, IP
1P
IP
1P 3

4-7
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4
L 4
LIR Local Internet Registry

~

4-7 1P
IP
LIR 1P
1P
1P
IP
ISP IP
ISP
IP
ISP

ISP
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IP
IRR
IP
IP
Web BOGON
1P IRR
BOGON
IRR
4.5. IP
IP
IP 1P
IRR
4-8 JPNIC IP

1P
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48 IP

4-8

JPNIC IP

1P

prefix JPIRR
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JPIRR
Aut-num object
Route object

s e & 1
_lLﬁ-Lh or JPIRR [b_ IRR }

4-9 JPIRR AS
BGP AS
AS 1 AS
AS AS
JPIRR 2 3
JPIRR AS
JPIRR
JPIRR
4 route
AS prefix AS prefix
JPIRR
IP IP
AS
prefix JPIRR
4.6.
2007
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46.1.
2007 4-1
IRR
LIR 1P
2006
4.6.2.
Web
1 LIR IP
2
3
IRR
4
1P route
IRR
4.6.3.
IP 4
IRR

IRR

route

IRR

http://www.nic.ad.jp/ja/research/ca/routereg-outline/routereg-testing-guide-05.pdf
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4.6.4.
usB Web
USB
uUsB
IP
IP
IP
IRR admin-c tech-c
tech-c
IP more
specific  less specific
USB

2007
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4.7.

2007

Web

2007

2007

2. WindowsVista
Windows Vista

Windows Vista

Web

0os
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9. Web
Web
Web
IP
IP IP
2 WindowsVista (0N Windows Vista
Windows Vista Internet Explorer
2007 Windows Vista
Windows Vista OS Windows Vista
Internet Explorer Web Web
Web
Windows Vista Xenroll ActiveX  Cenroll
Cenroll
3 Web
IP
4
JPIRR
URL
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Web

Web

IRR
authorize

IP
more specific

specific

less specific
less specific

or equal

route

IRR

IRR
IRR

JPIRR

route

more specific

IP
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2006
whois
9 Web
IP
4.8.
IRR

ISP

IRR
IRR
ISP
JPIRR
Web

Web

IP
4-10
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‘ ISP Telecom-SAC #

AJ ISP
4-10
1P
AS
route
IP AS IRR
1P AS
3 RFC3779
LIR 1P
ISP
IP

IRR 4-11

3 -1P AS RFC3779

APNIC ARIN RIPE NCC
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4-11

4-11

Web

ISP

4.9.

4 Route Origination Authorization

ROA

APNIC

RIPE NCC

1P
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mnt-route ARIN
2006 IP OriginatingASL.ist
IP
AS RIPE NCC
IP
RIR Regional Internet Registry IP
IETF SIDR WG
IP
RIR IETF
RIR IETF RIR
IETF IEPG Internet Engineering and Planning
Group IEPG IETF IETF
4-12
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4 IP

€125 LOUGULIE T AHGEVYE — hlurounie st alorer =13
CoorUE REE FE) BREANE w—IlD ALY w
F TRV | &) http A jepe ore D taah

The IEPG

The TEF G 15 an informal gathening that meets on the Sunday prior to IETF meetings. The mtended
theme of these meetings 15 essentially one of eperational relevance m some form or fashion - although
the chatr will readily admit that he will run with an agenda of whatever 1z on offer at the tune!

The IEPG has a web page (you're looking at it!) and a mailing st { iepaf@ieps org - the usual
subscription protocols apply).

Next Meeting
The next meeting of the TEP G will be held on Sunday prior to the 72nd IETF meeting, at Dublin,

Send agenda topics or, better still, send an offer to present on a topic, to iepg@ieps org

<]

&) H-UiETENELE o Aa—dub

4-12 IEPG Web http://www.iepg.org/
2007 12 2 IEPG
RIR IETF IP
IP IP authorization
JPIRR authorization

4-13
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IEPG meeting in Vancouver, Dec 2nd 2007

Japan Network Information Center

Taiji Kimura

JATS

4-13 70 IETF IEPG

4-13 JPIRR
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One topic about Internet Routing Registry

» Antrial implementation of authorization mechanism for
JPIRR

— Will be released for LIRs in Japan this month
— Has LIR’s authorization list
* Maintained by LIRs who have allocated prefixes from JPNIC

« Allow/Deny mntners in JPIRR to put prefixes in route objects
— AS numbers can be specified by LIRs.

» Does this works well for routing security?

4-14 One topic about Internet Routing Registry

JPIRR
4-14 RIR IETF IRR Merit RADB
JPIRR 4-15
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What JPIRR is, and

4-15 What JPIRR is, and Why this mechanism is needed

JPIRR 1P
JPIRR 122 2007 12 RADB
20
RADB 10 RADB
4-16
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JPIRR - Internet Routing Registry in

APNIC -
No synchronizations between two
JPNIC IP registry system JPIRR
JPIRR

Number of mntner obj.: 122
Number of route obj.: 2,904

RADB
mntner obj.: 2,172
route ohj.: 208,501 In Dec 2 2007

4-16 JPIRR - Internet Routing Registry in JPNIC

JPIRR JPNIC IP 4-16
RIPENCC IRR RIPENCC 1P IP
ARIN  APNIC
IRR IP
Merit RADB 1P
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IP address allocation to LIRS

JPNIC IP registry system JPIRR :

M mamtm i mmamem i mmmamem am s mn e mam am i mamnm nm NG mRmam = 1= i e am = me—m e ma—n e ]

Allocation request

Personnel in LIR’s
IP address section

4-17 1P address allocation to LIRs

JPIRR JPNIC IP
4-17 IP LIR
LIR JPNIC IP
JPIRR
JPIRR IP
4-18 JPIRR ISP
JPIRR 1P
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JPNIC

Registration of objects in JPIRR

JPNIC IP registry system JPIRR :

Objects:
mntner, aut-num, route, etc

!

Personnel act as

S mamem = mr———— i m——

mntner for ISPs

4-18 Registration of objects in JPIRR

RIR IRR IP
4-19
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Why this mechanism is needed

* There are no relationship between IP address allocated to
LIRs and prefixes in route objects in JPIRR.

Two big questions:
— Does anyone can put any prefixes in route objects? - - Yes
he/she can.

— Is there any correctness of prefix-based filtering for BGP
routers along with JPIRR? - - Well, yes if all mntner does
correctly.

— How should we handle it?
« Atleast, LIRs are need to be aware of use of prefixes in global
routing operations.

4-19 Why this mechanism is needed

IRR IP
IRR IP IRR
BGP JPIRR prefix

IRR
prefix

LIR prefix
LIR prefix
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A trial mechanism in JPNIC

IRR

1P

4-20 A trial mechanism in JPNIC

4-20 JPNIC IP
JPNIC
LIR
route JPIRR
IP JPIRR
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mntner authorization mechanism

* A mechanism restricts mntners to register route
objects having prefixes are not allocated to LIRs.
And keeps ordinal way of routing operations.

Trying to

Allocation Allow to use in do this
(allowed to use) route objects

JPNIC mJnPtrg? in

Decision by them selves
- originating AS
- Punching holes etc

4-21 mntner authorization mechanism

4-21 IP LIR JPNIC
LIR IP
LIR JPIRR
IP JPIRR
AS
IP
LIR JPIRR route
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mntner authorizaiton list (1)

JPIRR IP registry system

5
check authorization

mntner authorization list I 1 )
- allocation

- assignment

00

reglstermg 2

route objects register to the list
<7
.. N

R\ -

___________ -===""" Personnel in LIR’s
authorization IP address section

Personnel act as
mntner for an ISP

4-22 mntner authorizaiton list (1)

IP LIR IP
4-22 LIR IP
route
LIR IP 1 LIR IP
1P
IP mntner
authorization list 2 IP LIR
3 1IP
IP
mntner
JPIRR Personal act as mntner for
an ISP IRR
4 route IP
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mntner authorization list (2)

Prefix allow / deny mntner Origin AS
(inclusive) (optional)
1.1.0.0/16 allow MAINT-JPNIC 12345
1.1.0.0/17 deny MAINT-AS2515

4-23 mntner authorization list (2)

4-23 IP

mntner authorization list 4
prefix IP allow/deny IP
mntner IP
MAINT-JPNIC  MAINT-AS2515

1.1.0.0/16 route Origin AS
route Origin AS AS
1.1.0.0/16 Origin AS 12345 route
Origin AS Optional
IP ISP
IP IP
AS
Origin AS
IRR mntner
IP
AS IRR

IP IP
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AS IRR

IP
mntner
AS AS
Origin Origin AS prefix

mntner authorization list (3)

4-24 mntner authorization list (3)

4-24
Web

1P

JPIRR

4-25 4-26
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How it works (1): LIR’s registration

IP registry system
The mechanism’s check:

- prefixes allocated to registering LIRf—' m

LIR’s registeration:
- mntners who can use allocated prefixes o "4

- prefixes those mntners can putin route objects
- AS numbers as Origin AS can be specified (optional) Personnel in LIR's
IP address section

4-25 How it works (1): LIR's registration

LIR
LIR 1P

LIR IP
JPIRR route
AS

LIR

LIR 1P
4-25
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How it works (2): mntner’s action

JPIRR .
The mechanism’s check:
- authorizations
== (mntners who are allowed by LIR to use the prefixes)

/-

ntner’s registration:

.I é - route objects

Personnel act

as mntner

4-26 How it works (2): mntner’s action

4-26 route
route
route IP
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Expected results

 All new registered route objects will have allocated
prefixes. And they are registered by appropriate mntners.

This situation can keep:

— Avoiding
« Use of un-allocated prefixes in route objects
« Miss-matches from registry’s allocations

— Providing

« Selecting originating AS by mntners according to operational
reasons

 Nothing new if LIR and mntner are the same

4-27 Expected results

JPIRR
route

route 1P
IP

Origin AS

LIR
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Operator’s expect on use of JPIRR in Japan

* irrzebra

— Checks BGP updates with IRR

— Shows flags as “checked” when displaying routing table
» Keiro-bugyo

— (Keiro is ‘route’)

— (Bugyo is organized decision makers for local society in Samurai era)

— Checks received BGP updates with local configurations

« (Local configurations are checked by using IRR)
— Notify if a miss-use is detected by e-mail

They will have more accuracy of ‘checks’ if the
authorization mechanism works well.

4-28 Operator’s expect on use of JPIRR in Japan

JPIRR  irrzebra® 6 ISP
irrcebra  BGP  Update
prefix IRR
irrzebra BGP Update
IRR
IRR
IP IP
5 irrzebra

http://www?2.nict.go.jp/q/q265/s802/seika/h18/seika/81/81_ntt-com.pdf
6 Telecom-ISAC Japan
http://www.ipa.go.jp/security/event/2006/infra-sem/pdf/Telecom-ISAC.pdf
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Issues (1)

» Updating list and objects

— Checking allocation database in IP registry system
periodically (implemented as shell scripts)

— Checking in-consistency between existing route object and
authorization list (not implemented)

 Provider Independent(PI) address / Multi-homing

— Should JPNIC staff register to the list manually...?
(implemented)

4-29 Issues (1)

Issues 4-29
RIR
RIPE NCC
IP
IRR route
IRR IP
IP
IRR
IP
IRR
Pl JPNIC
PI
JPNIC IP
IP IP
PI
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Issues (2)

« Status of the activity
— Beginning with atrial, and not for all LIR/mntners.
— Not released yet, preparing releasing in this month

* Is this just a kind of catching up to RIRs?

— RIPE NCC, ARIN and APNIC...do...
» Does this work with resource certificates?

— May be a small step for LIRs to be aware of
authorization of prefixes in Japan.

4-30 Issues (2)

LIR

RIR RIPENCC ARIN
APNIC

prefix
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Summary

* Antrial implementation of authorization mechanism for
JPIRR

— Will be released for LIRs in Japan this month

— Has LIR’s authorization list
e Maintained by LIRs who have allocated prefixes from JPNIC

e Allow/Deny mntners in JPIRR to put prefixes in route objects
— AS numbers can be specified by LIRs.

» There are several issues on this but,

— May be a small step for LIRs to be aware of
authorization of prefixes in Japan.

4-31 Summary

4-31

prefix

IEPG 15
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IEPG

- encourage

» George Michaelson (APNIC), Shane Kerr (ISC, RIPE NCC),
Andrew de laHave (RIPE NCC)

. George
Michaelson

- RIR

RIPENCC RPSS

4-32 IEPG

4-32 IEPG

LIR

RIPE NCC IRR

RIPE

IRR route

APNIC
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RIPE NCC
4.10.
JANOG Japan Network
Operator’s Group 21  JANOG IRR
IRR
— Inter-Domain

4-33 IRR
IPv4
ISP IP
IRR
IRR prefix route ISP
prefix prefix IRR
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IRR
ISP
prefix prefix
°
¢« JPNIC JPIRR
e route
route

. Web

— http://mww.nic.ad.jp/jalresear ch/ca/routereg-outline.html

- - JPNIC -

4-34 JANOG21

4-34

JPIRR
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JPIRR

JPIRR

* IRR

4-35 JPIRR
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JPIRR
* IRR
e mntner descr: expire=6 6
-1 24
— https://jpirr.nic.ad.jp/gc/doc/
[ ]
— aut-num import/export
Web
. as as-set import  export
— https://jpirr.nic.ad.jp/PolicyCheck/document. html

4-36 JPIRR

mntner

JPIRR import export
Web
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4-37

route
JPIRR
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route

" irr-zebra
l T prefix filter

4-38

JANOG
irrzebra
AS
AS
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RIR IRR

— RIPE NCC
—JPNIC

. Origin AS
— ARIN

— APNIC

4-39 RIR IRR

JANOG21 RIR JPNIC
4-39
1P RIPENCC JPNIC
ARIN Origin AS 2006
APNIC
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RIPE NCC
AS

e RIPE NCC
— RPSL Database mntner

e mnt-lower
— inetnum ineténum
— route

e mnt-route
— route

4-40 RIPE NCC

RIPE NCC mnt-lower mnt-route

IP

142

AS

mnt-route

mnt-lower



ARIN
AS
* ARIN
—2006 3

OriginatingASL.ist:
OriginatingASL.ist

4-41 ARIN
ARIN Proposal 2006-03
Origin AS
APNIC IP

Web
JANOG

143

NetRange: NetType:

AS

Origin AS

1P

AS

* Proposal 2006-3 "Capturing Originations in Templates"

ARIN XX



* JPIRR

* JPIRR

— SIMIME
» Thunderbird

- USB
* JPNIC

4-42

JPIRR SIMIME
USB USB JPNIC
JPIRR
4-42
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- more specific

- AS AS
ISP
- 7
~ IRR
NCC
AS
IRR Visibility
« IRR
— RADB 10
— JPIRR 10
« IRR
— RADB
— JPIRR

4-43

4-43 AS
AS
more specific

AS

AS

IEPG
JPIRR
RADB’
IRR
IEPG

7 RADb
http:/imww.radb.net/
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4-44
IP IRR
1P AS
IRR route
RIPE NCC ARIN APNIC IP
4.11. JPNIC
IP
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IRR
2002 JPNIC
JPNIC IP
JPNIC
JPNIC
JPNIC IP
JPNIC - IP
'
. P
S
JPNIC | u

4-45 JPNIC - IP
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1P
JPNIC
JPNIC
IP
[ ]
* https IP

,‘3
| g R
bl

4-46 IP

1P

JPNIC

Web

T P g
A > —

Web



4-47 JPNIC -

JPIRR 1P JPIRR
JPIRR
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JPIRR

- admin-c, tech-c

* SIMIME

4-48 JPIRR
JPIRR
IP JPIRR
JPIRR PGP
JPIRR
Web Web
4.12. CPS
JPNIC CPS
2007 CPS
JPNIC PKI
RIR IETF
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CPS
CPS
CPS
CPS
Appendix

4.13.

IRR

IEPG

2007

JANOG

IETF

JPIRR
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