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[FCHIZ

cDE=F—I(E, IPNICEA)\—&ULUTIHNT B,
IHIPV47” RL AtEEWIRI R ITA—R
https://kokatsu.jp/blog/ipv4/

(3R : IPVOHISREIEESY XD I A —X)TERR U TB M= .
PEHEDEEZSE CHRAUTEMRI S3EDTY,

I Initiative for IPVé based Internet

UNIVERSITY OF NAGASAKI
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I MDIPVADIERDINIL

o EINTOREBITE(IHRDER L LY
e APNICTO O—H—&DOHEIEAARDEHIB(ICEHIRL

b\j —EI'"IE Connect BUYINGIPV4  SELLINGIPV4  IPV4ATRANSFERS  CLIENTSUCCESS CONNECTIVITY  MARKETPLACE
*owere y Brander Group
‘ N\ IE:I%/\

™ Marketplace Showing 1-20 of 43 Products
. I I V4® Q My Wish List
103.Xx%.XX.X/22 @] 103.x.xx.x/24 - 5. XXX X/20 -]

B My Requests

Q8 My Settings

Region: APNIC Region: APNIC Region: RIPE
Total IPs: 1024 Total IPs: 256 Total IPs: 4096
Price/IP: $38.00 Price/IP: $43.00 Price/IP: $50.00
Price: $38,912 Price: $11,008 Price: $204,800
() Iv] ©
145 xxx.%xx%.%/21 ] 165.xxx.x.x/17 = 971 XXX XX.X/22
Region: RIPE Region: ARIN Region: RIPE
Total IPs: 2048 Total IPs: 32768 Total IPs: 1024
Price/IP: $43.50 Price/IP: $50.00 Price/IP: $43.00
Price: $89,088 Price: $1,638,400 Price: $44,032

UNIVERSITY OF N
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1. IPV6MDE I HERE XS
2.ICMP& T RL REBHERTE

______________________________



IPv4 vs 1IPv6 Address

FYRT—Y FELR .
24 bit RARZELR

Pvg
s2bit [

HSITxIk TLITvIR (RybT—49 PRLRER)
64 Bit

A
r A
IPv6  ENEEEEEEEE T
128bit
L O
N J
Y

AVB—TxARID (RRF ZFLX#B)
“ UNIVERSITY OF NAGASAKI




IPv6 7 FL AR ED

« 128bit % 16bit #IZ 89 Ek . B Ir—ILFZ 16 EHREEICL T, “ :7(an>) TRY S,

00100000000000010000110110111000000000000000000000000000000000000000001000000110001010011111111111111110000111100100100000101110

J
2001:0db8:0000:0000:0206:29ff:fele:482e

o ETTH0IXEBEAIEE, L. 71— ILFICIXDLKES 1D DEEZ ST &,
2001:0db8:0000:0000:0206:29ff:fele:482e

J
2001:db8:0:0:206:29ff:fele:482¢

« 16bit M 0 E1=IL. 16bit D 0 HKEHEHT T 57r—ILEE 1EFFDH., :: ZHWNTEKT S,
2001:db8:0:0:206:29ff:fele:482¢

J
2001:db8::206:29ff:fele:482¢

“ UNIVERSITY OF NAGASAKI



HELE R EE[RFC5952]

BRIV —ILTERED—RICEFT 52D T, RFCGgszgé i
Recommendation for IPv6 Address Text Representation)(C T, Bl FOABREEE

Z HELR

1. 16-Bit Field Wd)ﬁ'ﬁ BED"0”(I BT D &,
%“0000°DIZEE. “0’ICUFET,

2. " B U CHEEIRE D BRI B &,

3. 16-Bit 0 Field (="0000") WN—D2ElFDiHE. “:»=ZERALUTER LU TIE
AN SYAN AR

4. "7 (B U CEISnIREIRFieldMEE D DImE, &HZ < D16-Bit 0 Field
NEBETEXBFieldaRIET DL, /-, ARTE3T0—)L REHE
o= (iﬁ']jj_jiémﬂjéc_t

5. “a”~ P (I FEERIT DI E,

HBERECIRIZDULNT, 8¥#(d [RFC5952]

(A Recommendation for IPvé Address Text Representation)

i

https://www.nic.ad.jp/ja/newsletter/No46/0800.html

UNIVERSITY OF NAGASAKI



TIXLLTDEBSIE?
e 2001:0db8:0000:0000:fffO:0000:0000:000f

O 2001:db8::fff0:0:0:f

-

- 5 A15 451
X 2001:db8::fffO::f
A 2001:db8:0:0:fffO::f

3 UNIVERSITY OF NAGASAKI
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IPV67FLARAZRMEITHAE

1. IP7 FLARABBESEEHNSDEZZITS
& SFHH(IRIPY RL X EIRIETEEES (CHEER
¢ [IPRLABIEIEESEEEAN]
https://www.nic.ad.ip/ja/ip/member/cidr-block-list. txt

2. JPNICHhSE#EDEZRITD (€D1)
¢ VILFR—LiEHZBENEL,. FRBfZINTHIZIHaE.
IPNICH'5/48MEID S CZRITDZENTED
a) BESDLTSNET RLATILFA—ABRELTVS. FEE. SE35ANURICILFR—LERETZFELSS.
b) I KUY FTHB(BIDYTSNET RLRAZEEBROH TEAL. BDYTEITHRN).

o SHEE THEERFRA T O/ A AIKEFT RL RN S THE] 281
https://www.nic.ad.ip/ja/ip/pi-application.htm/

UNIVERSITY OF NAGASAKI


https://www.nic.ad.jp/ja/ip/member/cidr-block-list.txt
http://www.nic.ad.jp/ja/ip/pi-application.html

12

IPV67FLARAZRMEITHAE

3. IPNICHSEEDEZRZITSD (€D2)

a. BRICIPIEESEEETHD. IPVADEIDIRD M HBDIZE(E.
FDHTFEREDMHERRUIC, /320DEIDIRDZITIRD
https://www.nic.ad.ijp/ja/ip/application-procedure/about-alloc-application.html

b. B EEETZETIPY RLRABISTEELEE Lo THREZT BT ENHEES
a) LIRCTHBdZ &
b) T> R b TR &
C)FIO L THAOT > RI—H(CH L. 2EBAIC. IPVEDIBEI A IR T BEEN S5 T &

c. https://www.nic.ad.jp/ja/ip/member/

4. BIEERE - ISPEDSHEE - BIEDIPV6Y FLADEIDHTZRITS

UNIVERSITY OF NAGASAKI


https://www.nic.ad.jp/ja/ip/application-procedure/about-alloc-application.html
https://www.nic.ad.jp/ja/ip/member/

IPveDYFEHEFIB LDER

[ IPva&IPvelT E R ALY

- IPVARIR T =707 S AIZIPv6e DM EB AR TSN
BAREEDIPVoRIGIRRO/NTITERE

IPv4 192.168.0.1
IPv6 2001:db8:fa0:4000::1

IPVaLIPVETIEZ L A D RE PR R A EHES

- IPVAZRIBEL TR EIPVETIEIS—IZH5

SryMBRPTORLAER DREEGES

XA TARHRGEITER

[ IPvabIPve N H A X NBIERF ITER (T TV r—2av Ik TE)

" IPV6ZEEBE. FHTEoT=6IPvAn
cH—/NEITIE/SSLILREYIZLT. REILTHZHT 34 7Y

UNIVERSITY OF NAGASAKI
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IPVv6 7 RL A EBER

¢ IPV67 RLRADIBERIITET X B A.
& EATREEIC
o HIXIF : SN

& 1Pv6)7

O CEX

o IEE

& |IPVEFBERND = — & R IT &=

UNIVERSITY OF NAGASAKI

A

2D 7

~L XZ3EIUTZ0N
-ﬂ-/\_j
o NEISHHD— 5 IFFTHIS -

EDD(EFEEAR(C(E

A

V> N\—DnEH
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IPvV6e 7RLRABRAT LB ERRE

TELRZAT | FEXRR IS RS
Unicast Interface 1:1
Anycast Group 1:1x

Multicast s Group 1:n

Group: 1 3—J1—ADKRE

X1 T IW—TOhhdRybI—IRIZEREEEL 1 D%EREIR

X2 IPv6 TIX T A—FF v RMIBEILESHh, TILFF XA
FASN TS

UNIVERSITY OF NAGASAKI



IPvV6e 7RLRABRAT LB ERRE

TELRZAT | FEXRR IS RS
Unicast Interface 1:1
Anycast Group 1:1x

Multicast s Group 1:n

Group: 1 3—J1—ADKRE

X1 T IW—F ORI —IMIZREELN1DEER

X2 IPv6 TIETA—FF v AMIBELLEI, TILFF XS
MASNTNS

UNIVERSITY OF NAGASAKI



17

A= v RAMEIE

¢1=-FrA+ HEDHFADIA1OEE

. P
A ———
L~ 7

SrcIP =A
DstIP =B




A=FvAM7RL R

J>2o0-—AIL7 RL A fe80::/10
B—U >N TOHHMENDNDS
. )L—AEBZIEBEIZTERL

- A=—20-—hIL7 FL A fc00::/7 (EEMIC £fd00::/8)
- IPVAICHBITDR T SAR— 7 RLUX(THEY
- )L—AZEBREBEILRIGECH. 124 —3RY MIEITFTEBETTERL

- 0-)\L1=Fv A7 RFL X EEES
(FRTE(Z2000:: /3% FIA)
IPVAICHITDI0O—/0VUL7 RLXICHESH

.- €D, FERZEDY RLA

“ UNIVERSITY OF NAGASAKI



A=FvANT7FL X (1)

20-)ULAZF v A7 RLA
- IRTE(F 2000::/13 D7 R L AZE Rz fERF

- [RFC3587] (IPv6 Global Unicast Address Format)

— Global Routing Prefix
- RIRBEUKIENIR, LIRKDEODHTSND

— Subnet ID
- B+ FATH IRy bOEBICER
— Interface ID
- BIRY MDA 25T 1 — 5B (C{ER
Global Routing Prefix Subnet ID Interface ID
| nbits  subnet Prefix 64-n bitS' 64 bits

- EDIRDIRNR (L LU CTHEER I EE

. pana—rir http://www.1ana.org/assignments/ipv6-unicast-address-
assignments

. mevs e visinilig] NEED 2//Www.sixxs.net/tools/grh/dfp/ (concluded)

UNIVERSITY OF NAGASAKI


http://www.iana.org/assignments/ipv6-unicast-address-assignments
http://www.sixxs.net/tools/grh/dfp/

A=FvANT7FL X (2)

- A=—270-—hHI7 RL X [ULA] (fc00::/7 ... SEE fd00::/8)

- B bO—-DILT7 RLADODRE 7 RLRAE U TERE{LENIC
- Unique Local IPv6 Unicast Addresses [RFC4193]
- VRLRATA =YY
- Prefix : fc00::/7
- L=1 : O—HILEHICKDEIET
~ L=0I(Z. fc00::/8 FHERDABICTH, (EIEMBEMEKICKIDIENZZEE)
- L=1(&. fd00::/8
- Global ID : S>ALERK (L=1h'AT1E)
— trunc (SHAL(NTP current time + EUI-64) , 40Dbit)
- [Z%E] ULA Generator http://www.kame.net/~suz/gen-ula.html

- A2 =3y MEGRMR S TEY A MREEHE CTHIARIEE

- J0O0—)ULRAO—TMDISPIHKFIR T RL XA ERDTVNDINA A —FRY MIXRET DB EFEIEESN

TULYD
7 bits 1bit 40 bits 16 bits 64 bits
Prefix | L Global ID Subnet ID Interface ID

UNIVERSITY OF NAGASAKI
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A=FvANT7FL X (3)

U>2o0-h)L7 RLAX (fe80::/10)
- BE—U>O Lt ThOH+BEERE JL—FZXDBEEILITETRL)
- NDPGERHEZRTO RV ETERENS

10 bits 54 bits 64 bits

1111 111010 0000....0000 Interface ID

“ UNIVERSITY OF NAGASAKI
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A= v RAMEIE

O1=FvR+ BEDHEFEADIHLIOEE

M2/
fe80::/10

-~ UNIVERSITY OF NAGASAKI
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A=FvANT7FL X (4)

- REBEY FLX (::/128)
_ IPv4 D 0.0.0.0/32(CHHZ

128 bits

0000....0000

- =TIV IOFPRLRX (::1)
_ IPv4 (D 127.0.0.1 (CAEZ

128 bits

0000....0001

“ UNIVERSITY OF NAGASAKI



A=FvAN7FL X (5)

IPv4-1Pve Z#a7 RL X (IPv4-1Pv6 Translation Address )
— IPV4&IPVeZE 7))L U X LARCHEERT D77 KL X

— NAT647X EDIPVA/IIPV6 S AL —= 3> THULWSND

- 20—-)VUb1 > =Y MMIEHRU TIEOFRLY

— &B[H: 64:ff9b::/96

_ 7 RLRZIBEHIAATZH: 64:19b::192.0.2.33=64:ff9b::c000:0221

96 bits 32 bits

64:ff9b:: IPv4 Address

UNIVERSITY OF NAGASAKI
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A=FvANT7FL X (6)

WYEH7 RL X (1Pv6 Documentation Address )
- Bt E. £E. ERHCBWVWTIP RLAZFAUEMZIZR URRITNEWTIRVGES
(CAWSNS) LXK

- 20—-)VUb1 > =Y MMIEHU TIEOFRLY

_ &G 2001:db8::/32

_ (BE) IPVADERT RLX: 192.0.2.0/24, 198.51.100.0/24, 203.0.113.0/24
NOFI—VH7 KL A (1Pv6 Benchmarking Address )

~ FREERIBA(CFIARIEETR T RL- X

- 20-)VLA1 >3 =Y MMILERU TEULIFIRLY

_ EBH: 2001:2::/48

T, FERZEDT FLXICDWNWT :
IPv4 http://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtmi
IPV6 http://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtmi

UNIVERSITY OF NAGASAKI
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IPvV6e 7RLRABRAT LB ERRE

TELRZAT | FEXRR IS RS
Unicast Interface 1:1
Anycast Group 1:1xa

Multicast s Group 1:n

Group: 1 3—J1—ADKRE

X1 T IW—TFOhhicRyrT—IRIZEREEEL 1 DFRIR

X2 IPv6TIXTO—FF v RAMIFEILESIH, RILF X ARDFIFH
=NTWLS

UNIVERSITY OF NAGASAKI
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I——FvRAMEE

OI=——FvRF WEDTFLAEZMET HIL—T142THIZENTDDRAADEIE

—

)
A

S
AR

SrcIP=A
Dst IP = B (L=—F+XI)

C

-~ UNIVERSITY OF NAGASAKI



——FvAMPFL X

- PRLAB®IE. A=F v A7 RLADEE

- BBDAAITI—ARCEA—DO AI=F VAP RLARAZEISHTS L
I=—Fv AP RLARICIRD

- W—F120L. REEWL A ITIT—RAICEEXEND

. B&f)

— Subnet Router Anycast Address [RFC4291]

— Mobile IPv6 Home-Agents anycast [RFC2526]
— Root Server ¥ JP DNS (a.dns.jp, d.dns.jp, e.dns.jp 7& &)

- XTFEEEDDoSIENT RIS EDHEHBI T,
DEECE =N —/VTERAEN TS

UNIVERSITY OF NAGASAKI



IPvV6e 7RLRABRAT LB ERRE

TELRZAT | FEXRR IS RS
Unicast Interface 1:1
Anycast Group 1:1x

Multicast x Group 1:n

Group: 1 A3—J1—ADRE
X1 T N—=TDRMASR YT —IRIZHREEL VT DERR
X2 IPv6 TIETA—FF v AMIBELLEI, TILFF RS

FIASh TS
UNIVERSITY OF NAGASAKI
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TILFX Vv AMEE

OTILFX XA FDGrouplZEMLTNEZHADIRNE ., RIS Z DEIE

Group A" o
ML AANESE

P

2

A
LD

q S i VI
jJ J ' “g =

SrclP=A
Dst IP = Group1(RJLFF+AR)

UNIVERSITY OF NAGASAKI




TILFErAMEE )
(Y>oHAa—AhJL Ra—7)

eU>o0O0—HIVARO—-T : )\&v MHELET BFEHENRE—YIT RY M EDFH
F: ff02::1 £/ —RHSIBYILFFEv A - FRLX
=IPV4ICHBITBRTO— RFv AP RLADKOD (CEHOHND

B—1)>oDe/—
FIZEY =0

L el

(=<
<

Dst IP = ff02:1 Yo/ A—AILE/— F7RLAR

“ UNIVERSITY OF NAGASAKI



TILFXYANTPFRL X (2)
. %ﬂ%amu >220—hHINRINVFFv AR RLA

- ff02:
— ff02:
- ff02::
- ff02::
- ff02::
- ff02::
- ff02::

— ff02:

1
2

2
'3

All nodes

All routers

All OSPF routers

All OSPF Designated Routers

All RIP routers

All DHCP Agents (Relay Agents & Servers)

LLMNR
(Link-Local Multicast Name Resolution)

:1:ff00:0/104 : Solicited-Node address

- ENTDE|S TR (SLLT THEFE RIEE

« http://www.iana.org/assignments/ipv6-multicast-addresses

UNIVERSITY OF NAGASAKI
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http://www.iana.org/assignments/ipv6-multicast-addresses

IPv6e ZPRLADFEED

IPv6 Tl IPV4 EDHEZL D7 RUAMMERHETNDS
. BE—A2H—TJT—R(CTEHRT RLAPSENS

J—RbMEDS IPv6 7 RLR
L= )\ O RL X (::1/128)
A2 TT—RAEB(C1DDU>o0O—H)L7 RL X (fe80::/10)
A2ATIT—RBIC1 DFLEFEHRDODIZFvv AR RLR
BONWFE T DT —TDNILFFv AR RLX

- ) —RYILFFrv A7 KL X (ffox:1)

- BFF /) — RYILFF v A7 R (ff02::1:1f00:0/104)

IV—IHMES IPv6” KL R
- J—RHMEDS IPv6T FL-X
- FIL=EFXILFFv AT RL A (ffox:2)
- BOXRv NL—FIT=—F+ X hJ7 RLX (Subnet Prefix LL4TAIN 0)

UNIVERSITY OF NAGASAKI
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BEDTE 3ffe::/16 6bone

e 2000::/3MDFEH
€ 2000::/64 ~ 3ttt it ffff: ffff::/64 C
& 3ffe::/16  6bhone

‘R;E —wi@iEA HERR YN D42 T3 A3z /5— Q WHOIS #5 PR e WHOISE I£? | JPNIC WHI

Japan Network Information Center Rﬂuting HiStﬂrY [SHE::;'I E}
| WHOISZERZE(Y - FABZEOB&Z LR THDESR)

< IPFFL X - ASES .
Switch to Table

Py Fi— > by SAEBHOE—F > 2006E

Show of 329 rows Sortby® 123 O® ¥ condensed view

2006FE5H298

&z
HEFEAMBEF v b T —FA v 7 A—arvbri—

Filters | 328 ): Mo large prefises No short timespans Mo low wvisibility
6bone7 F L R (3FFE::/16) DF|ABELEICDWT

GboneMEEHE LI, Bbone@FICEE S A TS "3FFE:/16"MIPvET F L 2 (k. 20066868 ()& VIANAICERZh, Data Resolutio
AR BT,

A, FEEEBEL UeboneT FLAZFA &2 —F o FEFIETS5 2L RED BBV ETH, ZheTFLALPICHTS -"'-545':va | | | I'.!-ffr_'::.-‘24
FANLRYFTII20nTIR, B40F v FT—FFSL—a—(lHmhERchE T, 2010 2015 2020

6bone™ = 7H 4 b 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 202

EIcoEZ L Tld6boned v = FH A FEZEE(FE L,

http://www.6bone.net/ | r Advanced Settings




> — oy |
8 g8 v A
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ICMPLE7PRLRABEEIERTE

1. 1PV ETMEE TS
2.ICMP& 77 RL R EA#HE&TE

___________________________________________________________



ICMPv6 L (I

e ICMPV6 [RFC4443, RFC4884]
¢Internet Control Message Protocol for IPv6

o IPV6 THRHAETNSHIE

¢Ping6

¢Path MTU Discovery [RFC8201]
oNDPGERBHERT OO )LL) [RFC4861]
&7 KL XAB#EE

UNIVERSITY OF NAGASAKI
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BEARXDICMPveXWYVt—=

e ICMP Error Message (type 0~127)

¢ Destination Unreachable (ty .

¢ Packet Too Big (type 2) m Path MTU Discovery
& Time Exceeded (type 3)

& Parameter Problem (type 4)

e ICMP Informational Message (type 128~255)
& Echo Request (type 128)
¢ Echo Reply (type 129)
¢ Router Solicitation (type 133)
¢ Router Advertisement (type 134)
¢ Neighbor Solicitation (type 135)
¢ Neighbor Advertisement (type 136)
¢ Redirect Message (typel37/)

Neighbor Discovery((Z [ &)
FRUABEIERE

“ UNIVERSITY OF NAGASAKI
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Deny icmp any any

AR, TvHA

-~ UNIVERSITY OF NAGASAKI



Path MTU Discovery

IPv6 CTlIhilt ) — R TISITA>S FUIRW (lBRJ — RHIESE)

— IPVA TIIL—FEDPHR ) — RN T ST A> haEHE

- FXE)\Twv MMIXF B ICMPV6 Error Message ZEF., MTU =& &

. ERPID > ZJDMTU H\#HR{E

. ICMPv6 Packet Too Big Message Z{E8F. 6/ —RTISITA MU

CTHIX

— IPV6ER/)\MTU (. 1280byte

- L2 SWOMTUICO DWW D EiZEdEEIND

+ Path MTU Discovery ODJ%{%D\%E LW/ — (3, 1280byte [EIE

MTU1500 MTU1454 MTU1500
client ..‘" .411 I
! é ol I¢ ﬁ
= Size=1500

— ]
[ Je——

Packet Too Big (MTU=1454) Size=1454

g

Packet Too Big (MTU=1280)

MTU1280

‘MTU 1500
p——

=

Size=1280

“ UNIVERSITY OF NAGASAKI
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NDP (iER§#E3®) 2’0 3J)L (IPVADARP)

B 50DXAYE—S5(47 (ICMPVOHEED—HR) —

- Neighbor Solicitation (NS iEBE:S
- U214V 7 RLADER (ARPHHE)
- EHE7 RLA&E (DAD) . iaEhEAREERE (NUD)
- Neighbor Advertisement (NA JEBSLEE)
— NSICX T BIE
- Router Solicitation (RS JL—%E5E
- IW—FFER(CFIA
— RAZBIE(CHS Uz WES(CxH
- Router Advertisement (RA JL—HLE)
- J—=RICITVLIJ1 v IO RIGHERIH
— IV—HICKBDFT T A I MEIEDEH
- USAALLOI DB
- RIERNERZEH (IPv4EBEER)

VERSITY OF NAGASAKI
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41
%=
=)

Z
7
=i
=
i

BETFZRLRIZIEZ. BE/—F7ZFLA(RILFXFY AN ZFVET

Src MAC 00:11:22:33:44:55 (1)

Dst MAC 33:33:FF:66:77:88 (WILFFTrXR)

Src IPv6 fe80::11:22:33:4455 (2) : SRRRNT ANEEEE ..
Dst IPv6 ff02::1:ff66:7788 (YILFFrAR)

ICMPv6 Type 135

Target 2001:db8::11:22:66:7788

(1) MAC 00:11:22:33:44:55 (4) MAC 00:11:22:66:77:88

(2) fe80::11:22:33:4455 j‘:}—[,\s /) |P0)A (5) fe80::11:22:66:7788
3) 2001:db8::11:22:33:4455 - 6) 2001:db8::11:22:66:7788
@ MAC SLZ T~ _

BEEAN~??

#F 4% 2001:db8::11:22:66:7788
SEELT=L.....

(TERFED MAC PRLRZEHSELY

= UNIVEREUDAABENNAGASAKI




Src MAC 00:11:22:66:77:88 (4)
Dst MAC 00:11:22:33:44:55 (1)
SrcIPv6 fe80::11:22:66:7788 (5)
SSRSSS NSNS ww Dst IPv6 fe80::11:22:33:4455 (2)

ICMPv6 Type 136
Target 2001:db8::11:22:66:7788
Target MAC 00:11:22:66:77:88

(1) MAC 00:11:22:33:44:55
(2) fe80::11:22:33:4455
(3) 2001:db8::11:22:33:4455

Pamw MACRChT—9! o

-
i
&
e S

%/

(4) MAC 00:11:22:66:77:88
(5) fe80::11:22:66:7788
(6) 2001:db8::11:22:66:7788

D IPEFELTE—T

]

v a8

& UNIVERSITY OF NAGASAKI
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U204V F7 FL ABERDTREN

fe80::211:22ff:fe33:4455 fe80::211:22ff:fe66:7788
2001:db8::211:22ff:fe33:4455 2001:db8::211:22ff:fe66:7788
MAC:00:11:22:33:44:55 MAC:00:11:22:66:77:88
i @
N @ DL BEEEE (NS)
: 94 EEHFOMACTFLREER
EBAENLZWNEEEA O TEONEHIBR
¢ 1| @  OEBEENA)
A—TyrTPRLARZ BHO/—FHEZE
-FEL#ETHLIDNEE TIRE
MAC7KL X
WM@\TT
. NI ®  OEfEms
vV

“ UNIVERSITY OF NAGASAKI

Src MAC 00:11:22:33:44:55

Dst MAC 33:33:FF:66:77:88

Src IPv6 fe80::211:22ff:fe33:4455

Dst IPv6 ff02::1:ff66:7788

ICMPv6 Type 135
Target 2001:db8::211:22ff:fe66:7788

Src MAC 00:11:22:66:77:88

Dst MAC 00:11:22:33:44:55

Src IPv6 fe80::211:22ff:fe66:7788

Dst IPv6 fe80::211:22ff:fe33:4455

ICMPv6 Type 136
Target 2001:db8::211:22ff:fe66:7788
Target MAC 00:11:22:66:77:88
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NS / NA £&8

o UJIURET RLAf#ERENUD (Neighbor Unreachability Detection)
¢ IPV4MDARP Request/Reply(CAITLVD

o JEEICER)—RINFFr AR FLAZER
& R - U DDETD ) — RPZITEHDWENEL)

o V=XV RKRLARIZ. BRDODA>2A—TITA1AD7 RLA%Z{ER
& [HRHTE 37 RLAWRWGE(EUnspecified (::)Z{EH

e 2553KimMHop Limit(d#&H
¢ (Hop Limit(&2550 LR = F—U >0 ENSBSDINTY hZ2EE)

o ARPEERDRLGETITONDIRENSD
* NSZEED TL2FV RLAFERET DT ENTER,

o 7 RL Afi#iR#E NCE(Neighbor Cache Entry)Z{Emk

UNIVERSITY OF NAGASAKI



TREUAD BEIEXE IPv6

RA : SLAAC (StateLess Address Auto Configuration) [RFC4862]
- PRLAEEEBTIH—/UI0

. J—R(&. RATZI(TH D J=Prefix|&iRt>. ./ — RBBOMACF RL- X%
ZIERUTCTEINIC RLAZERKT D

DHCPv6 (Dynamic Host Configuration Protocol for IPv6)
[RFC8415]
- RF— RIILRT RLADBEERTE
- Default Gateway QYW@ TR0
- RAELHEAEDE TEDHITE
- FOMDEEEE(E IPv4 @D DHCP &(ZFEEU

UNIVERSITY OF NAGASAKI
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TRUAD BEIERTE IPv4 EDELD

IPv4 & IPve TRIZSEEIERTE

IPv6 IPv4
RA (SLAAC) DHCPvV6 DHCPv6-lite DHCPV4
@) @) _ @)
IP Address Prefixtg % B0 FRLAEBA TELAZEH
Default Gateway O %1 — O
Server Address A
. @) @) @)
(DNS, SIP, etc) <2
X1 BREROEFELTEELELARAONT-
2 DNSH—/\FRFLADE L [RFC8106] TIRAEIL

46
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RA / DHCPVG

e RA
¢ Default RouteDTTRALDIPVA ELERTES
¢ DNST7 EL AW EN/RVNC ENVHD % B
(ARTE (IR TDImRARMN—RZEY (HT IS U TWVBDIRIL E XV IRUY, )
& NE7RRA(ICHT I DAL mHE

e DHCPv6/DHCPvVv6-Iite
¢ DNSTONTPH — /DB Z BE B 8
¢ Default Gateway®d 77 KL X ZBCA /R0 )
@ R IEH U TULRWS ERV D,
& RA & DHANETE
& NE/RDHCPVvE S — ) N\ DX E

UNIVERSITY OF NAGASAKI
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RDNSS# 7% 3 > [RFC8106]

« IRTTANndroid/k ED—EBDF )\ XX20S/\—=>3 > TlE. DHCPV6I(ZH &L
TULWRWEDHEET B,

o DHCPVOICH IS L TULVRUVERRDIHZS. I8 ENRAICK D TDNS KL X%
fefi 9 DRDNSS(Recursive DNS Server) A< 3 > (WG U TULD Tz,
ZDIZFE(XIPv6 DNST” RL ADEEMICRAZFIEHT B,

IP7RFL R Windows10 Windows10 Android
Creators Creators
update LLBI updatef®
RA RA NG OK OK OK OK

RA DHCPv6 OK OK OK OK NG

DHCPv6 DHCPv6 OK OK OK OK NG

Android Open Source Project - issue Tracker https://code.google.com/p/android/issues/detail ?id=32621

https://ja.wikipedia.org/wiki/%E3%82%AA%E 3%83%9A%E3%83%ACY%E3%83%BCY%E3%83%86%E3%82%A3%E3%83%B3%E3%82%B0%E3%82%B7%E3%82%B9I%E3%83%86%E3%83%A0%E
3%81%AEIPV6%E5%AF%BE%E5%BF%9C%E3%81%AEYEG%AF%94%E8%BC%83

“ UNIVERSITY OF NAGASAKI



SLAACIZEA7RLABEEIERTE

o 1. V547> I, BNBEBDMACTY RLAZEIC,
EUI-64(CTT. Link Local Address({R)% & B

(MAC Address) 00:06:29:1e:48:2e
(Link-Local Address) fe80::206:29ff.fele:482e

. A

~ UNIVERSITY OF NAGASAKI
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SLAACIZ&D7FLAEHEIRTE

2. 9547 kE., Neighbor Solicitation(NS)ZZ#{EL . £BLI=U>o0—hILFRLADMBD /—FTCERASHh TV VFERR

Src MAC 00:06:29:1e:48:2e (1)

Dst MAC 33:33:ff:1e:48:2¢ (VILFFr AR
Src IPv6 :: **E‘IHETF"/Z
Dst IPv6 ff02::1:ffle:482e (WILFFTvXR)
ICMPV6 Type 135

Target fe80::206:29ff:fele:482e

S FRLRICIE, BfE/—R7RLREENET '
fe80::206:29ff:fele:482e ’
—L\. D IPOA
7- Eiﬁ&b\’”??
(NS)

B4 TR T1-fe80::206:29ff:fele:482¢e

ELVSTRULAMBEIZFEHLNA TR 2-a BEALGFAE, EELTLEL

BEBLT-Lo...... = 1)oHa—AhILTFRL AL BEE
UNIVERSITY OF NAGASAKI
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SLAACIZ&D7FLAEHEIRTE

| TEEEERAE

fe80::206:29ff:fele:482e fe80::206:29ff:fele:482e
| EOIPEESTE—F!
|I III

[ ——
e —— —_—
r P 1

B
(NA)

2-b. HLEEL TV =6, BEICTEDT7RLRAZE-TLVS
9254F7 k&, Neighbor Advertisement(NA)ZZEET S,

I3 UNIVERSITY OF NAGASAKI
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SLAACIZ&L A 7KL ABEIERE

3. 7547 ME. Router Solicitation(RS)Z#E{EL. L—4%FERT S

Src MAC  00:06:29:1e:48:2e (1) (3) MAC 00:11:22:00:00:01
Dst MAC  33:33:00:00:00:02 (RILFF¥RAR) B (4) fe80::1

SrcIPv6  fe80::206:29ff:fele:482e (2) : TN TN o (5) 2001:db8:11:22::1

Dst IPv6  ff02::2 (All Routers)

ICMPv6 Type 133

~

(6) MAC 00:11:22:66:77:88
(7) fe80::11:22:66:7788
~ (8)2001:db8:11:22::66:7788

(1) MAC 00:06:29:1e:48:2¢
(2) fe80::206:29ff:fele:482e

D 2T —H
TL IO R (EA1EHS....
IW—REHEDIEH??
UNIVERSITY OF NAGASAKI
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SLAACIZ&L A 7KL ABEIERE

4. IR>TET=Router Advertisement(RA)IZEFENDZTL 71V IR EHRMD.
BAOTA—NIVFRLRET IHIVNT—bOT(%EET D

(3) MAC 00:11:22:00:00:01
(4) fe80::1

Src MAC  00:11:22:00:00:01 (3) Seetes ittt . (5) 2001:db8::1
Dst MAC ~ 33:33:00:00:00:01 (WILFFrRR)

SrcIPv6  fe80:1 (4)

DstIPv6  ff02::1 (All Nodes)

ICMPv6 Type 134

Prefix Length 64 .
Prefix 2001:db8::
#)IL—42—TF
TL21vo R IFThizL! (6) MAC 00:11:22:66:77:88
(1) MAC 00:06:29:1€e:48:2¢ (RA) (7) fe80::11:22:66:7788
(2) fe80::206:29ff:fele:482e  _ | (8) 2001:db8::66:7788

2001:db8::206:29ff:fele:482e I.;I“'“ T :.ri —

_|

2001:db8::/64 42
T4k F—bozA1&

UNIVERSITY UF KAGKSAKI




PRLADERTTIE

EUI-64 Format
— |EEE [CK D TEE{LEINTZ 64bit =D ID

- GUIDELINES FOR 64-BIT GLOBAL IDENTIFIER (EUI-64)

- REGISTRATION AUTHORITY

http://standards.ieee.org/regauth/oui/tutorials/EU164.html

IPv6 @ Interface-1D [&. Modified EUI-64 Z{EH [RFC4291]
- WHRPT—B/5ER 2= 4Rkl EE

MACF7 KL X (48bit) | 00 00 4c b7 fc af

Universal(1)/Local(0) bit &z

“ff:fe ” HEA

EUI-64(64bit) 02 00 4c ff fe b7 fc af

o Windows REDZ L DOSTMACY RLAAR—ATI(I K, COMBDA>A—T 11 A IDZEEMFIA

UNIVERSITY OF NAGASAKI


http://standards.ieee.org/regauth/oui/tutorials/EUI64.html
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Default Gateway Availability

e |[Pv4A CADHSRP/VRRP

e |PVv6

®HSRP/VRRP
53 AEECEIE

noiz/cU. A ANENNRERIZES
& |Pv6 Router Adviter

UNIVERSITY OF NAGASAKI



ZRLADBEIERE

- IPv4 L IPv6e TRIZHBEHEIERTE

/ IPv6

\

X1 BREROBEMELTEELELHEAONT-
2 DNSH—/A\FRFLRADE (X [RFC8106] TIREIL

“ UNIVERSITY OF NAGASAKI

IPv4

RA (SLAAC) DHCPV6 DHCPv6-lite DHCPV4
@) @)

IPAddress | o o iespamAl © /32% 4T
Default Gateway O ;1 — O

Server Address A
(DNS , SIP , etc) x2 o\ © © / ©
N 7

56




DHCPv6

. Stateful DHCPV6

— DHCP for IPv6 [RFC8415]

- DHCPv4EEARM(CHEU
- Default Gateway R (FEXI SHU/RU\DT RA (CTEUS

— DHCPV6-PD [RFC8415]

- F(CHGW D LANBITIER T D Prefix Z1@419 2B TEA
. Prefix ZE8 L /= HGW (Home GateWay) (F. RA ZF/z(d DHCPv6 Z{EH L CBEh

. Stateless DHCPv6 (DHCPVG6-lite) [RFC8415]
- DNSH—/VBER/R EDIPVE T K L XA DIEHRZ @ K]

- DHCPv6H—/\(F_ /) — RODIREZBEIB L7R0N

“ UNIVERSITY OF NAGASAKI
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Stateful DHCPv6

@DHCPH—/N—MSE->TET
TELVRA M-Flag)

D IPv6eFRLATELN !
(RS)

@ZDIPve T KL X XODNSIEHR
H5EEET K!(Advertise)

Router

DHCP Server

QIPV6ZTRL AT ELN !
(Solicit)

BOKTY, u—zﬁﬁ@
( )
~ UNIVE——" _———~AGASAKI

®Tldxxxx:xxZFHhWVHLET,
DNSIEx:x::x, NTPEx:x::x T
(Reply)




Stateful DHCPve ) K54
DHCP Server (CCIP)? RL- AEDHost|[GEREIEH 0] EE

Host (&. RA @D M-Flag S (C X DDHCPvV6 Client H'\&81/E9 B

Rapid Commit Option MB35 S . Advertise/Request (FEEZ 1D

7 RUZADERCIZIA NAATZ 3> h. IA TAAT S 3> =FEHA

UNIVERSITY OF NAGASAKI



Stateless DHCPv6 (DHCPv6-lite)

C Z MDPprefixlaa:aa::/6475MD T,

@
B4 TE|Y LB TTTELY (RA O-Flag)

Router

@D IPV6ZRLATEL !

"o @ DNSIEx:x::x,NTPIEx:x::x T3, (Reply)

=

DHCP Server

;ﬁ

Client

@ IPv6DNS , NTPH—/ D
1HF#E T LY (Information Request)

@ PrefixN Maa:aa::b:bb%

% UN | N FADIPVETRLRELTEIYETEYT _.AASAKI
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Stateless DHCPv6 M 548

DHCP Server (SHost|BErZ BIE L71RL)
(IP)7 RL RGN — X EIBZE)

Host (X, RA @ O-Flag Z{E(C KD, DHCPv6 Client D EN{E

RAZITTIEDNS/NTPIR E DIHNETRH — ) VBEROBEENCAE
W&o dTo—RXH D

FIRimERDEFR(CEK D T, DHCPH—/NIC KD TEENITNTPYODNS
IR EDBIINMEBIIZGEN DD,

“ UNIVERSITY OF NAGASAKI
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DHCPv6-PD

@ 1Pv6 PrefixMILLVHLZE
HEELLFE T (Solicit)

3 bb:bb::/48 TOKTY

@ bb:bb::/48TRILVNTY
(Request)

H\? (Advertise)

) &4 - =f

Client DHCP Server

-

® % 1=I1dbb:bb:1::/64D Prefix
[ZELTWLET!
(RA)

@ bb:bb::/48%thNHLE
T (Reply)

D @EENPrefixm™B. BH D
IPv6Zbb:bb:1::1IZR5E!

® bb:bb::/48F Eof=M 5.
bb:bb:1::/64I_L CHEHRLET

- UNIVERSITY OF NAGASAKI




DHCPv6-PDOD 4544
J)—RF7ZRLATIEL ., Prefix 15

PrefixOER(C(EZIA PDA T 3 > & (&

Prefix ZHW4S L 7=Router(DHCPV6-PD Client) (&,

RA Y° DHCP Z{#H U CBhdfm

5. /14872 BR1S. STEED/647ZRA CIiEBAL

E(CISPEI—T Ry NDO—2TDETH]

UNIVERSITY OF NAGASAKI

ISV AN ERP
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KlIGEI7 K=F

UNIVERSITY OF NAGASAKI

vy 2
VOEAD-HDRE-1EE-ER
-

S ZRLY > EDNS
[
- W=Fa 2D EAR

- NTYRTANIVY

&3

= U5 77 K5F

UNIVERSITY OF NAGASAKI




IPV6IENA\DSF U A

o IPVADSIPVANGTBARY RD—DIONADRRITHR OB ERE

> WHETINEUTEASNBDIEIUTD3ID

m IPv4/IPv6 Dual Stack Model
m IPv4 Network &BIIC IPv6 NetworkZz#3229 3B Parallel Stack Model

m —Ef%Dual StackiC, —EBZIPv4/IPv6ENZENICHII=E S Hybrid Model

UNIVERSITY OF NAGASAKI
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Dual Stack Network

Internet () Merlt
& BIENEME, MR

EZ?% o IPVATHEEE U ToiBis = ZDEEICIPVEI(C
— G TED

F SSL Ac:;eieratcr J

[ IFS | .

— e Demerit

¢ V4 Network DIEIE(CFESND

o HERBOEENMEM(CIRD

¢ [EENRIHICHETD

& VABE EVeBEDIoghSES DIcsh. It
PANTEIYE [P ANS

[ WAF ] Ems Server]

SPAM Fliter

": Dual Stack j

I £R O Protosol l

— DualStack —  pcup - mErgEnES £52)7We

“H UNIVERSITY TF NAGASAKI
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Parallel Stack Network

e Merit
& HES(IRGE
& v NDJ—DUDBKETH AIEE
m ProtocolEB (CEE I IR
® FROEFEENERISHER U7X

¢ IPVADRREE EIPV6DEEZTI DT
L)

e Demerit
& HZINZ L, HERN EHDB
o BEIENKZE(CIRD

IPv4

UNIVERST P O NAGASAKI
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Hybrid Network

DE &S ERNH
| FW I - l' Fw ]
[ s Am:le rrrrrrr | l 5L .Rn:n:l\eleratw l o M er |t
| | ) ==
B~ | & HIEEDEEIIHD
= B o BEDDBNALLT D
e Demerit

o HENZ 12D BIERNHND
o EIENEE

I IPwvdt Compornent |

I IPwE Comparment I

l Duail Stack |

I H R OProtooo |
IPveER - BELHERES t¥a)TWe =¥

PV F ) T4 H4 K54 (B1ohk) &Y 5
|Py

“ UNIVERSITY OF NAGASAKI
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IPv4/veiFE L

o IBRYDI%ET
OECTAVI)ILRAYVITETDEIMER LT, BULLIIv6
Wb EdP—EX, /ZTAL%)?L/(V_ DS 2T [
Eh9é;tﬁb@J%V@Tm<K% 2T LhELN
A
SERFHENNPVOICHIIL L CUVRWMES, I\ 1Ty RDK
S (CveRY N —TRzsZ1EN I DR CTXIIL Bl 8
o XS

wg\y N —/ZJAITIPv4 NAT/NAPTZ#3F Uel T DM EN D
¢ IPV4/IPvelI S DAREBEES=ERIT DIEE X MMEN

UNIVERSITY OF NAGASAKI
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NAT64/DNS64

Tl m & —a €T ||
IPve  NAT64 IPv4 IPv4

NAT64 & DNS64 ZfHASHhETFIA

NAT64T., JEENERESNIZIPVA-IPV6 BV RLRAERDTWABIPVE I\TWY D
IPV6 AW A%, IPvANY SN, [EEI\TY FENAT64TIPVADNS IPVEAY 4

NZEWT B,

iRk FIHT DIP 7 RL X ODZEHIC(E DNS64 ZFI 8
— ImERIE, 77 RLUAEEREFICDNS64 (CKD TRHEEND IPv4 77 RL AWERR SN zIPve” KL

X’a‘:ﬂﬁﬁ
~ IPv4-IPv6 g:“ﬁ? <L X DWell-Known Prefix(&64:ffob::/96 [RFC6052] Well-known Prefix A9+6

A HE]HEE

UNIVERSITY OF NAGASAKI



KlIGEI7 K=F

UNIVERSITY OF NAGASAKI

7Ry 25 EDNS

BT
2.7 kL w272 EDNS
3 BRI

AT D ERR
5.\ w NI IILFID

- ,

= U5 77 K5F
UNIVERS S, |

ITY OF NAGASAK



IPV6” L A5%E

o —fSMIIRTIA MIHUTIE/64ZEIDYT
¢ Point-to-PointU >2J%€/64COK

n —EERRCLOTEFEET TV RLRFEED/ Ty MREZRS T DHEENDDDT. EDRRICIE

J4)L5—HhwmE

¢ Point-to-Point U >0 T/64X DKL) Prefix ZFIF I D1eEEH D [RFC6164]

e Loopback?7 FLARICI/128ZEIDHT

o ISPTIE, —AxMIIRIMAFCKHULT/64~/48ZEIDHT

IPv6e 7KLy 2T

2001:db8::/32
DC2
( 4

2001:db8:100/40 2001:db8:200/40 2001:db8:300/40

/48 /48 /48 /48 /48 /48
Userl User2 User3 User4d User5 User6

\_2001:db8:1x/48 2001:db8:20748 2001:db8:3x¢/48 _/

UNIVERSITY OF NAGASAKI

7 LAD S REAE

DCO)ﬂi’,( 707, H—EX N\vIR—2,
#HA., eV RFELEZALOND

A—HFDTRLARYFUNEHFRITHMEM
EWNS =R —HERITRHTHL
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IPV6Y RL RS ETDERANIRE RS

o HARNIC(XIPVA & [ElHx
X IREMDEE THD &
aHWUY —R(L—F 4 2057 =)L =ZRIE T D A-
RZR(CHH B CPULIBR) Z &/ I\BRIC
o KRN TLNBC &

mawfm/imAR A IL—FRE/HRER. ERESFOEAECK
Dﬁﬁﬂ@“&_t‘c )7 I\VX%’(DACL BLEAS VLSRN

iR DD &
e AR— X ([CHRBZFEE. FROIGRICIRA D

UNIVERSITY OF NAGASAKI
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IPV6 Y RL ASGETDEARNIREZT RS
¢ IPV6TIEICATRCES

¢ 7 JUDPH—EXE

B (D) RL A Z2[15

mIPV6 T, UmR(CHEED ) KL A5 0]
ITj'J’ﬁ'—‘/_ B[ CDI7 A

|:|IP sm (D

o R =¥ Bl bb@“ <
IE%?'?O) BIR(E

JOwv o, 1E

UNIVERSITY OF NAGASAKI

7 Al il QoS%‘JﬁI]

— Yo, IPV47 RLAF)ERE
(c_l_j(/ 75/1'51)



£7FLR

2001:db8::/32

IPV6” RL ADHREH 5

Prefixz R 111+ C, BEHFENRAA—DTES

v

NOC-1

2001:db8:1000:/36

v

IL—43EH

2001:db8:1100:/48

v

v

NOC-9

2001:db8:9000:/36

H—/\EA

!

2001:db8:1f00:/48

IV—5EH

UNIVERSITY OF NAGASAKI

2001:db8:9100:/48




IPV6” RL ADHREH 5

e 7 RLRATJOYUDRAEII4AbItELHH DT )
2 001 :0db8:0 1 0 : 0 0 0 0::/40
2 001 :0db8:0 1 0 : 0 0 0 0::/44

e HOXRWNIL I« YV IRBEDIXR
TS O“I%Igéf)llx(c)to'Jl\/OEl—jj)lxd)T RLAZzZzRZ VW CHEEAESHE52001:db8:0:100::1
= fe80:: :

¢ OSPFTU 7 EENDED
m Area 0 = 2001:db8:0::/40 , Area 3 = 2001:db8:300::/40

¢ BGPDOcommunitylC&HE S
m community 10 = 2001:db8:1000::/40

UNIVERSITY OF NAGASAKI
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HHBADY RLATS

o HMDVOT N7 RLAZFIICERTE

o —)\D77 KL AZTEH!
m <prefix>:: <—EXD/R— hES>
= 2001:db8::53 (DNSH—/\)
m2001:db8::25 (SMTPH—/\)
m2001:db8::80 (WWWH—/X)

& L—FDT L AEHTEH
m <prefix>:: < ER(SAVIESE>
m2001:db8::1 (LA L—S DIF)
m2001:db8::5 (ZDEITA> bDSEBD)L—SFDIF)
m 2001:db8::0000:0000:0000:0001/64 (ISPHI)
m 2001:db8::0000:0000:0000:0002/64 (HZE4xAI)

UNIVERSITY OF NAGASAKI



1BHE7 FLADHNES

o IPV6TIZ. IFKRDIFICIEHMDT FL RAZ[FE5TES/IcH. BHDOY—EX
ZiRF T DHERC(IEBHDY RLAZDITDZLE0HEE

& EIXDBFQDNTHUIPT FLRXZSRUIED. ITAYUF7RZFHAELED ITDDEFHERE
EE

% ifconfig -a
fxpO0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX, MULTICAST> mtu 1280
inet6 fe80::206:5bff:fe3b:XXXX%fxp0 prefixlen 64 scopeid Ox1
inet6 2001:db8:4fd::25 prefixlen 64
inet6 2001:db8:4fd::110 prefixlen 64
ether 00:06:5b:3b:XX:XX
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

UNIVERSITY OF NAGASAKI



U IONDF7 kL AssET

. IPVATIIEOIOA MBICRARAVEREZEE
_)L—ARREP2PY > TIE/30
_INBENWTIEIERERUISE U T/26~/2812 &

U
. IPV6TIIEOA> MI/64TH—

- P2PODi% & CH

- /1277 %

-BU. Stjbnet— Router-anycast)’ kL A4

J 5 &

507 R X(E/64TOK

SEI|:E=

37]\0)%”%"]73‘37350 [RFC6164 RecommendationZ=H8&]

UNIVERSITY OF NAGASAKI
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Z2UIOND7 RLAGEET
o —XMIRI—HICWUTIE/64~/48%TH1>

o EIE1DDYIRY FHBERIZEE /64
¢ Point-to-Point U>20% /64 TOK
0 —EPEE(C LD TIIEST RLRFED) Wy M ESRS $ BIBEaNSBBDT. TORICIE
JdJ14 )L —HE
n BIRY RDO—EDIEBRCIE, /6407 RLATIDH L.
RELTZIT/126(CT R BEEHD. TNHEOK

o 1DDF)\1 AMEHRT IHSICIE/128
¢ LoopBack?” RL-X&E

o BARAIITII—AT RLARZ[FELRW (8%5)
® 64y N AR EENT
* T LR T— LDAREZ I TS

UNIVERSITY OF NAGASAKI



HHBADY RLATS

o JSA 7> Mgk o
¢ RA(Router Advertisement) CENRYESTE D EIEE

o JL—I AR \0OY—)\ikdE

SRANSEBARMKUTCUESEBEBIELDSL)
-§<@ﬁ |
a NICPEBETIMTRET RLANENDS

e DMDT U7 KL X Z5FY ([CERTE
|
m::53
m::443

UNIVERSITY OF NAGASAKI



BUWIPVG P RL X

] ]
[T |
"IJ"IJ"IJI

'.'.".'.".'-' 'I' e I B 'l O

-ll SUn. ac. Jp

-+-E FF'F‘ y -'Il-:l | y @E‘ IP address
E'I' a .[._:rll N 1 || I 'I- 'J_IE__I-I:.E;Z- = ':'! SRy PTR record

Aal3 28801104 80 :face: b0

WAL -|- e 'l O ASN number

ASN name (ISP)

IP-range/subnet

Metwork tools
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Network information

2620:52:3:1:dead:beef:cafe:fed?

no PTR record

17314

Red Hat, Inc.

2620:52:3::/48
2620:52:3:: - 2620:52: 3 AT

Ping 2620:52:3:1:dead:beef.cafe:fed?

Tracert 2620:52:3:1:dead:beef.cafe:fed?
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J—RIEXTT D7 RLABISH

o JL—75
U >00O—-HIL7 RLURXIFENTKET D
m FIBEIRM (CnexthoplCRB S ENH B8
o H—)\
® AT+ VI TEHIE

o 1—Himk
o 1—H /—ROBIBZASIT A VITIIRIOGEEHD
¢ BEE|H(RA, DHCP)
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DNS (IPv6)

e IPV67 RLADL I—RKRA1TI(IAAAA(quad A) [RFC3596]
& 5| EDRAAL> (L ip6.arpa.
m [EHEREERL - -
¢ NS, PTRIZZERL
o —DMDFQDNICIPV4EIPVODEADY RLADEREETNTWVWDIZENH S
* LJ VIVINERFB DT RURZET7ZITVO =23 (ETH. EE55HNZIEIRTBCEEH
BE
e DNSDF1FPIVARAFYI{LE(F
& DNSH— /U AAAAZ HR— ML TLYS
& FSAR— KNEICIPV6ZRAWBRC ENTES
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DNSOITVICHY DinkKDFEE (2022F K =)

o VI VIERFIFOSYZIVUI—S3>TRIRD
& AAAAD TV 7Z5(CENT D0S
m Windows11,Windows10. Windows XP. Linux
& ATV ZTICENT D0S
m Windows Vista. Windows 7. FreeBSD. Mac OS X

o FSORAR—KMIJOMIIDESEIES
& IPv67Z=E25er(CHIFT S0S
m Windows11, Windows10, Windows Vista. Windows 7
¢ IPVAUNFIHTE/R00S
m Windows XP
& HTEI7AILICHKIFI BD0S (/etc/resolv.confdIllEfF)
m FreeBSD. Linux
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IPv6eOLZF1U5~

IPvelcTdEF1IVUFIHEES?
IPsech'& B3OS T 7 AV —I0A—=)LITESIRL?

o H5WBHiEHAMNIO—)LY RLRAZEFDIPV6TIEI 7V —I0A—)UE. KD—BE
BHIEXD

e —/C. O—AIW7RLRAZES UTERIZBEEWVWEWSEDIZS,

IPv6 ULA(Unique Local Address)&EWSEDHAERETNTLS(fc00::/7) [RFC4864]
o IPv4 NAPT(IPRZAL— R)EAZDTF1UF - 2HERaEE

e ULAZIO—/VL7 RLAREICERT B/=8. IPVADNATICHE T S.
NPTv6DIEHE(LHEEA TLVD [RFC6296 Experimental]
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T IVI U DDERNIRERTS

e end-to-endDBEEFEZIEELU TVWBSTZHimFKRATUDODHDFS
EhHD
o J1 )LV D DEE
& NEENSDARIEIRR) Ty bRDEAZIB S
¢ ER(I)TY DAY (CERHESNTULD T FLX - 7h— hMESIBIRT
RO DT TVBICIBETR0N
o /Ty hEBB/EET DdhZE. MSHhDOEETHIKRITDS
® ; TJ-IE
@ 7 AV —DA—)LEFE (SPIXIS)
o) —FHEITDI\TY KTIaI)LFVUD
&K CDIN=VFILI7AV7—TA4—)L
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T IVF YU DRYUS—DHI

o H—ERBICIPV4LIPV6TRUS—ZEEETED
o PIED—FMED

nt— ) /im> R SIMEBA BT @S (5T e]
& SMEP—>RIED
TR ATCPOXRT S 3 > (dEiE
nt— E X FIBE(E (3B (DNS/WEB/MAIL/NTP 78 &)

Type 1: Destination Unreachable

e ICMPVG6 type 1,2,3% &3 Type 2: Packet Too big

Type 3: Time Exceeded

o EA—U>TR
& NDPIRXEDBEICARIXRIRAU>OO0—HIL7 RLABTODREEZFD]IT D
& NERAZ T4 )L FTD
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o NE/RRAMXEESNTUERD E T T v IHE
CEREENTIEEE D TCUESA. TaIL%=ETS,
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ICMP£LICMPV6

o IPVATCIIE
o CF1UF o LOIEAMNSICMPZIE WKDICUTWLDIGZGEEHD
o IPV6CII
¢ ggPV6(1L'f=J:EgT SE|ZRIzIEsH. FEDICMPVE/\Tw h@E@BsEd &N

m & FEREE (Destination Unreachable) (Type = 1)
m /\b‘/ N@A (Packet Too Big)  (Type = 2)
m BXEAMIEE (Time Exceeded) (Type = 3)

e Recommendations for Filtering ICMPv6 Messages in Firewalls
[RFC4890]
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ICMP6%Z [X9ME{E - AGREIS] &

[ - ATS3>] [CRITFTERS

Message

x5 - R

*}4} : Option

x5 FE

LL: 7B

LL : Option

LL: A&

Destination Unreachable

©

Packet too Big

Time Exceed

Parameter Problem

©)
©
©

© |o |o

Echo Request

Echo Reply

Router Solicitation

Router Advertisement

Neighbor Solicitation

Neighbor Advertisement

© | |o |o

© | |o |o

Node Information Query

Node Information Reply

Inverse Neighbor Discovery Solicitation

Inverse Neighbor Discovery Advertisement
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ip6tablesdDfl

o ServerCTHBACEMNBEETNSDDT. LinkLocaldDFERZ FolCYERK
& Mobile IPv6(DHome Agent T (S7QWEZETE

# Approve certain ICMPv6 types and all outgoing ICMPv6

-A INPUT -p icmpv6 -j ICMPv6

-A ICMPvV6 -p icmpv6 --icmpv6-type destination-unreachable -j ACCEPT
-A ICMPV6 -p icmpv6 --icmpv6-type packet-too-big -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type time-exceeded -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type parameter-problem -j ACCEPT
-A ICMPV6 -p icmpv6 --icmpv6-type echo-request -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type echo-reply -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 130 -s fe80::/10 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 131 -s fe80::/10 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 132 -s fe80::/10 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type router-solicitation -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type router-advertisement -j ACCEPT
-A ICMPvV6 -p icmpv6 --icmpv6-type neighbour-solicitation -j ACCEPT
-A ICMPV6 -p icmpv6 --icmpv6-type neighbour-advertisement -j ACCEPT
-A ICMPV6 -p icmpv6 --icmpv6-type redirect -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 139 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 140 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 141 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 142 -j ACCEPT

-A ICMPV6 -p icmpv6 --icmpv6-type 143 -s fe80::/10 -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type 151 -s fe80::/10 -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type 152 -s fe80::/10 -j ACCEPT

-A ICMPvV6 -p icmpv6 --icmpv6-type 153 -s fe80::/10 -j ACCEPT

-A ICMPv6 -j RETURN

-A OUTPUT -p icmpv6 -j ACCEPT

UNIVERSITY OF NAGASAKI



Router Access-listdDfi

o LWPOKWBNetwork FWTHBDZEMBEETNDODT 3451 ZFIA

] 112 permit icmp any any 139

flow detection out mode layer3-3-out 113 permit icmp any any 140

#IPv6 & ICMP @ ACL #B&ET HICIEHW )YV —XDEBRENBE 114 permit icmp any any 141

(egressHl) 115 permit icmp any any 142

flow detection mode layer3-5 130 permit icmp fe80::/10 any mld-query
#1Pv6 & ICMP @ ACL ZRET BHICIEHW )Y —ADBRENBE 131 permit icmp fe80::/10 any mld-report
(ingressHl) 132 permit icmp fe80::/10 any mild-reduction
! 143 permit icmp fe80::/10 any 143

ipv6 access-list FILTERvV6 151 permit icmp fe80::/10 any 151

10 permit ipv6 any fe80::/10 152 permit icmp fe80::/10 any 152

20 deny ipv6 ::/8 any 153 permit icmp fe80::/10 any 153

30 deny ipv6 fec::/10 any 1000 deny ipv6 any any

40 deny ipv6 fc00::/7 any !

50 deny ipv6 2001:db8::/32 any interface range gigabitethernet 0/1-2

60 deny ipv6 ff00::/8 any ipv6 traffic-filter FILTERV6 in

101 permit icmp any any unreachable !

102 permit icmp any any packet-too-big # L& 7 4 JLB—% GbE Port 0/1~2 @ Ingress [Z5# A

103 permit icmp any any time-exceeded

104 permit icmp any any parameter-problem
105 permit icmp any any echo-request

106 permit icmp any any echo-reply

107 permit icmp any any router-solicitation
108 permit icmp any any router-advertisement
109 permit icmp any any nd-ns

110 permit icmp any any nd-na

111 permit icmp any any 137
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o H—EXRBICIPVALIPV6TRUS —ZHSTEINRE
& NEB—HMED
m H—)\/imRNSIEBAE T TEBE (LR RIEF]
& NEB—>MED
m HEYLEAHTCPOXRTS 3 > (@A
n Y — 2 FBELEB(DNS/WEB/MAIL/NTP &)
o H—EXRY ND—-DODIRERS(L Default & Deny ([CUTHLARE

e EDNSOYTCP53&i# 9
¢ IPVv6TIIDNSEIE/ Ty AR E < IEDNWBRTZSH

e ICMPICEIUTIE, IPV4 & IPV6 TRUS—HERIRD

o A—VU2Y (BY—/N\—-ICBEET D)
¢ TEZROARERBEDES/RL)
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IPv4 EDIEL )

e ARP&END
& [El—Link(Broadcast Domain)(CfF£ 9 ©Node LIBE T D IzHDIEER
m IPv4 Address «<— MAC Address D3t : ARP (Address Resolution Protocol)
m IPv6 Address <— MAC Address O/t : ND (Neighbor Discovery)

& ARP(ZIPv4 Broadcast/fERI 7O )L ZFRA U TEESNTLD
& ND(ZIPv6 Multicast/ICMPZFIA LU CTEEINTLD
& Security®(Z(E. ARP Spoofing &[E#ND SpoofinghVe]&E

m arpwatch &EREERICNDMonZ VW TEER I DA E LY

e LinkLocal Address®ifi\

& IPv4T(3. Linklocal AddressidiE& A EFIFENIRN
m Windowst®MacOS-XT [DHCPET Y RLANWFERENIZWVEFICEIDHTOEND ZENH B
& IPv6TIld. w9 LinkLocal Addressh'EIDH TSNS
LLAAdrZzFIFA LT, ssh&TiE#id D EHajEe
Global AddressZiF DWEN XL \Network(Z(FLL AddraE| DG FBIZIF TR
Hop-by-HopTi&Eit I 2 & T, BEHDIHZEM T D &NV El8E
ICMP6 Neighbor Discovery®Option(CNeighbor whoish'&s DT, CNZFHRAITNIERD ) — REZERFEIT D ENAE (LHL
. LInuX’IRETIE. COBEREIIMER IR IRDTULD)
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IPv4 L DiE L) € Diil

o AO—>3>
eIPvALE C EIRD ., MgvsIP? RL ADFT—FNR— XD
BmhEaT50)
e JAIAUIDFT—HAN—-RE
®SPAMHause fth, —AAX—XDIEE (CEE
e THEEBIPVEENHRE U CULVRWVWGES
oY —E X (FHOK
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FEDH

ttvs3>1 IPvellE
o IPVODETRHEBEYSF1E]

« IPVv67 RL ADEREHE

« IPV67 RL RS A T EBEHRE (Unicast, Anycast, Multicast)
« ICMP&ET RLXABEIERTE

« Path MTU Discovery

- NDP GEFESHZEXR) 0O ~3J)L : NS/NAERS/RA

« RA/SLAACEDHCPVG

w322 veEADIESHDEEET - 182 - EH
o FRATEIM

« 7RLw=>72EDNS

« )\ow NI I)LBFUST
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