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Mozilla SSL Configuration Generator
@;&*\g@ SSL Configuration Generator

* Apache Modern Server Version |2.2.15
Nginx * |ntermediate OpenSSL Version 1.0.1e
Lighttpd HSTS Enabled ¥
HAProxy
AWS ELB aXEJHIT B

adshik e «
apache 2.2.15 | intermeaiate profile | OpenSSL 1.0.1~-Llinl

N =1 — W R
Oldest compatible clients: Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP IE8, Android ') 77 LY REEDN

REREIND
RBISHHFEDEDIN—2 3 oh =
~ L F~ =L o = 2
SFATRERRENERTE S )
éé[Engine an
BElCertificateFile Jpathftofsigned_certificate
S5lCertificateChainFile fpath/tofinternediate certificate
S8LCertificatekeyFile /path/todprivatedey
#f Uncomment the following directive when using client certificate authentication
Rl Cart if icateFile Srath/tofca_certs_for_client_authentication
f HRTS (mod_headers is reguired) (15768000 seconds = B months)
Header alwavs set Strict-Transport-Security “max-age=157E5000
</YirtualHost?
# internediate confizuration, tweak to vour needs
aalProtocol all -85Lw2 -55Lw3
BelCipherSuite ECDHE-ECDEA-CHACHA20-POLY1 305 : ECOHE-REA-CHACHA 20-POLY1 305 : ECOHE-ECDS &- AES1 28-GCM-5HA 256 : ECOHE-RS &- AEE1 28-GCH -5
SolHonor Cipher Order an

J

H 8 : https://wiki.mozilla.org/Security/Server_Side TLS
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HTTPS in local network featuring STAR

IoT device is configured to get a short-term server cert. via STAR Proxy and refresh the server cert. with ACME server
On TLS handshake with IoT device, Use Agent verifies the server cert. with CNAME in Device Discovery
For User Content, User Agent shows green colored DeviceName and CNAME by checking with “pre-flight”.

Web Server

A

e.g. IoT Service

TLS

e.g. Device Vendor STAR Proxy
example.com (DNO) J
y . Register

,,,,,,,, > . Bootstrap/

DNS Terminate
______________ .

\.challenge
A A4
ACME Server
Bootstrap (CA)
Device Discovery. e.d. Let’s Encrypt

search e.g. mDNS

v

s

1
1
1
1
1
1 -
1

User Content
on device selection

A-RECORD: 192.168.1.63, DeviceName: IoTD-1000A
CNAME=13ab-7c34-23be-device.example.com

LS

e.g. Smartphone

SNI: 13ab-7c34-23be-device.example.com

Initiate with Presentation API and then use Fetch/XHR/WebSocket APIs

>\ 192.168.1.63

START Client

(NDC) Refresh

e.g. 24 to 72 hours

CNAME: 13ab-7c¢34-23be-device.example.com

For “user consent” on device selection, user's email
address could be included in the CNAME, e.q.
my_email_address-device.example.com

IoT Device

H 8 : https://github.com/httpslocal/usecases/blob/master/figs/local_star.jpg

W3C HTTPS in Local Network
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