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BitCoinF{gdDFEHOHLD

AS1 (ISP of victim)

Victim's route to
1.1.1.2 before hijack

Victim's route to
1.1.1.2 after hijack

AS3 (Hijacker's ISP)

Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2

ASZ (Legitimate owner of
1.1.1.118)

Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2

BGP Hijacking for Cryptocurrency Profit, 7 August 2014
Pa Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit
NIC http://www.secureworks.com/cyber-threat-intelligence/threats/bgp-hijacking-for-cryptocurrency-profit/ '1
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Traceroute Path 1: from Guadalajara, Mexico to Washington, D.C. via Belarus

7. Moscow,
‘_/ Russia
;/—\‘ 8. Minsk,

6. London, Bel
UK 9. Frankfurt, b
Germany
| 4. Ashburn, VA @fAC- New York, NY
| 5. Washington, D.C.
11. Washington, D.C. END
3. Laredo, TX
{2. Monterrey,
START 1. Guadalajara, Mexigo
Mexico
o reneSYS Source: Renesys Path Measurements
- Renesys Blog&kb
[ J
PA
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http://www.renesys.com/2013/11/mitm-internet-hijacking/

USD#E

hisE> HY

7 @ The New Threat: Targe x

- C | [ www.renesys.com/2013/11/mifg

J‘—“\'

NI )L—Y

‘ 27 February 2013: Traceroute from Guadalajara, Mexico to
‘ Washington, DC wia Minsk
|
Delay
1P Notes
(msz)
201161311449 16 482 po—edl2 alestranet mx (Guadalajara, B
2011631021 17 702 po—mity? alestranetmx: (Monterrey, ba)
20115127230 13 551 iemty? alestranetms (Monterray, MX)
53918121 49 17 D54 ge3—1.cr02 Jar0l poowbin net (Laredao,
TX)
53918 4478 4012 TenGE11-1 br03 ash01 pocwbinnet
CAshburn, W)
64209 109291 54599 GELX-IUS-REGIOMAL (Washington,
DC)
(T e s 167 541 lag1 ard LOME ghlxnet (London, LK)
908 172 194 170 143 244 cis—company—transtelecomethernetd—
4 ard lond ghlxnet (London, LK)
217150672 234 212263 mskn01 transtelecomnet (Moscow, RLU)
917 16052 233 993 451 Eie-lTeIenum-gw.transtelecnmnet
(hinsk, Belarus)
EE LAt o ) o o = 1 1
872452331398 2REE16
(Frankfurt, DE)
¥ no response
& no Fesponse
1299503 130 230887 ae—3 23 nycmnyll usbbginnttnet
(e w vk, MY
129 250453 932 959 ae—1 r08 nycmnyll usbbgin nttnet
(e w vk, MY
ag—
1292608158 248 686 O centurydinknycmnyll usbbgin nttnet
(e w ok, B
L no Fesponse
53934113110 238111 53—‘2?4—1 13-110diastaticqwestnet
(Washington, DC)

I
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BGPMON

« USOE AR
RIPE Stats

« EUHISDIZANER
RouteViews Proj
« US Oregon A=

|

<
BGP

—_—

]
Now part of

HOME BLOG ABOUT US PROD

ND SERVICES CLIENT PORTAL

Large hijack affects reachability of high
traffic destmatlons

Posted by Andree Toonk - April 22, 2016 - Hijack - 10 Comments

April 23, Update: NOC Team at innofield posted an explanation of the Incident in the
comments section below. Starting today at 17:09 UTC our systems detected a large scale
routing incident affecting hundreds of Autonomous systems. Many BGPmon users have received
an email informing them of this change. Our initial investigation shows that the scope of this
incident is widespread and affected 576 Autonomous systems and 3431 prefixes. Amongst the
networks affected are high traffic prefixes including those of Google, Amazon, Twitter, Apple
Akamai, Time Warner Cable Internet and more. All these events have either AS200759 “innofield
AG” or private AS 65021 as the origin AS. In the cases where AS65021 appears as the origin AS,
AS200759 is again the next-hop AS. AS200759 “innofield AG™ is a provider based out of
Switzerland and normally only announces one IPv4 and one IPv6 prefix. These are 2 example
events: Prefix 66.220.152.0/21 Is normally announced by Facebook AS32934 and during this
event was announced by AS200759 as a more specific /22 Detected prefix: 66.220.152.0/22
Example aspath: 4608 24130 7545 6939 200759 And AS origin: 65021 behind AS 200759
Detected prefix: 66.220.152.0/22 Example aspath: 133812 23948 4788 6939 200759 65021

We saw the announcements via the following peers of AS200759 “innofield AG™
+ 20634 “Telecom Liechtenstein AG’

« 6939 “Hurricane Electric. Inc.”

000

Latest Tweets

Tweets

@

& Dan Goodin
Bk

Russian-controlled telecom hijacks
financial services' Internet traffic

Visa, MasterCard, Vel
affe

ign all

‘iﬁﬁﬁi University of Oregon Route Vlews

Project

Advanced Network Technology Center

University of Oregon

ANNOUNCEMENT: route-views.chicago collector up and running.
ANNOUNCEMENT: CAIDA BGPstream Toolkit

ANNOUNCEMENT: CERT routeviews mirror

ANNOUNCEMENT: sfmix perth nwax sqg collectors.

MAINTENANCE: 03-17-2017 bgp large communities data format

MAINTENANCE: 03-17-2017 route-views3 directory merge

MAINTENANCE: 03-17-2017 archive2 rsync enabled

« Introduction and Goals



RIPE Stats

At a Glance

(4)

Routing
DNS

Anti Abuse
Database
Geographic
Activity

Suggestions

ma
u

Prefix Overview (202.12.30.0/24)

This prefix is announced by

AS2515

"IJPNIC Japan Network
Information Center, |P"

Resource RIR Country

202.12.30.0/24 APMIC JP

Show IANA Registry Information

Showing resules for 202.12.30.0/24 as of 20017-05-29 00:00:00
utc

source data embed code permalink info :

Geoloc (202.12.30.0/24)

kiR
o ':

' 47 ir

e
GO HIFE—— 4 ©2017 Google, SK telecom, ZENRIN | FfE#R#

* Geoloc details

Data is based on MaxMind's GeolLite City
data set and valid for the stated query
time (see below)

Showing results for 202.12.30.0/24 as of 2017-05-02 00:00:00
uTc

source data embed code permalink info :

Whois Matches (202.12.30.0/24)

inetnum 202.12.30.0/24 (+)
netname JPMIC-MET-JP

descr Japan Netwark Information Center
descr Urbannet-Kanda Bldg 4F

3-8-2, Uchi-Kanda, Chiyoda-ku,

descr

Routing Status (202.12.30.0/24)

At 2017-05-29 00:00:00 UTC,
202.12.30.0/24 was 100% visible (by 156
of 156 RIS full peers).

@ First ever seen announced by AS2515, on

Center

27


https://stats.ripe.net/

HAREIRDRMMDIR S (12 EE=1T

+ HZAEDISP - #@EFHEFEDRER1311Z &l
« WELISNIESERENFOID ZEA

Luypwy-aieit
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert
[bgpwg-alert

[bgpwg-alert

[bgpwg-alert

EUVLIJUIfALF 1J.10
2017/05/17 16:13
2017/05/17 16:13
2017/05/17 16:15
2017/05/17 17:27
2017/05/17 18:26
2017/05/18 6:12
2017/05/18 6:45
2017/05/18 11:15
2017/05/18 12:19
2017/05/18 13:17
2017/05/18 13:19
2017/05/18 20:19
2017/05/18 21:24
2017/05/19 19:16
2017/05/19 21:38
2017/05/19 22:35
2017/05/20 0:59
2017/05/20 1:57
2017/05/20 2:00
2017/05/20 2:58
2017/05/20 4:39
2017/05/20 5:28
2017/05/20 11:54
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IEDEH| : DNSZDD &EDFFHE

« 4/24 20:05~22:03(JST)
« AWSDRoute53MDIP7 RL AN EDENSID
« {BEDDNSY—)\HhMEDIEEZIRT
. #EE & LU TMyEtherWallet TIRIEEE % 5FER

) MyEtherWallet [N JSitaaiy (Gross) ~
BGP hijack this morning affected Amazon
AWS DNS H— /¢ DNS. eNet (AS10297) of Columbus, OH
202.251.192.0/23 announced the following more-specifics of
’ Amazon routes from 11:05 to 13:03 UTC

m today:
205.251.192.0/24
. a5\ pNs H—/\ 205.251.193.0/24
202.251.192.0/24 205.251.195.0/24
202.251.193.0/24 205.251.197.0/24

205.251.199.0/24
& E5Eh SHR

3:52 - 201845241

4 ‘
Pa o e MyEtherWallet

NIC
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