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« FEEEY—E XMEET - EFR(2000~)
- EABRRNSDPKIICEET DFAEBMZT(2001~)
- FEPKIMEERZOIJITIR(INSA, Asia PKI Forum7&&E)
- IETFCOEEELRENRFC 5217)
« BAFEHICHITBIARAERIXLDETIVE
o BDILVERNIV—~CADERET - B - ERH(2004~)
« BISOYRIYSIADIL—CABTRILE
- ERFDWebTrust for CASRERNS
s RIS XD ATY
« FSXMREEEUSHFLIZCREIBAFE)
* https://sites.google.com/view/trust-study
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Y —/\GIEERE DB

ExE sRBH

DVEERAZE RX1>3&(CEAT DB TTHES

(Domain Validation) WHOIST —AOXR—-X /L EESR
OVEEERE RX1>ad KUHEBO ST
(Organization Validation) | LEEICINX CEEERIBHRT —IN—ILE LR
EVEERRE R X1V BE KCHEBGEAR) DB TR
(Extendegl Val?dation) FEICINZ C(EZE) BT LE TSR
DV/OVERED T — U N—(C K DIRTEERER

HTTP «

C' | © www.secomtrust.net
DV <« C | & F®EINILEIE | htips://tools.ietf.org
C

oV <«

8 REINIEE | httpsy//www.hellowork.go.jp
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EV < C | & SECOM Trust Systems CO,LTD. [JP] | https://www.secomtrust.net/
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CA/RADTXRE

TYRI—Y EVHICEE <]
(Relying Party) }.,EEHE% ]
SRR/ S XAREE "
a o Jo CA
|
|
y mlﬁﬁiﬁﬁt“ |
— DV/OV/EVALE D
AERERLT. - RITEE
«----""" LRA (Z!KAEMJ\
P SEEAERATHES
gojgEE  OREE REBELE
(Subscriber)
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CA: Certification Authority
(L)RA: (Local) Registration Authority
CSR: Certn‘lcate Slgmng Request
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Web PKIOSSRXEEFIU

ESEE : WebTrust for CATLE
EfTE 44 : Baseline Requirements

o
Root Store Provider (CA/Browser Forum) di&:}b_FCA
(OS- TSRS LE)

O E 0 . Rc\)ﬁéore Policy > <
e < B |

Root (Certificates) Store (JL—~X~77)

—N \LJ]

IvRI-Y
(0S5 oH7LE)

ﬂ

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU,

JL—~CAZERRE
(ECERIHAB)

HECA
(FEEES)

Webt—/\
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FHEE DA

« WebTrust for CA(WTCA)
- REIIEEREEHRENDT IJ7ORXIVST—K
« AICPA/CICACK - IMINRBEETLIHAS) M 2000 (K E
- CABFEZME(ICABFOBREEH - HA RS =EER
- HEONIEEREZVEEHELTULD
« CA/Browser Forum(CABF)
« CASEBEDT ORI OERMEAREL T20065FE(CERIL
- WGEEBEEE(CFREERDERBEN - TR S1VZERE
- 5 RE(CLDEEER
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Root Store Policy, Root Program

Apple

« https://www.apple.com/certificateauthority/ca_program.
html

Google Chrome

« https://www.chromium.org/Home/chromium-
security/root-ca-policy

Microsoft

» https://aka.ms/rootcert/

Mozilla

« https://www.mozilla.org/projects/security/certs/policy/
Opera

* https://www.opera.com/docs/ca/

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU, © 2018 SECOM CO., LTD.
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https://www.apple.com/certificateauthority/ca_program.html
https://www.apple.com/certificateauthority/ca_program.html
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.chromium.org/Home/chromium-security/root-ca-policy
https://aka.ms/rootcert/
https://www.mozilla.org/projects/security/certs/policy/
https://www.mozilla.org/projects/security/certs/policy/
https://www.mozilla.org/projects/security/certs/policy/
http://www.opera.com/docs/ca/
http://www.opera.com/docs/ca/
http://www.opera.com/docs/ca/

WebPKII(C
AIREETTL\DDH

I
)
m
m
v
(D)
()
=
4+
()
[
@
+—
=

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0, © 2018 SECOM CO., LTD



Web PKIMLS X =M

ETEH?’]’) bz I\—\/ Certificate Transparency

(RFC 6962)
Netscape Navigator 1.1 CA Security Council
(RAIDSSLEER) AL EED SSL Observatory
WTCA#EJLCAMEEE TLS 1.2 (RFC 5246) Let's Encrypt
TLS 1.1 (RFC 4346) Censys.io
SSL2 TLS 1.0 (RFC 2246) ZMap
L 0® } [ ] } [ ) } L @ 000 | O 060 © O™ 0 ® 00 |

1994 1996 1998 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

VeriSigntt®Microsoftttic DigiNotar 1> RIGFRIZFtE> 45—

e X
931 - MNEEINE DigiCert Sdn. Bhd. |
Thawtettélogin.live.com Flame tl\
StartComt¥1Ur1EB= Gogott Q
- . s e - =] I
ZO07rw=>37F/LSSL/TLS (Ivan Risti¢ 2 - BBik=25E B5ER) CertStar®MozillasEBZE | TURKTRUST o
— ﬁ \{ GJ
EELICHRMBMER MD5{&i&RapidSSLEEAE Superfish& 2RI §
DIE E = ’r J 7 I\ ComodotFaUr1{&E g
StartComtFi1Ur1EE 4'_&: :
ARk BEEAOEREHNETTOT. BoEAOBET. HERHEIES0, ANSSI
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Web PKINS X ~DFES
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CAREHZEDAFIR
HAEP(C(F201 15D
DignNotar ABE
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LR DEE

600 r #SSLIG (3D )L—~CA) | Baseline Requirements 1.0 fE{T |
Netscape Navigator 1.1
Internet Explorer 2.0 i0s4
500 | EVEEREATRSY 1.0 16T | |
“o=Windows/L—HEFBAE
400 =@~Apple i0S i
Android
300 =*=Apple Mac 0S X
| MS JL—HEEBAE OS54 1.0 368 |
200 WebTrust for CA 1.0 2368 : 212 I\]<
ETSI TS 102 456 v1.1.1 13F8 Q)
1 15%62 J
u
100 m
. : 4
Wing5 Android 1.64"s2 b
: =
0 T 1 - ) - 1 0
19954108 1998578 2001848 2004418 20065108 200947H 2012548 20145128 g
| EBEARMEOBR - Windows)L—EREOEHTIOISL(2014.00LBEEE &

http://blog.livedoor.jp/k_urushima/archives/1767480.html
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L\EWeb PKI(cﬁ_%_Cb\%c,t

« CAREHEEDHIR SRIIEESB/MIC
. D00SEIUEIFRAZE DR IE F1T - 485 1L & HAASHE, L{nﬁﬁtgﬁﬂ%ﬁ(ifﬁ%b')ﬁ:

- 201NEDASVIDIL— I\nu,nl_l:)%Dlg|Notar/\0)7f_IE117\(<_d:57rIE%1‘.rb\
BRI —Z VO R1 U~

- BOERICEDANHERHRERDRSR
- NSAZ(ZUSHET BPervasive SurveillanceMEETEL
« EROEBEREBR DWEEAM - BEIRDE A (stuxnet, flame, etc.)
. cJ:DmeFHH SEMOERESA (TLS 1.3, MEFEBELY)

SRR - ) (CN T DWEDAIEL
. BEAST Lucky13, Heartbleed, POODLE/LE
- MD5EEFAERIE. RCARESRIEE

K ORBELES{LBED - —X
ERER BsRMOZEIEOE

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0, © 2018 SECOM CO., LTD
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SNA VI —RYNIHBILC &
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(]

« KDBEISEB{LEEND_-—X
- FREAMCERE(CIHE
- ORI —FFIOFriLECE
Security by DesignmK&h5NBEFH(C

- (ERER BERMOZEIELE
« SICEDWISNBIABFE - FIRE(E7E0)
- BROFBBEE R, TV LOEYL.. XR7vFUHIIX~
- PRIANEESRRUITIZRICIHE
- BEHNSEDTIO—FA
- BEEMN - I XTVFVIILERBE(Operation Technology)
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E“zfﬁEl’JHY‘éEJi

« FAEBAE DARIEFEIT - SRFTTNS

' HPKP(%”:)’ CAA [z&a(gaﬁﬁamagsqﬁmqaﬂﬁuﬂo
o« ERFHTTPSAL DA FRENFECETIS L,

* HSTS

« Web PKIICADBS~SXEROHARF

/'-|H

b7 ART > J1—% 5 & i W W
 DANE e AN BORAELT ~
- SEFAZE O BRI ZFIR
- Tech-constrained Approach T

 Short-Lived Certificate

BMBE, TFSXRTPYN—EXSREERIENA ~7YI—IXVEDEEOEREL T,
PKI Day 2014, NPOBAXR VD=0t F1U T rHE, 2014.
http://www.jnsa.org/seminar/pki-day/2014/data/AMO3_shimaoka.pdf
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Certificate Transparency

« B DIEAENEFICRITINIEV O DAl
- BSF(C = MBOFREEFH\S or D ENC
- DigiNotarEB#4%52 (T TGoogle MR (2011).
20135 (CRFC 6962 [ZKE%JSiFiO%%Ié%E%@%???b&*%
c IRTORERBOFKTOIE
RAIRE T DDA

o ]:H:IIE b‘{m((:lj]s:réﬁﬁﬁ D Certificate Trarn?‘.?a_rencyﬂcfzif‘] --

RN EATE L

= Z1IE5(26962bisHhWG iteml(C

KA, I Certificate TransparencyZH 13> ~SEBAZEDEEAKEE (FAIHV],
PKI Day 2016, NPOHAXRY~D =0t +1) TS5, 2016.
http://www.jnsa.org/seminar/pki-day/2016/data/1-2_oosumi.pdf
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CTO{T#HH(1)

)50 1) SR ERTER AL

Z o WebT '~

(TLSOSAT V) D scaRERa (L0 T T T V)

‘/gHOOT Y-
(CTEEER
_ Signed Certificate Timestamp,
CTE=5 | JLEEBAEICS 1 LRIV L
(Auditor) ( CTOHH =N EREMNELIZED
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7 OTr%ED
SCTZENS - #REE

ja'jﬂ' 1) 701X
iy I Webtr
SERRERST

CTEZ=~SH
(Auditor)

\

3) CTOJ &ES.

EREld)
(LogO>1772Vk)

SCT&ARSTE Q)NNBEDEBAET
HBDEEREDR

1)y CTaOom

BN/ - IRSE -
2% CTOSH—N

CTOZ DGR SAREE(C KD
example.comDIEBAE MEICANS
(W T)RITINCCEERATESD
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F/LCTOOH—/\

Name Operator Size g
Google rocketeer 289,835,920 =~
Google oilot 279,474,491 S
Google icarus 267,225,325 =
Google argon2018 187,868,753
Cloudflare nimbus2018 145,878,354
Venafi venafi 111,554,066
Comodo CA mammoth 69,034,519
Comodo CA sabre 58,650,565
Google daedalus 46,660,047
DigiCert nessie2018 19,407,359

FOTY—/1\DOERELTLS
SERE O T H
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Chrome TIF I A TOSFHEICCT BT E

« Chromeb68TI(E2018F4H30BLBERICHKITINICEIEE
(FEVICEES FCTHRA(CTES

Release Channel Approximate Date

Chrome 67 and earlier Not Impacted

Chrome 68 Beta ~June 7. 2018

Chrome 68 Stable ~July 24, 2018

o ChromeLIANDTSTHFIEOWFNECTAE
- IBAEBMFEERREDNDSECTARNILDED (L33
o (AIEIHEVEIOMHD
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, (HTTP) Public Key Pinning

o POEREDOT—NRBEFHEBLUTCHIET, PEBHREERIT D
o PEEBDPKP(TSOYI(C/N\—RO—FT12D0)&, [LEBDPKP for HTTPHH S
AT SO CN\—RO—F1V T
BEEYEHTTPAVS ZEHE>TH —/\HS TSI (CPublic KeyZPind % (RFC 7469)
- R
¢ Chrome46LUZ&, Firefox35L1%, Android 4.2 ABF
o N—RO—FTaVIRERT—ILUIEL>PKP for HTTP R
- TOFURSRE - ®&@Mpreloaded HSTSEHHENE TEERT S
o« AU
* Trust Assertions for Certificate Keys (TACK)
« DNS-Based Authentication of Named Entities (DANE)
Public-Key-Pins:
pin-shal=" 4n972HfV354KP560ywduqe/baXc="";
pin-shal=" quTGHdzF6KLavt4P00gs2abpQ00=";

pin-sha256="" LPINul+wow4m6DsqxbninhsWHlwfp@JecwQzYpOLmCQ="";
max-age=10000; includeSubDomains
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HPKPIN\SCTAN?

Cl]'[Et NETE]) — News Marketers' #% A=ty 77U FySLME [CNELID | (©)Japan Edition

CNET Japan > Z21-Z2 > HR-Y-E2

E HJ—=2). [Chrome 67JTHPKPOYK— NeBE
1IEA

(BIBR)ChromeD a1 ) FriBYF—Lld. [Chrome 67 THPKPO S R—~ZEED o 5H DELE EBASH
IEUTzo Chrome 67DZERMII—IXEINDDIE. 2018FESH29HED BiAH T,

HPKPEHSOTIE. CNFITEADCFIVTAREBENTIIILBEEEHL TS, rEXE.
A REEENR O TH~EAEEEIOVILTUI DI BN H B EL D,

ChromeDF—LI(IRAFEBZICH L. BV TEHEL, Certificate Transparency (CT : ZEEBAZMiEHAM)
EHERIFTU L Expect-CTAYS —EFENSTEH OFAZEEREL TU S,
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. i o HiE8 © https://japan.cnet.com/article/35109624/
AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU, © 2018 SECOM CO., LTD.


https://groups.google.com/a/chromium.org/forum/#!msg/blink-dev/he9tr7p3rZ8/eNMwKPmUBAAJ
https://groups.google.com/a/chromium.org/forum/#!msg/blink-dev/he9tr7p3rZ8/eNMwKPmUBAAJ
https://groups.google.com/a/chromium.org/forum/#!msg/blink-dev/he9tr7p3rZ8/eNMwKPmUBAAJ

DNS CAA L J—F (RFC 6844)

 Certification Authority Authorization
« HEFQDNICEEFAZE ZH1TI 5CAZCAALI—RTHEET S

example.com. CAA 0 issue "example.net"
example.com. CAA O iodef "mailto:example@example.net"

» CABF BRTCAREENIARIG(201 759 A L)
- CAlF. HITHBESNZFQDNICCAALI—RMREESINT
WZIBEICIE CNUCREDIEFNUTTLSIEUL(MUST)
- —ERBISNRESHD

* WebT 7 =HUASCAAL I—RZRELIEVEWTTELDI(T
T(EFTLL
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Tech-constrained Approach

- I FITI DILBAE D RZFIZE Fﬂt?ﬂﬂﬁ%@ﬂﬂﬁ’éﬁmﬁﬁ(g
%UIZE?ZDc_c‘:(c_ckD’C'JZDE%TEDZE’EZD??’D
. ;%LE'FE
.« TRTOI—RCAICTRTHGTLDDIFREERITCESHERES X T
L\ (cf. *.google.com)
o ZLDIL—FCANI—REBERIBAZEZEHITI DIERZIFOTLID
- ERE
o ZLDIL—CAZHEHITHTLDAMEDOTLSD
- gTLD + BE®MccTLD
o .COMICEFRAEEREITL TOHWIL—RCALE3EA<EFET D
- P2o0O—F
- REI/NMFRITI DAFAE DRI ERZEMICHIRET S
« EFBHEANR—X : X.509 nameConstraintsiiik
o ERAR-X: TSOHIKE

- FEALBNFITI SEFAZE DR E & (CABEN T)RMMICHIR I S
o EER-X: ISOHFKE(X.509MNextendedKeyUsagethaze (S 5!)

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0, © 2018 SECOM CO., LTD




ZEIHEHRIDINRD DT AE

« Mozilla®Richard Barneslc&BLIR—~(201543H)
- BENTFEDEEBETE
© B0%DIL—HIE. FITIBAAZBDOTLDMIUTTH S
e 28%MDJL—k(E.comlCEEBAZEEFHITL TLVLL)
« BIL—DRITOEELTLDEEYICHIEH CE /s ? >HB L THE

c RICEBN—XTHRITOEELTLDE 0
HlIBR 9 S&. attack surfaceld42%lcC < 10
‘E’Uf@é?ﬂé g 100 om - X
s | 1
B 5 I
R 60 e I
= / m
g 40 .de, .info ”\
20 =
O]
0 =
0 0.2 0.4 0.6 0.8 1 4G_JJ
TLDL= c
Mozilla, Empirical measurement of the DNS scope of Mozilla root CAs, Fig. 2(a), 2015. 42
https://docs.google.com/document/d/1nHcqeuWlgM9a1Z6MjoOyJX70L2p3GzAR9AJeNaxTV4/ —
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- ANSSI(T SV XRBUNZEER)
« JSVREETDccTLDDH(.fr, .gp, .gf, .mq, etc.)CFRE
e Kamu SM(I\“JjHﬁnIL.\_IE%)
« RILIDccTLDD—EBICRE

e Technical Constrained CA(EWebTrust for BRD
EBEGMN—BMENIND
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Short-Lived Certificate

- SFRAE BB ZEREE T 3CETRMAN I LEARAEET D
FELTURD =R T 57 70—F
 Let’s Encrypt(d#EX $HIC0HEL T
« Grid Computings B C(EZH10BRNDERSEFHD[1]
- CABFCOi&:m (Ballot 140, 153)
- BHAR96h(4HM | ) &RTOIE I dFE>HI T INC
« HLETEATVaFILEVWSME D (F(F8FHITIEILW)
- IETFCOER (draft-ietf-acme-star [2]) szggggg‘g%/;@%ﬂzzq
* Short-Term, Automatically-Renewed (STAR)
« Short-termlCDVWTCTEEFERHD
o N~ 2BERARRE vs. 24~ 72hEE

May 31, 2018
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[1] https://gridka-school.scc.kit.edu/2011/downloads/AAI_SLCS_20110909_Andres_Aeschlimann.pdf
[2] https://tools.ietf.org/html/draft-ietf-acme-star

© 2018 SECOM CO., LTD
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| CABFIC&ZHUEFH |

] { BT ) ) 0 0 0. o 0 0’ e
1994 1996 1998 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

[ WebTrust(C & DEEH ]
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CABF(C KX BEUH I+

« EV SSL Guideline (2007~.)
« EVSSLEEFAEDNH TR ST CEAEBOERRLE)
« Baseline Requirements (BR) (2011~)
- WebTrust for CADORMIIEBERIE % R
- DV/OV/EVEREEB I R TCENRET SFEAE
« Network Security (2012~)
- DigiNotarSEHZEZ (T TRERAN KL E ZHRE

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU,

I
)
m
m
v
Q
O]
=
)
Q
c
T
)
=



WebTrust|c &k DEHHH*

« WebTrust for CA 2.0 (2011)
« IRTH/INTVYIEIAEZRITI SRR DR ERAE
- Baseline Requirements(CENE TIMEID(CKE]T
« WebTrust for EV (2014~)
- EVEIBAEZER1T I SRR NVER %
« WebTrust for BR (2014)
» BR + Network SecuritylcE& D<ERTEIREE
« WebTrust for CS/EVCS (2017~)
- O—RERIHASERIT I SRR N EREE
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HTTPS Telemetry
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B Telemetry

C V=T YRS —F
- SecuritySpace[1]. W3Techs[2]7&E

« Alexa B r~ZERRIDE LT R
- —RIVERL Y RERSDICIE 5

« SSL Observatory[3]

« WHRTHZESHYIH TEIPVAZER—IOHTTTPS. ) —RZFHAELT
- SAB(C2~3TRZZELIC

[1] http://www.securityspace.com/s_survey/sdata/201710/certca.html
[2] https://w3techs.com/technologies/overview/ssl_certificate/all
[3] Eckersley, Peter, and Jesse Burns. "An observatory for the SSLiverse." 7Talk at Defcon18 (2010).
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SSL Pulse D7 1...
« TLSY—/\OEREAT 1~ A
* https://www.ssllabs.com/ssl-pulse/
« Qualys#tSSL Labsitigqt
* Alexa EID15AEFDOHTTPSY 1~ %,
2012FARNWSEBAEREALTULS
 Let's EncryptDEZ(IHIDRESNIE0)
- BEODARXRAFYZIIavkERETES
 SIFBAZELDIACEHSTSACAAL O —RILEBSE
RIS RIRR. TLSEED EE/LHMEFHIEXT T
WReAELTULS
» Heartbleed, CCS Injection’&&
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/MapECTEZSIDEIZ

. ZMap (2013) [1]

SUHVKRERRERUEBEERT V-V XFvF

« ASTPRATCERIPVAZERZ X F vV RIBE (=R L=y KL OBENHE)

- THNLEIOEEZR LI EEITTEL 7VIFTUVREET
XFwTUavkaEEDCEMNAIREIC

« {ERDKFEWeb 1 ~DERAICKLDERFABNSELHEAETAN
- Fu\WebY 1 ~DIKRZEREICIBIETEBLSICEDE

May 31, 2018

« CTEZHZ (2015~) EVj599-79%
- IREBAWLEERAZEDCTHGER(IHI99.97%(CensysiF~)| Vatid 156.58M(+116.2%)
- FEE11BHSKIBICHE | (IREEER ) Valid & CT 156.53M(+123.4%)
« ChromelFBNEH Valid & EV 723.25K(+12.0%)
- 20158FLIFE. REVEEBAEOOTRBENREIL Valid & EV & CT 721.75K(+19.9%)
2018F48LIE. OV/DVESOEIRAEN OJENANAET

- CTOTCEOAEMSER RS LIEREBS O BEICIE DI
MapECTEZIDFEIFZICELDT
HRIBEDIRRE T — Y v BRI N

[1] Durumeric, Zakir, Eric Wustrow, and J. Alex Halderman. "ZMap: Fast Internet-wide Scanning and Its

ARE BEERAOBRELDETOTC. BoEAOBET. GBHEEHIEZTEE0, Security Applications. USEN[XSecur/tySymp%%é%/égc})/q# 8.2013.

Internet Week
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., censys (https://censys.io)

« ZMapNEHRRICINE T 1V —RvFT—5tZvkD
RZJ|ER—F)ILELT2015FEMNSNRE[1]
- FHAMICIPVAZEREZXFvY ., T—YvLZIELTLS
- BREREMEE., FUBFEE(CRKCELGEILRTAH XA
- 20171 2ANSHEEL(ZEMARSEERE)
« T—HTYV~DEFEN
« IPv4 Hosts (139M_J—R)
« Websites (1.4M{4)

- Certificates (549M{4)
- CTOOY—NEEEEL TKRBRILD—F
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[1] Durumeric, Zakir, et al. "A search engine backed by Internet-wide scanning." Proceedings of the 22nd
ACM SIGSAC Conference on Computer and Communications Security. ACM, 2015.
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Censys CifFAE 7 — Stk ZIR3R

. censys

Find and analyze every reachable server and
device on the Internet

Understand your public-facing infrastructure

(0 © A

What servers and devices Ooes mry What rusted certficetes inchude my Wt Industriel COMrol aystems ae
network sapote domain name’ axpoted in my ctuntry®
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censys

Certificates & Taols« (7]

& CT: 243 85M

G GoogleCT:

243.32M #® webvpn.sanimarc.com

OU=Damain Control Validated, CN=webvpnsanimarc.con
it ClobalSign Domain Validation CA - SHA256 - G2

3 2016-07-21 - 2019-03

-04

& Leaf: 237 37M

@, DV: 234.06M

()
5 Expired:
182.42M °
N damactarlaness
® More (]
OU=Domain Ct (]
Let's Encrypt: BN =junkonyourtrunk .
140.28M & COMODO RSA
)

A 91T 29 9
Eq 2017-03-22 - 2

cPanel. Inc.

W Junkonyourtrunk.cony

CTSSEERRE N
IVRIYVFT 1T rifBAE
DV/OV/EViEHRE
AMEARR HRETN
OB E
hRESFEAE

V-ERE BE

23.89M

COMODOCA
Elmltedt 2137M

=S, ST=CA. L=San Fi
its CloudFlare Inc ECC CA
GoDaddy.com, Inc.:

55IM

ancisco, O=CloudFlare, Inc., CN=popreal.con

3 2016-12-26 - 2017-12-

26

Symantec °

Corporation:
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DOX DT EIEE

Host ) Websit Certificates & Toolss 0
8 Ou=Doamaln Cantrol Valldated, CN«webvpn

O CT:243.85M 3\ GlobalSian Domain Valldation CA - SHA256 - G2 © Documentation
G GoogleCT: ff 2016.07-21 - 2019-03-04
2431 32M N webvpnsanimarc.com
S LRIV IM @ C=GB, ST=London, L=Landon, O=Macfarianes LLP, OU=1T
Q, DV; 234 06M CN=damactarlanes.com
f* Explred eh thawte SSLCA - G2
182 42M M 201461007 - 20191007

N damactarlanes com
& Previously

Trusted: 145 87M
. 8 Ou omain Control Vallidated, OU=PositiveSst
) Unexplred: CN#=|unkonyourtrunk.cor

134 35M

dh COMODO RSA Domaln Validation Secure Server CA

& Currently i 2017-03-22 - 20180322
I_'ﬂ:!odi 71.56M A Junkonyourtrunk.com, www. unkonyourtrunk com

C Self-Signed
37 .62M 8 C«U5, 57 A, L=San Francisco, O«CloudFlare, Inc,, CN=popreal.con

& CloudFlare Inc ECC CA.2
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A Never Trusted:
' ‘ 6:12:26 - 2017-12:26

I Y LNl 1 ' 1K -
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parsed.issuer.organization;favi: “Let’s Encrypt” AND paypal .com
(Let’s Encrypt MSHITS NI "paypal.com" =S UEEAE)

TS LTt LTI T

a, DV: 4,980 M 20170820 - 2017-11-18

W cpanel sIgns-in-paypal.com, mall signs-in-paypal.com, signs-in-paypal.com
& Leat: 6,980

G Google CT:

Aa 970 [“ ] | )

# Explred: 5,970 o Let's Encrypt Authority X3

—— m,'-l‘,.'u/u.*- 2017-12:05

- Previously N www.my-paypal.com-verif-34d 1 3edBcd 98155020598 1 usa cc, www.my

Trusted: 5 970

paypalcom veril-41d13ed8cd 2815520598 1 usa.ce, www.my -paypal com-verif

& Currently
Trusted: 1.010

22071 3eadlcd?B81550205070 1 usa.cc, www.my paypal.com-varil

4301 3edBcdYBI550 205090 1 usa o

™ Unexpired:
1010

@ Less

Let’s EncryptD\oFKITINIZTED(EE6,9801
IRAEEEMELEDN(E1,010M

Let's Encrypt
A Y80
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crt.sh (http://crt.sh/)

- COMODOMBHTBCTE=H
- CTOORERIVIY
¢ APIPPAtomTr—REREEH
- FEENMEFTVOINTE
« cablint, x509lint, zlint
« Mozilla CA Certificate Disclosures

crt.sh

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU, W ZUTO DCUUMI LU, L TU
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70

cablint (1-week Summary)

[roveeg) msuer ON QU or O £Ce ERSOR NRANING ALL
12300 Cata i 8Carta % SCarts % SCary 2
(3158200 N i
ddus

MEDNSE U ICEALBAE =
SFCATMAERITLTULSH

Internet Week ~a—o—Xx
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cablint (Issues)
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Mozilla CA Certificate Disclosures

crt.sh
Generated at 2017-11-07 01:13:02 UTC
Category Disclosure Required? # of CA certs
Disclosure Incomplete Yes! 2+ [ Summary
Unconstrained Trust Yes! 3+ 246 Summary
Unconstrained, but all unexpired observed paths Revoked Unknown 333
Unconstrained, but zero unexpired observed paths Unknown 1464
Expired No 4112
Technically Constrained (Trusted) Maybe soon? 63
Technically Constrained (Other) No 55
Disclosed as Revoked, but Expired Already disclosed 47
Disclosed as Revoked and in OneCRL Already disclosed 346
Disclosed as Revoked (but not in OneCRL) Already disclosed 30 X
/ Disclosed as Parent Bevoked (so not in OneCRI Y Already disclosed 89 \ LI“
" " " " I
Mozilla Root Certificate Policy& iy
A SHSTESFARSE .
jrn = - L/H(l\wﬁ\nIE%nIEEHE é
N -\
g (T2l2BISGERIED(TTIETLLY) y =
3}
Uisclosed Already disclosed 2016 GEJ
Unknown to crt.sh or Incorrectly Encoded Already disclosed 18 =

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU, © 2018 SECOM CO., LTD



ct-observatory

https://www.ct-observatory.org/
« NI KEDOUSECAPT JL—T M B2 T
2016FE58(CYL 5 BT
. BSB®Ecrt.she (FFAS W
-« BIRMLICET]
- IBERLCTEZS
- IBELUCFODNOCTOO MigEREEIND
ETVS—rEEELTINS

FB=BANBFICERERTEICL 3
(CHTBEDLTPLEEHD :
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HTTPS TelemetryH\3

- il LT —9tvDitaE
> OTDONNE
- SFBAE DY X DREZ. T2 - ZEMNIC
T RREECET DL DICE DI

° le\nIE%ODPDCA-Ij_’rDJIjb\;%E/J(L%_L%E%b
« FRER vs. SHELEFBEEDNEI(FEHTFR—X)
« CTEZAICKOTCER - AMEOEMY 1 O ILHAFEHA{E
« —ATITOYRVIICLBDEBEITREL
- FREAEI18HALE
o BEEMPVIRAIL—ILICKBDEFIFTrEN??
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Let’s Encrypt
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KB Let’s Encrypt ( https://letsencrypt.org)

- Internet Security Research Group/2015%F108(CREtBL I
AFAAEEERTY—EX
« Technical Advisory BoardIZ[ZBRE CBIMKE
 Mozilla, Akamai, Cisco, EFF, Chrome, OVHIZE MHEE
- FIBAEEEERT EH I SACMEDONIILENTTU CIETF CIEE{L/EEH
« Certbot’FEOSSERZEIZEM I I ETE R ZHEE
* https://letsencrypt.org/docs/client-options/
- WEMELE
- BMEEBAENRE . #I53MB(CensysTHNT(ZI5MI)
- BMRXUE L $925ME
o DARFITHE | $9314AMW(¥92.55 /)

REOCTOIND#I2/3
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ACMEZ’O~JL

« ACME: Automatic Certificate Management Environment
- BEBAZE OFEIT - B - KW= BEb
 draft-ietf-acme-acme-12
- DVEEFAE DO H MR O—2
« HTTP/JSONR—ZXMZOR3Ib. BRTA—VVHFIWS
> Certbot7f & OSSEEZHHD

AR AVIN: Gl & | k @ CA(LE)RnE#
U—haER ~ Web Server —
- i/ Let’s K

Adminth B # Q . Software g\ Encrypt
----------------------- exanple.
AdminzxpEse (e gm
HE8 : https://letsencrypt.org/how-it-works/
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ACME | FvL 2201 2R

FITEXK

----------------------- example.com
Web Server

. Admin |

Let’s KB
Encrypt

at https:/example.com/

Software

Sign | 9c£f0b331

challenge URLDIERE

I
)
m
m
V4
Q
O]
=
+
Q
-
T
+—
=

HE8 : https://letsencrypt.org/how-it-works/
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ACME: n,L,\Tj)I:HZZ

[ nonce + AdminE% ]

9cf0b331 !

Web Server | _—1 ([ [

Admin
Software

Let’s KB
Encrypt

)

8303 J‘?

edss | ,,Q

___________________________________ FrEURLIC#3 g

ChallengeZ=FREURL | . Challenge’&ﬁﬁ;mﬁ'é 2
FE< E https:/example.com =
z’g%%;ﬁ%%ﬁﬁ@ﬁj@tgog‘g‘@(\ EZEADOBER. Eﬁﬁﬁ(ga’j}?i;;é.u. .............................. lgjm https //letsencrypt Org/how It WorkS/ E
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SRS RS F T —

oot
N
Let's Encrypt

X1 (IdenTrust) DST
Root CA X3
Authority X1

Let's Encrypt Let's Encrypt
Authority X2 Authority X3
(Inactve) (Inactive)

- EFRAZEZOJ71)L
- B¥EARIZ90 B~
- H—/\EFEAZE(ZECDSATEOK
ECDSAIL—KIE2018FE3HFE

Let's Encrypt
Augharity X4

« CT. CAALO—E. IDNICHIGHE /__.Lf:\’ /__o_/_\ /\_\_o._._\
. D JURN—RIIFAEF2018E1 BT E | come )| oo || oo |
. %IEEH%}I—‘J 488 : https://letsencrypt.org/certificates/

- WBJL—KCA(ISRG Root X1)&EHL D DIdenTrusths+€£ 00X IL—~
- Mozilla, Applelc 3B IL—~ZEESH
« Microsoft(dIdenTrusths®OoOX)L—k TG
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. ‘ _ . HiEE  https://ct. tactlcalsecret com/
ARKEK - BSHEHOBRIEHEDTITNDTC. BE=EBAOER. GAEPIEZITEE0), © 2018 SECOM CO., LTD.



— T YT A\DEEE

5o B 1denTrust
Comodo

| DigiCert Group

as | a GoDaddy Group
] GlobalSsign
B startcom

40 —+ — | Symantec Group

35 . ’

IdenTrust=Let's Encrypt
H_"""—-._

7 \

25| Let's Encrypt
B—EX1Y

B S s s 45 i

0
1 Apr1S 1 Jul 10ct  1Jan"16 1 Apr 1 Jul 10ct  1Jdan17 1 Apr 1 Jul 10ct  1Jan18 1 AprS May
Market share for SSL certificate authorities for websites, 19 May 2018, W3Techs.com
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B : https://w3techs.com/technologies/history_overview/ssl_certificate/ms/q
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LEQDINIE

- AERAEOEEEE R
© DVORTA +F 1L TORREF
- AEREEEOBENMLE - OT DR
- ACMEIZ & BOTOHIE > ICAREEADTL W v—
- GEEAEAEAHAEOERE > AAE 77 T DE
- BEIET - BFHICLD. BMPAEERLESTELED(24778»371H)

o JawI O 1RDTLSL
- ACMEZORIOJUICEIDTUVBRED (IEEMMICEITIND

« Human-readabilityD7EXUL\R X123 (Machine Generated Domain Name)
- CTAMEE?

- CTODMKI2/3HLet’s Encrypt (314M/466M{4)

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0, © 2018 SECOM CO., LTD.
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Root Store Provider@
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Web PKIMK=S X

5 JL(E15)

Root Store Provider

EEEEH  WebTrust for CAILE
FfTE44 : Baseline Requirements
(CA/Browser Forum)’g&

JL—~CASERRE
(HCSBRELHB)

(OS+ 7‘5'?*3“"\/’5"732:‘)

JL—KCA

v/ =
Root Store Policy > <

SRS

|

W <

Root (Certificates) Store (JU—~X~77)

26

IVRI1I—Y
(OS-TSHHIE)

ﬁ
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NS XRTIUN—ELTOD SO RIS

s EXNEDODRS X7V A—(FIL—CATZN: -
* L—RCAZEANDSBEEREITBDE TSRS
« ZENERSANTPVNETZRSD
« SO RYS>>)L—K~CA
* JL—CAIFEEBAE DERDER(ICTEDHEVEEITHN
ZDIL—rCAICH U CEICEVMERZRF>TULBNDI(I
R(EITSOIRVITHSD
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CABFICH(FB/INT—=/\SV R

« AAREICEE I DIRE (In section 2.3 (f), Bylaws, v.1.7)
¢ uu.:IE%%%%(S@)GD/BL,U: (E_j( 50 * 2/3 = = _7)4)
HKXU L 2403 48%t(C
« ISOGRVIO)DBE¥H (RX 6%+ 1=4)
L[ Cisco, Comodoh\& A L84LIC |
%1’5'] Adopt Code Signing BRs (Ballot158)
A—REBZANDTIRSTVREDEE
- RAREES BR17, RM1, BHES (94%3255)
« ISOYRVS B2, kX3 (40%3%5F)
- B : Microsoft, Qihoo360
%t Google, Mozilla, Opera

May 31, 2018

« JSOUYRVSIHARNMCEDEMET(CRIFRST N7LLN
« OSRUBETSOTRYS TERIN AL ENENREND
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ChromeZJ')—>/ ) \—F5R8

« Chrome53—>55 (2016/08/21~12/01)

« ChromeDCTIREEFEBED ABR GIC KD SymantecD—ERD
EVEEBAENIE LT =V N—FKRINELIED

« GoogleH'\5SymantecNB=NE2EEIEETO>CULERF T
MDGooglefllDFE1E- -

« Chrome57—->58(2017/03/09~05/18)

« ChromeMEVEERASHIEHEEDAER(ICKD. Symantec®
—EBDEVEERAEMNE LT =V N—RRINELED

 GooglelcKBSymantecNDHIFIEENEOANCERIT(T(C
BRFEANRUR DT

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0,
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Microsoft “Reinforce trust”" &4 (2015/12/17)

[AE#tRoot PolicytizT(201 5E6ﬁ)(c‘. NETIL—CAOBEREBELZITU\.
2@16E1ﬁb\b?§*ﬂﬂ))b FCA’E,|\\XD1E§_5&:0)7T'?JZ[’I]

SXfEofes

I FEESNIL—SCADARAII =8 L. BREBEHFINSI LIS,
« Y1204 > 14454 (2 1E > BRI (64 2]
o DWNFYXRIV[3] KDEICHIBEOTOT[4]TRzRINT
[3] Microsoft Trusted Root Certificate Program Updates
[4] Microsoft Malware Protection Center 32Windows Security blog)

o JREA : MicrosoftiBYFBECABEEZR/INOIZ2 -5 —23V =R A8

[1]https://web.archive.org/web/20151218085547/https:/blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft
-updates-trusted-root-certificate-program-to-reinforce-trust-in-the-internet/

[2] http://aka.ms/rootupdates#JAN16 B

[3] http://aka.ms/rootupdates

[4] https://blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft-updates-trusted-root-certificate-program-to-
reinforce-trust-in-the-internet/

[5] http://aka.ms/rootupdates#JAN16 C

One more incident for Symantec [5]
Root Updates T3, —BBMDSymantec)L—C DUV TEKUXIIEERMERIRE S N,
—BNICRII—DMREETELLELBEVNST VI TV REHDIZ(2016/01/20~28)

AFEE BFHHODEBRIELEDTIITDTC. FE=BADOETR. LHIEPIEZIIZIT0, © 2018 SECOM CO., LTD
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https://web.archive.org/web/20151218085547/https:/blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft-updates-trusted-root-certificate-program-to-reinforce-trust-in-the-internet/
https://web.archive.org/web/20151218085547/https:/blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft-updates-trusted-root-certificate-program-to-reinforce-trust-in-the-internet/
https://web.archive.org/web/20151218085547/https:/blogs.technet.microsoft.com/mmpc/2015/12/17/microsoft-updates-trusted-root-certificate-program-to-reinforce-trust-in-the-internet/
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SymantecfHEE Z2&URL

[1] CA:Symantec Issues, https://wiki.mozilla.org/CA:Symantec Issues

[2] Sustaining Digital Certificate Security (2015-10-28), https://security.googleblog.com/2015/10/sustaining-
digital-certificate-security.html

[3] Improved Digital Certificate Security (2015-09-18), https://security.googleblog.com/2015/09/improved-
digital-certificate-security.html

[4] Misissued/Suspicious Symantec Certificates (2017-01-20),
https://groups.google.com/d/msg/mozilla.dev.security.policy/fyJ3EK2YOP8/yviS5leYCAAJ

[5] Intent to Deprecate and Remove: Trust in existing Symantec-issued Certificates (2017-03-24),
https://groups.google.com/a/chromium.org/d/msg/blink-dev/eUAKwjihhBs/rpxMXjZHCQAJ

[6] DigiCert to Acquire Symantec’s Website Security and Related PKI Solutions (2017-08-02),
https://www.symantec.com/about/newsroom/press-releases/2017/symantec_ 0802 01

[7]1 Chrome’s Plan to Distrust Symantec Certificates (2017-09-11),
https://security.googleblog.com/2017/09/chromes-plan-to-distrust-symantec.html

[8] Chrome /% Symantec MEEFAZE(CN I DIEWZMET S FEICDULT (2017-09-28), https://developers-
ip.googleblog.com/2017/09/chromes-plan-to-distrust-symantec.html

[9] PUBLIC: Symantec Managed Partner Infrastructure (2017-07-27),
https://docs.google.com/document/d/1Yd0Q79EsKQ-
QawTvWqgjIfrCV6dONNIwoS1ftBOMaJkBc/edit#heading=h.48fubbs40erd

[10] Symantech\5DigiCertNMDFTHICHTZDTHFAQ, https://www.websecurity.symantec.com/ja/jp/digicert-and-
symantec-faq/fags#a1
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Mozilla SSL Configuration Generator

Mozilla SSIL. Configuration Generator

s
* Apache Modern Server Version 2.2.15
Nginx * Intermediate OpenSSL Version 1.0.1e
Lighttpd Old HSTS Enabled «
HAProxy

AWS ELB

H—NEER | - HETOT71ILEFEIR

E(CIGUT ]
N—IIVILEEERE

apache 2.2.15 | intermediate profme [ UpensSSL 1.0.1e

link

Oldest compatible clients: Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP |E8, Android 2.3, Java 7

_—7

ETSTFDE DNR—JaHS S
| AR5 A\ - )7 L//ZEQA—E \
*J}EH_JHE'C[ A—Ebﬁ t% /path/to/sizned_certificate i%ﬂ_'\é?hﬁ

S5LCertificateChainFile /path/to/internediate_certificate
88LCertificatekeyFile /path/to/privateskey _

# Uncomment the following directive when using client certificate authentication
HoSLCACert ificateFile  /path/to/ca_certs_for_client_authentication

#t HSTS (mod_headers is required) (15768000 seconds = B months)
Header always set Strict-Transport-Security “max-age=15768000"

<AirtualHosts

# intermediate configuration, tweak to your needs
S5LProtocal al | -85Lv2 -85Ly

88LCipherSuite
S5LHonor CipherOrder on

ECDHE-ECDS - CH#!CHAZD POLY1305:ECDHE-RS A-CHACHAZ0-POLY1305: ECDHE-ECDSA-AES1 26 -GCM-SHAZ56 : ECDHE-RSA-AEST 26-G(Y

!
=]

_/

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU,

HE8 : https://wiki.mozilla.org/Security/Server_Side_TLS
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HTTPS in local network featuring STAR

« IoT device is configured to get a short-term server cert. via STAR Proxy and refresh the server cert. with ACME server
+ On TLS handshake with IoT device, Use Agent verifies the server cert. with CNAME in Device Discovery
+ For User Content, User Agent shows green colored DeviceName and CNAME by checking with “pre-flight”.

Web Server e.g. Device Vendor | STAR Proxy
example.com (DNO)
e.g. IoT Service & N
i -
Bootstrap
Device Discovery. S
saarch o mONS v X D\
User A ent ARECORD: 192.168.1,63, Dvkeame: [0T0-10004 i START Client |
lee; anter:{l e J g CHAME=13ab-7C34- 2 3be-gevice, eximple.com (NDC)
on device selection ! [
© (ka L —
ST 13387634 2Tbe-davice. axanmipts com ' \_ 192.168.1.63

- v
'

e.qg. Smartphone IoT Device

AFEX BHFEHAODBRIELEDTITNDT. BE=BAOBER. SHIEPIEZLIESU,

Bootstrap/
Terminate

. challenge

" ACME Server |
(CA)

e.g. Let’s Encrypt

Refresh

e, 2410 77 hors

" CNAME: 134b-7¢34-23be-device.axamplo,oom

For “user consent”™ on device setaction, user's emall
address could be induded in the CNAME, e.q.
my_emad_address-device. axampie, com

© 2018 SECOM CO., LTD.
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