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Table 1: List of the 27 attack building blocks (ABBs) used to evaluate security of mobile browsers

Class Test# Explanation Prior Work Potential Attacks
Event 1-6 Do cross-origin, overlapping elements receive events when they are not the  [3, 6] Clickjacking, CSRF
Routing topmost ones? (Different tests for combinations of overlapped images and
buttons, links, forms, and other images)
7-9 When presented with fllong URI}(long subdomain, longfi lepath, or a combi- 30, 38] Phishing, malware/scam delivery
nation of both), does a browser render that URL in a way that could be abused —
forEpoonAg aTTacks) RUWURLYIDNOR =Mz
10 When presented with an Internationalized Domain Name(IDN)jwill a browser yﬂj 7:‘:73: D 3- i U
display the IDN format?
11 Is theEddress bar hidden E the top-level frame is navigated by a child frame? [3, 6] Phishing, malware/scam delivery
12 Does a browser showfp page’s title instead of 1its ! » ‘_ —
id 13 Is the address bar hidden if the visited website has a ot of content? r I\ DZ}E ‘YDU RL@;E%T\Hﬁ
14 Is the address bar hidden when switching the device to “landscape” mode? Eyﬂj 7:':7c-l~ D g-g l./
15-16 Is the address bar hidden upon manual/automatic page scrolling? [0, 3Z] FTIISIIIIE, AW ale/ SCAlll UelvVery
17-18  Is the address bar hidden when typing in a textbox and tapping on a button?  [15, 38] Phishing, malware/scam delivery
19 Is the address bar hidden when typing to a fake (e.g., canvas-created) textbox?  Novel Phishing, malware/scam delivery
Security 20 Is the favicon placed next to padlock icon? (4,5, 14,37] MITM attack, Phishing
Indicators 21722 When rendering an HTTPS page, is the address bar displayed the same in the [9] MITM attack
presence of mixed content (image and JavaScript) as in its absence?
23 Is a webpage with self-signed certificate rendered without warnings? (4,5, 14,37] MITM attack, Phishing
24 Can an iframe expand its size past the one defined by its parent frame? (3, 6] Phishing
Content 25 Is a mixed-content image resource loaded? [9] MITM attack
ontent 26 Is a mixed-content JavaScript script executed? [9] MITM attack
27 Is JavaScript code included in a self-signed website executed before the warn- Novel Phishing, MITM attack

ing is accepted?

M. Luo, O. Starov, N. Honarmand, N. Nikiforakis, Hindsight: Understanding the
Evolution of UI Vulnerabilities in Mobile Browsers, ACM CCS, 2017 Oct-Nov.
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