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Multi-Step vs. Multi-Factor
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INFORMATION SUPPLEMENT
MuIt| Factor Authentication

“Multi-Factor Authentication version 1.0”
https://www.pcisecuritystandards.org/pdfs/Multi-Factor-
Authentication-Guidance-v1.pdf
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Microsoft Security Guidance blog

Security baseline (FINAL) for Windows 10 v1903 and
Windows Server v1903

}g& Aaron Margosis

Microsoft is pleased to announce the final release of the security configuration baseline settings fg
“19H1"), and for Windows Server version 1903.

Download the content from the Microsoft Security Compliance Toolki
Server Version 1903 Security Baseline.zip).

Note that Windows Server version 1903

e Office365‘C‘(iNISTE&E0)/9/I’
SN R > O TEICH UL (XD — R
AAJ?F”&&“TMT

Ost.exe, induding that all binaries loaded by svchost.exe must be signed by Microsoft, and that dynamically-generated code is
disallowed. Please pay special attention te this one as it might cause compatibility problems with third-party code that tries to use
the svchost.exe hosting process, including third-party smart-card plugins.

Configuring the new App Privacy setting, "Let Windows apps activate with voice while the system is locked,” so that users cannot
interact with applications using speech while the system is locked.

Disabling multicast name resolution (LLMNR]) to mitigate server spoofing threats. \ W O
Restricting the NetBT NodeType to P-node, disallowing the use of broadcast to register or resolve names, also to mitigate server . A\Y I
spoofing threats. We have added a setting to the custom "MS$ Security Guide” ADMX to enable managing this configuration setting l ‘ / \

through Group Policy.

Correcting an oversight in the Domain Controller baseline by adding recommended auditing settings for Kerberos authentication A\
service, r-_ \\ =y \
Dropping the password-expiration policies that require periodic password changes. This change is discussed in further detail below. c N

Dropping the specific BitLocker drive encryption method and cipher strength settings. The baseline has been requiring the strongest

available BitLocker encryption. We are removing that item for a few reasons. The default is 128-bit encryption, and our crypto experts
tell us that there is no known danger of its being broken in the foreseeable future. On some hardware there can be noticeable

https://blogs.technet.microsoft.com/secguide/2019/05/23/security-baseline-
final-for-windows-10-v1903-and-windows-server-v1903/
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