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— DNSSECId®H1-YUFEZ/ DNSSECHDEL EFREIT10FELL EXHH->TULVS
« ASUFE) T TIZLSHDNSSECH T, 21 July 2010, DNSOPS.JP BoF,
* http://dnsops.jp/bof/20100721/dnsops-20100721.pdf
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UUCPT (F¥Id juice.or.jp Tit)
10924 K (P2t TRAY—/ ER (— B EADSL/*,)
19984F: 10 AIZETAHIB00OH DY —/\Z(EY FAMV B %

ZEkL. webHY—/\ A— LY —/\DEFHFA

—jpF A A X grjpDE EXHAEEIZDT=>T=D Torghk AL &L,
AVIN—D— ADZDFDAF].pyon’FAEM TR AL ZEY =LY
ELVo =MD Tpyon.org ([EICEFEAIZEN A H¥pyon.comZz & £x)

20084 : VPSIZ#1T (A500H — 2 &) — 2 &))

— (ESQ—T_UE EEXBEALEINDAEEEICRMTE)

DHEEEEHLIDERDH, A—)L, Webd)iruid)o"} — B.AVPS

19904F:
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BAH—/ DR

DNSH—/\

— Primary%VPS T, SecondaryZ 2L v HDHEDRT
¢« TLYYRTIE. BEIPVATRL RBHA (— 2022/6/1£EFEIC)

— 2011 EZAMBHDNSSECE R F (2009 A(ZDLVET)
A—JLH—/N

— MTA (sendmail)

— POP3 (dovecot, localhost® #&bind, ZX hviossh portforward THzt)
Web+—/\ (Let's EncryptDSEBAEF1557-6)
CVSURT ) (home D—ER )

cronTia H{7x 7 —2UNE
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H—/N\EZEIZDOWNT (FAR., — 8% ?)

« DNSEf:&E: DNSSECILfE LNV IS
— R Y —/\DDNSSECOREIIFHE,. EAL T, . DSELARICEFT 55T
— 2JLH—E XY )LINTOHODNSSECH AT+ £ &
« unbound\L 3t T. auto-trust-anchor-fileZxIEE 9 57117

« WebH—/\: WEEZILXTLSWAZE
— BERIETIIY—/\SIRRE(IHE -t
— BEANDEEIXEENITTIZ Let's Encrypt TH—/\FEBHZEAX AF
— TrustOBEEMNESE RS . T oEETENIET+ 2
o A—JLH—/N
_ SPF ( TXT "v=spfl ip4:... ip6:... -all’ ) CBNITENTHEL
— ZBLD A= )L Y —/\MSTARTTLSIZR IS LT (RIFHEE (I —/\SERAZEN N E)
o EBHEEHLELWVY—/\SEBAZEN SN ?
— Gmaill[2XFEA—JLFIFEIN S LD o T= (BERITAER)
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SEBAE DR TE (A—ILY—/N)

WebH—/\H

DEFERE (FA— LY —N\ETHEE

MXA =)L Y —/N\ZEEHLO TR H—N\ZZRILIZL. H—/\SIBHEHXF
— A—)LY—N\ZERICWebHY—/N\ZRHE

ITED

— Let's EncryptTWebH—/\A(ZH—/\ IEEEE7EEQE
— dehydrated Tld /usr/local/etc/dehydrated/certs/k A A 4/ IZEEBAE T 7A )L

FreeBSD TIl& ca_root_nss package #lL\15_ & T,
/usr/local/share/certs/ca-root-nss.crt [ZCAl) 7\I~75\JJJI]

Jetc/mail/sendmail.mc I[IZEL T Z B0 (postfix, eximTHLTES139)

— define(' CERT DIR,

Eﬂlh

(WebH—/ WG THEIMNT L)

‘lusr/local/etc/dehydrated/certs/k A4 > 4" )dnl

— define('confSERVER_CERT', "CERT_DIR/cert.pem’)dnl H—/\ifBAZE
— define('confSERVER _KEY', "CERT_DIR/privkey.pem’)dnl TR
— define('confCLIENT _CERT', 'CERT_DIR/cert.pem’)dnl H—/\iBAE
— define('confCLIENT _KEY*, 'CERT_DIR/privkey.pem’)dnl TR

— define('confCACERT,
— define('confCACERT _PATH',
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‘/usr/local/share/certs/ca-root-nss.crt’)dnl JL—FCAU Xk
“/usr/local/share/certs/")dnl




A— IV —/\DENEFEEE (Y —/\FLEAE)

» telnet g.pyon.org 25

(2280 %j.pyon.org ESMTP Sendmail 8.16.1/8.16.1; Fri, 29 Oct 2021 15:17:01 +0900
JST

250-8BITMIME

250-STARTTLS

250 HELP

« openssl s_client -starttls smtp -host g.pyon.org -port 25
Certificate chain

0 s:CN = g.pyon.org

i:C = US, O = Let's Encrypt, CN = R3 Let's Encrypth bR ITSNT-5EBHE
B
EHLO local
250-g.pyon.org Hello g.pyon.org, pleased to meet you
250-8BITMIME

250 HELP
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» echo "test" | Mail -s "arrive ?" fujiwara3x@gmail.com
o FHER.GmMallTEEA—)LEFITESNLEM >T= — DownloadL TReceivedf#
ARC-Authentication-Results: i=1; mx.google.com;

spf=pass (google.com: domain of fujiwara@g.pyon.org designates
2001:e42:102:1804:160:16:204:207 as permitted sender)
smtp.mailfrom=fujiwara@g.pyon.org;

dmarc=pass (p=NONE sp=NONE dis=NONE) header.from=pyon.org

Received: from g.pyon.org (g.pyon.org. [2001:€42:102:1804:160:16:204:207])

by mx.google.com with ESMTPS id
q12si2475570pjv.168.2021.10.28.23.48.57

for <fujiwara3x@gmail.com>

(version=TLS1_3 cipher=TLS AES 256 GCM_ SHA384 bits=256/2506);
Thu, 28 Oct 2021 23:48:58 -0700 (PDT)

+ Received~NyA KU, GmallDHP—/\IZTLSTA—ILZEETETLD
— ARC-Authtntication-Results N4 &), spf=pass, dmarc=pass $ R TE S
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GmailMo D A—)LEFEER
« GmailTReplyL TH7=

— Received: from mail-il1-x12f.google.com (mail-il1-
x12f.google.com [IPv6:2607:f8b0:4864:20:0:0:0:12f]) by
g.pyon.org (8.16.1/8.16.1) with ESMTPS id 19U8Pumv034746
(using TLSv1.3 with cipher TLS_AES 256 GCM_ SHA384 (256
bits) verified OK) for <fujiwara@g.pyon.org>; Sat, 30 Oct 2021
17:26:02 +0900 (JST)

— #8: sendmail AAGmailDH—/\SFBAEZEAERIFTE=TL\S
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A—)JLIZBET AEIMA: A—JLTEHETLSWAZE|Z

RFC 6698 The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA, 2012/8

— DNSSECIZTLSHY—/\§EBAEZ AN ST A

— DNSSEC T Fonf=ECAICEEERAMBAZTZELE. CALLGEWEWD EFRHY

— BREELTIE FA VB XFHIX G T DEEBAE THAZE(FZT)ZETRT

RFC 7672 SMTP Security via Opportunistic DNS-Based Authentication of
Name Entities (DANE) Transport Layer Security (TLS), 2015/10

— SMTP STARTTLSDH—/\fEBAZZDNSSECTSFonLi=F A/ A IZH B ST A

RFC 8461 SMTP MTA Strict Transport Security (MTA-STS), 2018/9

— i‘aé_i_t,_?w»w% D A— )L —/ADTLS(STARTTLS) TLMA—ILEZIFERS AN
R
« _mta-sts.example.com. IN TXT "v=STSv1; id=20160831085700Z;"

RFC 8689 SMTP Require TLS Option, 2019/11
— EHLOD &= ZEIZREQUIRETLS:E/0, MAIL FROMIZ4REQUIRETLS:E /N
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A—)LICEAT S&)M (2)

o USHAFAMTA-STS(RFC 8461)ZE#HELKLIELTLNVSLL

L)

« ZNIZxtL. DANE SMTP (RFC 7672)/kH fEREm A 5L

(QAYS A

— MTA-STSIZWebPKI®D Trust modelZ={F A3 AH . WebPKIIZ(E
USIEFFIZER I SR BEE D BHAERIZE>TEEINTLVACA

NEET D

— TLSTIEGEWNA—=ILIZTA— LI\ T AR[EEE D B 5

t-t.-bb:(:) -Ij-_/ \nIEEﬂ_

A {FH>TA— LY —/\EIOSMTP%

STARTTLSTTLSICT 52 &IEEIL
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WebH—/\TOTLSARRDE=H

e 443, tcp.k AL 4 IN TLSA CertUsage Selector MatchingType
Certificate

— CertUsage 0..CASEBAZE, 1. 4 —/\SEBAE (A %17 CAF4T), 2..trust anchor
DIEAZE 3. H—/\GIEHE(HDEL THLIWY)
— Selector 0..FullCertificate, 1..SubjectPublicKeylnfo
— MatchingType O..iEBAZEZDH®D 1..SHA256 hash, 2..SHA512 hash
- EYA
— openssl x509 -inform PEM -outform DER -in §EBAZ .pem | sha256 =&

— f§1: openssl x509 -inform PEM -outform DER -in
/usr/local/etc/dehydrated/certs/g.pyon.org/cert.pem | sha256

d3829e7c648f0f447df37486ad371219e985dd2db9c5a5768555e2461d6¢c51¢c6

— 443. tecp. kA B INTLSA3 01 /vy afE

- BEEAHMN LN LY —/\SEBAZE D . Full CertificatedSHA256/\y< a1
— DNSSECw %8

— (GnuTLS danetool THTLSA RREZA R TE55LLLY)
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A—JLH—NTOTLSARRDE=H

« 25. tcp.FAAL> 4 IN TLSA CertUsage Selector MatchingType
Certlflcate
— CertUsage 0..CAGEBAE, 1. Y —/\GEBAE (B ®7ECAF1T), 2..trust ancho®
SEEAE, 3. —/\SIBAE (B2 EA THLWY)
— Selector 0..FullCertificate, 1..SubjectPublicKeylnfo
— MatchingType O0..3EBAZZDH® 1..SHA256 hash 2..SHA512 hash
- EY7
— Openssl x509 —inform PEM —outform DER —in §EBHE .pem | sha256 A E.

« SEBAZEDpemI77AMILE /N1 T DERERIZER T HLAEDE T —INELND
« AT —AMsha256 hashxTLSARRIZELZ EET S

— 15']: openss| x509 —inform PEM —outform DER —in
/usr/local/etc/dehydrated/certs/g.pyon.org/cert.pem | sha256

d3829e7c648f0f447df37486ad371219e985dd2db9c5a576855562461d6¢51c6
— 25. tep.FAAL2Z INTLSA301 /i alE

— HE2ELM LAY —/\FEBZE®D. Full Certificate D SHA256/ v a
— DNSSECW@ZA
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TLSA RRMD R FEfEER
« Shumon Huque SADF YIS A rZEHHE TLV=1=<

 https://www.huque.com/bin/danecheck

« FAMLVRER—IES. T7IT)r—a30 8% LT Check
—f5l: IRRX 4, 7R—EFES443, Application NONE (https)
— f5: IRRA 4, R—FEF25, Application SMTP

ad |
ad | ad |
2l 21o
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H—/\EEBAZ+TLSAFE EDHE

o —fEA—UMNITSOYTHLE
— https:// T. Let's EncryptlZFEITSNI=EEBAZ T7 VLA TES
« DNSSEC/DANE, DANE SMTP)kEMD &5
— 443, tcp.F AL TLSAZHZEL . httpsD Y —/\FEBAE & —E T
Ho EHTERR
— 25. top.FAL & TLSAZRFEL ., STARTTLSTOD YU —/\iIBHE L
— T HILETER
o TBDA—)LY—/\, MTA-STS / REQUIRETLS jJkEDE(E
— CAIZETINE=Y—/\GEHAZZE K9 5D, Let's EncryptiZFEAT
NT-EEBAZEZMTAIZIEEL TS D THERIE AT EE
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SFBHZE TLSA RRMD EHAE #

« Let's Encrypt®FEBRE X EMEAEO0 BN T, EHEHFNLE

e LIT®M&S%Shell Script TR TES

#!/bin/sh

CERTIZEEBAZE M /\X, TLSAFILE, TLSAFILEprev, TLSAFILEnew|Z TLSARRZELT77AI/L £

if /usr/local/bin/dehydrated -c ; then exit O; fi # EEBASOEHE{TL, ZEA L of=5mHLEL

mv $STLSAFILEnew $TLSAFILEprev # —DRIDTLSAZEL THL

HASH="openssl| x509 -inform PEM -outform DER -in $CERT | sha256" # EEBAED/\v a{EXEHEHE
(echo “ 443. tcp.HOSTNAME. $TTL IN TLSA 3 0 1 SHASH”:

echo “ 25. tcp.HOSTNAME. $TTL IN TLSA 3 0 1 $HASH") > $TLSAFILEnew # TLSA RRYERL

cat $TLSAFILEprev $TLSAFILEnew | sort | uniq > $TLSAFILE # $fIATLSARREZFELDO-T7 1 ILEERK
/etc/nsd/dnsseczonetool sign DOMAIN # TLSAFILEZincluded 2 —2J774ILEE AL T, reload
/usr/local/etc/rc.d/apache24 restart; /etc/rc.d/sendmail restart # WebH—/\, A— LY —/\ B2 )

exit 0

v
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FEH

o LWEEEIL, WebY—/\ A= LY —/N\GEIZH—/\GIBAEEHRTE
THOLELRDHD
— Let's Encryptis E TRIT LY —/\GERRZEIEA— LY —/\THLEATES
« HEIRELTIL,

— Trust MEFEMEY L, EBED TS H THIFShttpsWURLAS, GmailZz &2
x—)b’&‘ﬁ(ﬂ’yof%%ié_tb\Ea%’c&;é

— FELHEEAE = (Let's Encryptb 2 EED T ST HAEFEL TLVHCA
[ZR{TINT-FLEAZE
« BHMDEZFADADNNSEN., EDIRBDEFBZRENOTEDLEITENS
ZEET IO
— ZLDTSHHTIERIN-CAIZRKEITIN-Y—/\JiIFAEZ4{E F
— TLSARRZERILTHL | EPHEFHEE *L?‘L
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